Ministry of Justice - Client Report (A816476)

Client Self Assessment of Ministry of Justice Completed: 28/11/2014
Year 2014/2015

General Business Activities - Summary

Planning

Stage Description Achievement

Initiation Policy and planning initiated. Coordinated planning, documentation and review of the --
management of records is evident.

Establishment Policy and plans are being implemented. Coordinated planning, documentation and review of the --
management of records is“evident.

Capability Policy and plans are regularly reviewed and updated. = Coordinated planning, decumentation and review of the --
management of records is evident.

Resourcing

Stage Description Achievement

Initiation Resourcing requirements for recordkeeping identified.  Effective management of resourcing requirements is fully integrated --
with strategic and operational activities.

Establishment Resourcing for recordkeeping established. Effective management of resourcing requirements is fully integrated --
with strategic and operational activities.

Capability Succession planning and resourcing is part of-business Effective management of resourcing requirements is fully integrated --

plans. with strategic and operational activities.

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice

Year 2014/2015

Training

Stage Description

Initiation Training needs analysis undertaken.

Establishment Training programme established.

Capability Training programme actively monitored, reviewed and
updated.

Reporting

Stage Description

Initiation Reporting requirements identified.

Establishment Basic operational reporting established.

Capability Recordkeeping is part of organisational risk and
reporting framework.

Legend

-I: absent
-- aware
-- actioned
-- embedded

e

Achievement

Uncoordinated, ad hoc, incomplete processes foriidentifying
training requirements for the management of records.

Uncoordinated, ad hoc, incomplete processes.for identifying
training requirements for the management of records.

Uncoordinated, ad hoc, incomplete processes for identifying
training requirements for the management of records.

Achievement

Effective management of reporting programme is fully integrated
with strategic and operational activities.
Effective management of reporting programme is fully integrated
with, strategic and operational activities.

Uncoordinated, ad hoc, incomplete processes for identifying
reporting requirements for the management of records.

Completed

Page

: 28/11/2014
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Specific Recordkeeping Practice - Summary

Creation & Capture

Stage Description

Initiation Recordkeeping requirements have been identified.

Establishment Systems and controls are implemented.

Capability Systems and controls are actively monitored and
reviewed.

Retrievability & Security

Stage Description

Initiation Recordkeeping requirements have been identified.

Establishment Systems and controls are implemented.

Capability Systems and controls are actively monitored and
reviewed.

Achievement

No evidence of systems and/or contrals in place for the creation
and capture of records.

Uncoordinated, ad hoc, incomplete systems and/or controls for the
creation and capture of records.

Uncoordinated, ad_hoc, incomplete systems and/or controls for the
creation and captureof records.

Achievement

Uncoordinated, ad hoc, incomplete systems and/or controls for the
retrievability and security of records.

Uncoordinated, ad hoc, incomplete systems and/or controls for the
retrievability and security of records.

Uncoordinated, ad hoc, incomplete systems and/or controls for the
retrievability and security of records.

Completed

: 28/11/2014
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Client Self Assessment of Ministry of Justice Completed: 28/11/2014
Year 2014/2015

Maintenance & Storage

Stage Description Achievement
Initiation Recordkeeping requirements have been identified. No evidence of systems and/or controls in place for the -
maintenance and storage of records.
Establishment Systems and controls are implemented. The existence of coordinated systems and/or.controls for the --
maintenance and storage of records is.evident.
Capability Systems and controls are actively monitored and The existence of coordinated systems‘and/or controls for the --
reviewed. maintenance and storage of records is evident.

Disposal & Transfer

Stage Description Achievement

Initiation Development of disposal authorities and The existence of coordinated systems and/or controls for the --
implementation plans initiated. disposal ‘of records is evident.

Establishment Authorised disposal authorities and implementation Uncoordinated, ad hoc, incomplete processes in place for the --
plans established. disposal of records.

Capability Disposal of records actively managed. Effective systems and/or controls for the disposal of records is fully --

integrated within operational activities.

Legend

-I: absent
-- aware
-- actioned
-- embedded

e
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Client Self Assessment of Ministry of Justice
Year 2014/2015

General Business Activities

Completed: 28/11/2014

Planning
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Recordkeeping is a directive from the Chief Operational Recordkeeping and information Under way All Completed
Executive to management and staff security policies are endorsed and
promulgated by the CEO
Information security policy (MOJNJ
30) Records Management Policy (
MOJNJ 16) MOJ Code of Conduct
(MOJNJ 47)
2 Systems used to create and maintain Operational Recordkeeping'system Under way Some Plans in place
records are identified and documented documentation is maintained and
regularly reviewed
IMS Desk File (MOJNJ 03)
3 Policies that include records management  Operational, “RM policies are published on the Completed and up All Completed

are documented and in use

intranet and regularly reviewed/
updated as necessary

Records Management Policy (MOJNJ
16) Information Security Policy (
MOJNJ 30) Records Management

to date

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Question

Risk

Evidence Progress

Coverage

Completed: 28/11/2014

Intentions to Attachments

Progress

Establishment

Question

Risk

Framework (MOJNJ 18) BCS and
records capture (MOJNJ 25) Records
Management for Managers (MOJNJ
26) Recordkeeping responsibilities
(MOJNJ 27) Guidelines for identifying
and managing vital records (MOJNJ
28)

Evidence Progress

Coverage

Intentions to Attachments

Progress

1 Strategic/business plans include records
management objectives and risks

Strategic

Information management_ and
recordkeeping are included'in key
MOJ strategies

Under way

Business Strategy (MOJNJ 078),
Privacy Strategy (MOJNJ 02), IM
InformationStrategy (MOJNJ 05),
Justice Information Strategy
(MOJNJO06) ISSP (MOJNJ 17)

All

Completed

2 Procedures that include records
management have been documented and
are in use

Operational

Records management procedures
and guidelines are documented and
published on the intranet for use by all
staff.

Under way

RM guidelines naming conventions
(MOJNJ 21), RM guidelines Creating

Most

Plans in place

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
Records (MOJNJ 22), RM guidelines
managing records in shared drives
(MOJNJ23), RM guidelines managing
email (MOJNJ24) Metadata
standards (MOJNJ 19) Metadata
chema (MOJNJ 20)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Policies and procedures that include Operational RM policies are published on the Under way Most Completed
records management are monitored and intranet and regularly reviewed/
regularly reviewed updated as necessary
Policy schedule (MOJN12)
2 Objectives and risks that include records Compliance Records management risks are Under way Most Plans in place

management are monitored and regularly
reviewed

incorporated in the ICT risk register
ICT Risk Register (MOJNJ 73)

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice Completed: 28/11/2014
Year 2014/2015

Resourcing
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management is resourced Strategic Records Management resources are  Completed and up All Completed
appropriately concentrated mostly in the IMS team  to date
and part of the tasks performed by
administrative staff embedded in
business units
JD Manager Information and
Document Management (MOJNJ.07),
JD Senior Information Advisor
(MOJNJ 08), JD Senior Advisor
(MOJNJ09), JD Advisor (MOJNJ10)
Org Chart IDM Team(MOJNJ 13) Org
Chart Strategic Infromation Advisor
(MOJNJ«14)
2 Responsibility for records managementis  Compliance See 2.1.1 Completed and up All Completed
assigned to date
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff assigned to records management Operational  Training is delivered online and Completed and up All Completed

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice Completed: 28/11/2014
Year 2014/2015

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

have been given appropriate training available to all staff. Specific onsite  to date
training for business units is delivered
on an as required basis by IDM staff

Training module (MOJNJ 15)

Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Development of staff assigned to records Operational Development is monitored and Completed and up All Completed
management is monitored and regularly regularly reviewed as a part of.the to date
reviewed PDP process
Representative PDP for Senior
Information advisor,(MOJNJ 11)
2 Budget planning considers resourcing and  Strategic Resoucing isicovered in the annual Completed and up All Completed
improvements for records management budget. Estimates have been to date

provided for systems improvement
(ecms)as a part of the Ministry's
investment programme

IMS Budget (MOJNJ 79)

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Training
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff understand their obligations to create  Operational  Online training programme is being Under way Some Plans in place
and maintain records of the organisations' rolled out to all staff and being made
activities mandatory. This will enable ongoing
monitoring of percentage of staff
covered and identify any gaps in
coverage and new training
requirements.
Records management training module
hardcopy version (MOJNJ 15)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff receive regular records management Operational ~Online training programme is being Under way Some Plans in place

training in:
- policies, procedures and practices
- organisation specific tools and systems

rolled out to all staff and being made
mandatory. This will enable ongoing
monitoring of percentage of staff
covered and identify any gaps in
coverage and new training
requirements. Policies are published
on the intranet and regularly reviewed

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
and updated. Regular training
sessions on the MOJ EDRMS
(Jukebox) is delivered by the training
team
see 3.1.1 (RM training module)
Jukebox lesson plan (MOJNJ 81)
Jukebox training aid version control
(MOJNJ 82)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management training needs for all Operational Online training programme is being Under way Some Plans in place

staff is monitored and regularly reviewed

rolled out to all staff and being made
mandatory. This will enable ongoing
monitoring’of percentage of staff
covered and identify any gaps in
coverage and new training
requirements. Policies are published
on the intranet and regulalrly reviewed
and updated.

Training module (MOJNJ 15)

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Reporting
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Monitoring of records management Reporting Legislative compliance is documented Completed and up All Completed
compliance is documented and monitored on a quarterly basis to date
Legislative compliance statement
(MOJNJ 83)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Policies, procedures and processes that Reporting See 3.2.1 Completed and up All Completed
include records management are monitored to date
and regularly reported on Policy éxpiry and renewal document
(MOJNJ 12)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 The effectiveness of the records Reporting The Justice Information Strategy Under way Some Plans in place

management capability of the organisation

includes a business intelligence and

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Question

Risk

Evidence Progress

Coverage

Completed: 28/11/2014

Intentions to
Progress

Attachments

is regularly assessed

Information management maturity
model that has been applied for the
Ministry environment by Gartner. The
BIIM strategic programme will
regularly assess our information
management capability development.
Justice Information strategy (MOJNJ
06)

Page
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Specific Recordkeeping Practice

Creation and capture

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management requirements are Compliance Currently lack the records None None None
identified in business processes and management maturity and tools to
functions achieve this
2 Records of all business activities are Compliance This is achieved through a Under way Some Plans in place

managed within the appropriate systems

combination of content<appropriate
business systems including Jukebox,
case management systems, shared
drives and hard copy:A high level
BCS has been.developed and is
being implemented in shared drives
with a view.to providing a basis for
records capture in a new ECMS

BCS policy (MOJNJ 37) BCS
procurement (MOJNJ 36) BCS
operational service delivery (MOJNJ
38) BCS levels 1-2 (MOJNJ 39) BCS
functions (MOJNJ 40) BCS legal
(MOJNJ 41) BCS IM (MOJNJ 42)
BCS ICT (MOJNJ 43) BCS HR

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
(MOJNJ 44) BCS Comms (MOJNJ
45) BCS business group (MOJNJ46)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records are captured routinely, Compliance Official Ministry hard copy and Under.way Some Plans in place
documented and organised according to Jukebox records are compliant but
the organisation's business requirements shared drives are not
2 Records management data is assigned, Operational Metadata scheme is approved and Under way Some Plans in place
documented and is in use published on the intranet. It cannot be
operationalised without'an appropriate
ECMS
Metadata standards+«(MOJNJ 19),
Metadata Schema (MOJNJ 20)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management data is maintained, = Operational Partial in Jukebox. Under way Some Plans in place
monitored and reviewed
IDM desk file (MOJNJ 03)
2 Systems that create and maintain records..” Strategic Partial in Jukebox, currently lack the ~ Under way Some Plans in place

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
are monitored and regularly reviewed tools to achieve this.
see 5.3.1
3 Disposal authorities are mapped to systems Strategic Disposal authorities are linked to the ~ Under way Some Undecided

that create and maintain records

business classification structure in

Jukebox for electronic and hard copy.

Not in shared or other drives

see 5.3.1

Page

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Retrievability and security

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Access to and use of records is managed  Operational Access to and use of records in Under way Some Plans in place
within the appropriate systems Jukebox is managed. Not in shared
or other drives
see 5.3.1 Access management
framework (MOJNJ 52)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Sensitive and restricted records are Compliance Partial. Jukebox'and hard copy Under way Some Plans in place
identified, documented and controlled records)that are sensitive/restricted
are identified and controlled. Shared
and other non-official drives have
records that cannot have sensitivity or
restrictions controlled.
see 5.3.1
2 Access to sensitive and restricted records  Compliance IDM and other business systems Under way Some Plans in place

is provided in accordance with the
appropriate legislation or security
classification

systems do not have required
functionality for comprehensive
management of security clearances in

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice

Completed: 28/11/2014

Year 2014/2015
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
relation to access
3 Records 25 years of age or older are Compliance 1 Deferral of Transfer Authority is in Under way Most Plans in place
covered by an Access Authority place with Archives New Zealand
see 8.2.2
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 The ability to locate and use records is Operational Retrieval and usability of records‘in Under way Some Plans in place

monitored and routinely audited

offsite storage systems is monitored
on an ad hoc basis as a part-of
everyday use. Audit procedures need
to be developed subject to,resource
availability

Page
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Maintenance and storage

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 All records are managed so they cannot be Operational We do not have the technology for None None None
altered, deleted or disposed of without this; an appropriate ECMS is required
permission
2 An assessment of records storage has Compliance Hard copy records comply with this -  Underway Some Undecided
been undertaken to ensure records are not electronic (we do not have the
stored appropriately technology)
Online storage standards
compliance (MOJNJ 50) Building
WOF (MOJNJ 51)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records are reviewed/appraised and Strategic Linkage to vital records activity (2014/ Under way Some Plans in place
stored in accordance with their value and 15). Security can be applied in shared
security needs drives and in Jukebox
IDM workplan (MOJNJ 01)
2 Disaster Recovery/Business Continuity Operational MOJ National Emergency and Completed and up All Completed

Plan includes the protection and salvage of

Business Continuity Plan includes the to date

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice Completed: 28/11/2014
Year 2014/2015

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

records protection and salvage of electronic
records held in business information
systems, and includes the paper
Records disaster Recovery Plan

National Emergency management
and business continuity plan (MOJNJ
32) Paper records disaster recovery
plan (MOJNJ 31)

Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Disaster Recovery/Business Continuity Operational The Ministry's National Emergency Completed and up Some Completed
Plan is tested, monitored and regularly and Business Continuity Plan was last to date
reviewed tested on 5 June_ 2014, and after that
will be tested every 6 months.
see7.2.2
2 Storage arrangements for records are Strategic Hard copy National Office only Completed and up Some Completed
monitored and regularly reviewed to date
Paper records disaster recovery plan
(MOJNJ31)

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice

Year 2014/2015

Disposal and transfer

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records have been appraised and disposal Compliance All retention and disposal schedules ~ Completed and up All Completed
authorities agreed up to date. MoJ schedule due for to date
renewal in 2016. Work Programme
2014/15 will include work on renewing
schedule
IDM workplan (MOJNJ 01)
2 Regular and efficient disposal of the Operational The legacy project identifies-and Under way Some Plans in place
organisation's records is planned and plans efficient disposalof‘Ministry
documented records. We are currentlysrecruiting
to provide resource to carry out this
project
Legacy. Project schedule (MOJNJ 80)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Disposal procedures and processes are Compliance Jukebox and hard copy are in place - Under way Some Plans in place

implemented and in use regularly

shared drives are not. (see also
legacy project 8.1.2)Legacy project

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
Disposal Authority 220 (MOJNJ55)
Disposal Authority 472 (MOJNJ 56)
Disposal Authority 570 (MOJNJ 57)
2 All records 25 years of age and over which Compliance The Ministry of Justice has one Under way Some Completed
are still required by the organisation are current Deferral of Transfer (DT) in
covered by a deferral of transfer agreement place. This is DT33 and it covers
Adoption registers and case files. 2014
/15 work programme includes work on
new authorities
see Archway
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management data about disposal Operational Held in Jukebox and, where Completed and up All Completed
of records is retained for as long as required applicable,.in offsite storage to date
databases (IKM 15/04)
2 Disposal procedures and processes are Operational .~Managed by IDM team and stored in  Completed and up All Completed

monitored and reviewed

Jukebox (IKM 15/04) to date

28/11/2014 3:17 PM
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Client Self Assessment of Ministry of Justice
Year 2014/2015

RISKS

Compliance

*  Failure to meet legislative and regulatory requirements
*  Unlawful disposal of records

» Inability to provide assurance of legislative compliance
* Inability to provide records or provide evidence

Reporting

* Inability to provide reliable evidence summarising activities or undertakings
*  Reduced capability to demonstrate good performance
*  Misleading the minister or other key stakeholders

Strategic

*  Loss of records which support New Zealand’s cultural and national identity
»  Poor strategic planning and poor decisions made on inaccurate information
* Inability to use organisational information and knowledge to full potential

»  Constrained business and information management strategies

» Inability to automate processes and to secure efficiency benefits

Completed: 28/11/2014

Operational

* Inability to transfer data'across organisational systems

* Inability to deliver.services due to the loss of information

* Inability to retrieve and interpret records in obsolete formats or systems
» Informationrisiinaccessible or unsuitable for the conduct of business

* Inability to provide a record of specific transactions

. Inconsistent, ineffective and inefficient conduct of business

Reputation

. Embarrassment to the chief executive, minister, the government and individuals
. Damage to reputation, loss of credibility, lowered public confidence

28/11/2014 3:17 PM
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Non-Judicial Authorities - Client Report (A816014) 1 of 21

Client Self Assessment of Ministry of Justice - Non-Judicial Authorities Completed: 28/11/2014
Year 2014/2015

General Business Activities - Summary

Planning

Stage Description Achievement

Initiation Policy and planning initiated. Uncoordinated, ad hoc, incomplete processes for the management --
of records.

Establishment Policy and plans are being implemented. Uncoordinated, ad hoc, incomplete processes for the management --
of records.

Capability Policy and plans are regularly reviewed and updated. = Coordinated planning, decumentation and review of the --
management of records is evident.

Resourcing

Stage Description Achievement

Initiation Resourcing requirements for recordkeeping identified. ~ Coordinated planning, documentation and review of resourcing --
requirements for the management of record is evident.

Establishment Resourcing for recordkeeping established. Coordinated planning, documentation and review of resourcing --
requirements for the management of record is evident.

Capability Succession planning and resourcing is part of.business Coordinated planning, documentation and review of resourcing --

plans. requirements for the management of record is evident.

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

Training

Stage Description

Initiation Training needs analysis undertaken.

Establishment

Training programme established.

Capability Training programme actively monitored, reviewed and
updated.

Reporting

Stage Description

Initiation Reporting requirements identified.

Establishment

Basic operational reporting established.

Capability Recordkeeping is part of organisational risk and
reporting framework.
Legend
-I: absent
-- aware
-- actioned
embedded

e

Achievement

Coordinated planning, documentation and review of training
requirements for the management of records is evident.

Uncoordinated, ad hoc, incomplete processes.for identifying
training requirements for the management of records.

Uncoordinated, ad hoc, incomplete processes for identifying
training requirements for the management of records.

Achievement

No evidence of a'strategic approach to the reporting requirements
undertaken:

Uncoordinated, ad hoc, incomplete processes for identifying
reporting requirements for the management of records.

No evidence of a strategic approach to the reporting requirements
undertaken.

2 of 21

Completed: 28/11/2014

5/12/2014 1:56 PM

Page 2 of 21



Client Self Assessment of Ministry of Justice - Non-Judicial Authorities
Year 2014/2015

Specific Recordkeeping Practice - Summary

Creation & Capture

Stage Description

Initiation Recordkeeping requirements have been identified.

Establishment Systems and controls are implemented.

Capability Systems and controls are actively monitored and
reviewed.

Retrievability & Security

Stage Description

Initiation Recordkeeping requirements have been identified.

Establishment Systems and controls are implemented.

Capability Systems and controls are actively monitored and
reviewed.

Achievement

Uncoordinated, ad hoc, incomplete systems and/or controls for the
creation and capture of records.

The existence of coordinated systems and/or controls for the
creation and capture of records is evident.

No evidence of systems'and/or controls in place for the creation
and capture of records.

Achievement

The existence of coordinated systems and/or controls for the
retrievability and security of records is evident.

Uncoordinated, ad hoc, incomplete systems and/or controls for the
retrievability and security of records.

The existence of coordinated systems and/or controls for the
retrievability and security of records is evident.

Completed:

3 of 21

28/11/2014
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities Completed: 28/11/2014
Year 2014/2015

Maintenance & Storage

Stage Description Achievement
Initiation Recordkeeping requirements have been identified. The existence of coordinated systems and/or controls:for the --
maintenance and storage of records is evident.
Establishment Systems and controls are implemented. The existence of coordinated systems and/or.controls for the --
maintenance and storage of records is.evident.
Capability Systems and controls are actively monitored and Effective systems and/or controls for the maintenance and storage --
reviewed. of records is fully integrated withinioperational activities.

Disposal & Transfer

Stage Description Achievement

Initiation Development of disposal authorities and Effective systems.and/or controls for the disposal of records is fully --
implementation plans initiated. integrated-within operational activities.

Establishment Authorised disposal authorities and implementation Uncoordinated, ad hoc, incomplete processes in place for the --
plans established. disposal of records.

Capability Disposal of records actively managed. Effective systems and/or controls for the disposal of records is fully --

integrated within operational activities.

Legend

-I: absent
-- aware
-- actioned
-- embedded

e

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

General Business Activities

5 of 21

Completed: 28/11/2014

Planning
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Recordkeeping is a directive from the Chief Operational Recordkeeping policies are endorsed «Under way All None
Executive to management and staff and promulgated by the CEO
records management policy (MOdJNJ
16)
2 Systems used to create and maintain Operational Records are largely mahaged.in TCM Under way Some Completed
records are identified and documented (documented by ICT), and,shared
drives, the management of which is
documented in manuals and desk
files
TCM screenshots (MOJNJ 58)
3 Policies that include records management  Operational No-formal policy documents covering None All None

are documented and in use

records management are in use, but
there is some coverage in day-to day
administration documentation

LAT procedure manual (MOJNJ 59)

PSPLA refund procedure (MOJNJ 60)

PSPLA CM processes (MOJNJ 61)
PSPLA Procedure Manual (MOJNJ
62) PSPLA annual return procedure

Page
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities
Year 2014/2015

6 of 21

Completed: 28/11/2014

Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
manual (MOJNJ 64) RA procedure
manual (MOJNJ 65)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Strategic/business plans include records Strategic The tribunals Unit business continuity Under.way None None
management objectives and risks plan covers risk around paper
records, other risk and strategic
planning documentation is maintained
inICT
2 Procedures that include records Operational Desk files and manuals'for non- Under way Some Completed
management have been documented and judicial tribunals include procedures
are in use around records management
SAA desk file (MOJNJ 67) ACC Case
Manager's manual (MOJNJ 70) WHT
Manual (MOJNJ 71) PSPLA Tribunal
Manual (MOJNJ 63) SSAA Case
Manager Manual (MOJNJ 66)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments

Progress

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

7 of 21

Completed: 28/11/2014

Year 2014/2015
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Policies and procedures that include Operational Monitored and reviewed on an adhoc, Under way Most Completed
records management are monitored and as required basis
regularly reviewed
2 Objectives and risks that include records Compliance ICT Risk Register Under way Some Completed

management are monitored and regularly
reviewed

ICT Risk Register (MOJNJ 73)

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

8 of 21

Completed: 28/11/2014

Year 2014/2015
Resourcing
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management is resourced Strategic Records management responsibilities Completed and up Most Completed
appropriately are documented in job descriptions to date
and letters of expectation for
operational and administrative staff
Letter of expectation Support Officer;
Tribunals (MOJNJ 72)
2 Responsibility for records managementis  Compliance see 2.1.1 Completed and up All Completed
assigned to date
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff assigned to records management Operational  On-the-job training is given to staff Completed and up Most Completed

have been given appropriate training

with recordkeeping responsibilities,
and the MOJ training module is
available, although it is relatively new
and there is scope for more structured
training

Training module (MOJNJ 15)

to date

Page

5/12/2014 1:56 PM
8 of 21



Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

9 of 21

Completed: 28/11/2014

Year 2014/2015
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

1 Development of staff assigned to records Operational Development of staff with Completed and up All Completed

management is monitored and regularly recordkeeping responsibilities is to date

reviewed regularly monitored and reviewed as a

part of each staff member's PDP

2 Budget planning considers resourcing and  Strategic Budget planning includes staff with Under way. All Completed

improvements for records management

recordkeeping responsibilities as well
as offsite storage management and
maintenance

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

10 of 21

Completed: 28/11/2014

Year 2014/2015
Training
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff understand their obligations to create  Operational Recordkeeping responsibilities are Under way Some Completed
and maintain records of the organisations' documented in procedures and
activities manuals and well understood by the
staff who use them
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Staff receive regular records management Operational Staff receive training as required, Under way Some Plans in place
training in: including through procedure manuals
- policies, procedures and practices and desk files{See 1.2.2
- organisation specific tools and systems
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management training needs for all ~Operational Records management training needs Under way Some Plans in place

staff is monitored and regularly reviewed

are monitored through the
performance management process,

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

Question

Risk

Evidence Progress

Coverage

11 of 21

Completed: 28/11/2014

Intentions to
Progress

Attachments

and the MOJ training module is
available, although it is relatively new
and there is scope for more structured
training

Training Module (MOJNJ 15)

Page
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

12 of 21

Completed: 28/11/2014

Year 2014/2015
Reporting
Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Monitoring of records management Reporting Records management compliance None None None
compliance is documented monitoring is mainly confined to the
larger tribunals
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Policies, procedures and processes that Reporting Records management procedures Under way Some Plans in place
include records management are monitored and process monitoring is mainly
and regularly reported on confined to the.larger tribunals
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 The effectiveness of the records Reporting There is no formal assessment of None None None

management capability of the organisation
is regularly assessed

records management capability.

Page

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

Specific Recordkeeping Practice

Creation and capture

13 of 21

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management requirements are Compliance Records management requirements, «Under way Some Undecided
identified in business processes and are incorporated into desk files and
functions procedure manuals
Legal Complaints Review, Officer 1.2
part 2 (MOJN 74) Legal Complaints
Review Officer 1.0 (MOJNJ 75) Legal
Complaints Review. Officer 1.3 Part 3
(MOJNJ 76) Lkegal Complaints Review
Officer 1.1/ (MOJNJ 77)
2 Records of all business activities are Compliance TCM andWJAX are systems that are Under way Some Plans in place
managed within the appropriate systems used to appropriately manage records
of.business activities
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments

Progress

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

14 of 21

Completed: 28/11/2014

Year 2014/2015
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records are captured routinely, Compliance Records are routinely captured and Completed and up All Completed
documented and organised according to organised, in appropriate case to date
the organisation's business requirements management systems and through
print and fileTCM screenshots
(MOJNJ 58)
2 Records management data is assigned, Operational Records management data is Under way Some Plans in place
documented and is in use captured in the TCM system, which
also includes the ability to audit data
TCM screenshots (MOJNJ 58)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Records management data is maintained, = Operational see 5.2.2 Under way Some Plans in place
monitored and reviewed
2 Systems that create and maintain records  Strategic TCM is regularly’monitored and Under way Some Plans in place
are monitored and regularly reviewed reviewed where necessary (for
example, where business
requirements change or system
functionality is upgraded)
3 Disposal authorities are mapped to systems Strategic Disposal authorities are applied None None None

that create and maintain records

manually in the absence of technical
functionality to apply disposition

Page

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

Retrievability and security

15 of 21

Completed: 28/11/2014

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

1 Access to and use of records is managed  Operational Electronic and physical access is Under way Most Plans in place

within the appropriate systems appropriately managed, physical

security for paper files is in place.
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

1 Sensitive and restricted records are Compliance Case file procedures-are used to Under way All Completed

identified, documented and controlled identify and manage sensitive and

restricted records

2 Access to sensitive and restricted records  Compliance see 6.1.1 Under way All Completed

is provided in accordance with the

appropriate legislation or security

classification
3 Records 25 years of age or older are Compliance . Not applicable (no records over 25 None None None

covered by an Access Authority years)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments

Page

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities
Year 2014/2015

16 of 21

Completed: 28/11/2014

Progress

1

The ability to locate and use records is
monitored and routinely audited

Operational

Ability to locate records in TCM, and
records stored offsite is routinely
monitored as a part of business as
usual

Under way

All

Completed

Page

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

Year 2014/2015

Maintenance and storage

17 of 21

Completed: 28/11/2014

Initiation
Question Evidence Progress Coverage Intentions to Attachments
Progress
1 All records are managed so they cannot be Operational Hardcopy and electronic (TCM) Completed and up All Completed
altered, deleted or disposed of without records cannot be altered, deleted, or to date
permission disposed of inappropriately
2 An assessment of records storage has Onsite storage is regularly assessed  Underway All Completed
been undertaken to ensure records are for appropriateness, offsite storage
stored appropriately standards are managed as a part'of
the contract with offsite storage
provider
MOJNJ33 Online storage standards
compliance
Establishment
Question Evidence Progress Coverage Intentions to Attachments
Progress
1 Records are reviewed/appraised and Highly sensitive records are stored Under way All Completed
stored in accordance with their value and securely.
security needs
2 Disaster Recovery/Business Continuity Covered in the BCP Completed and up All Completed

Plan includes the protection and salvage-of

records

Tribunals Business Continuity Plan

to date

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities

18 of 21

Completed: 28/11/2014

Year 2014/2015
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
(MOJN J53)
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress
1 Disaster Recovery/Business Continuity Operational The BCP is updated as required Completed and up All Completed
Plan is tested, monitored and regularly to'date
reviewed Tribunals Unit Business Continuity
Plan (MOJNJ 53)
2 Storage arrangements for records are Strategic see 7.1.2 Completed and up All Completed

monitored and regularly reviewed

to date

Page
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities Completed: 28/11/2014
Year 2014/2015

Disposal and transfer

Initiation
Question Risk Evidence Progress Coverage Intentions to Attachments
Progress

1 Records have been appraised and disposal Compliance In place Completed and up All Completed

authorities agreed to date

DA 415 Tribunals Unit Disposal
Authority (MOJNJ 54)

2 Regular and efficient disposal of the Operational records are routinely disposed of in Completed and up All Completed

organisation's records is planned and accordance with the schedule to date

documented letter of expectation (MOJNJ,72)
Establishment
Question Risk Evidence Progress Coverage Intentions to Attachments

Progress

1 Disposal procedures and processes are Compliance see 8.1:2 Under way Some Plans in place

implemented and in use regularly
2 All records 25 years of age and over which Compliance “\No‘records over 25 years of age Under way All Completed

are still required by the organisation are

covered by a deferral of transfer agreement
Capability
Question Risk Evidence Progress Coverage Intentions to Attachments

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities Completed: 28/11/2014
Year 2014/2015
Progress
1 Records management data about disposal Operational managed in spreadsheets Completed and up All Completed
of records is retained for as long as required to date
2 Disposal procedures and processes are Operational managed in spreadsheets Completed and up All Completed
monitored and reviewed to date

5/12/2014 1:56 PM
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Client Self Assessment of Ministry of Justice - Non-Judicial Authorities
Year 2014/2015

RISKS

Compliance

*  Failure to meet legislative and regulatory requirements
*  Unlawful disposal of records

» Inability to provide assurance of legislative compliance
* Inability to provide records or provide evidence

Reporting

* Inability to provide reliable evidence summarising activities or undertakings
*  Reduced capability to demonstrate good performance
*  Misleading the minister or other key stakeholders

Strategic

*  Loss of records which support New Zealand’s cultural and national identity
»  Poor strategic planning and poor decisions made on inaccurate information
* Inability to use organisational information and knowledge to full potential

»  Constrained business and information management strategies

» Inability to automate processes and to secure efficiency benefits

21 of 21

Completed: 28/11/2014

Operational

* Inability to transfer data'across organisational systems

* Inability to deliver.services due to the loss of information

* Inability to retrieve and interpret records in obsolete formats or systems
» Informationrisiinaccessible or unsuitable for the conduct of business

* Inability to provide a record of specific transactions

. Inconsistent, ineffective and inefficient conduct of business

Reputation

. Embarrassment to the chief executive, minister, the government and individuals
. Damage to reputation, loss of credibility, lowered public confidence

5/12/2014 1:56 PM
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10f14

No. Question
1.1.1 Recordkeeping is a directive from the Chief Executive
to management and staff

1.1.2 Systems used to create and maintain records are
identified and documented

Ministry of Justice -

Reviewers Report (A816477)

Attribute

AUDITOR NOTES:

* Plan/Strategy that includes records/information
management

* Policies with a records/information management
component

* Code of Conduct - signed off by the Chief Executive
and all staff

Different agencies may refer to a strategy, plans or
roadmaps.

Is there a strategy/plan that includes recordkeeping?
Is there a policy that identifies roles & respons bilities?
Does the strategy/framework define roles &
responsibilities for Chief Executive or equivalent,
Sponsor, Operational staff (RM, IT), all staff?

Is there a plan identifying RM projects & are roles
included in the plan?

Do they reflect roles & respons bilities identified in the
strategy/framework/policy?

Is the strategy/framework endorsed?

AUDITOR NOTES:
* Framework documentation that includes
records/information management

* Surveys/reviews of records/information management

* Data map/system architecture

* Classification structure/file list/file plan

* Vital records/business critical system list

* Policy with a records/information management
component

Potential Evidence

Chief Executive accountability established.
Executive management accountability identified.

- Plan/Strategy with that includes records/information
management

- Policy with records/information management
component

- Policy identifies responsibilities

- Code of Conduct

Applies to physical and electronic systems:

- IT System list

- Policy with a records/information management
component

- System Survey

- Business Continuity Plan

- Classification structureffile list/file plan

- Processes/procedures that include recordkeeping
- Business Process mapping

Can the organisation provide a 'whole of process' view - Business critical records/systems identified

across systems & formats?
Does the policy state which systems to be used to

create & maintain records for core business functions?

Is the documentation of systems that manage records
regularly reviewed (surveys, reviews, audits)?

Has the organisation identified:

- business processes?

- business systems that store records?

- legacy systems?

APPLIES TO BUISNESS SYSTEMS:

- Organisation-wide information/data maps defined and

in place.

- Repository stocktake occurred & outcomes
documented.

- Survey conducted identifying business systems,
physical recordkeeping systems, etc.

- Analysis of legacy recordkeeping issues and/or gaps
conducted.

- Classification structure/file plan is in place, inuse and

maintained.
- Business critical records & systems are identified.

Risk
Operational

Operational

Progress
Under way

Under way

All

Some

Coverage

Intentions to.Progress Evidence

Completed Recordkeeping and
information security policies
are endorsed and
promulgated by the CEO

Information security policy
(MOJNJ 30) Records
Management Policy ( MOJNJ
16) MOJ Code of Conduct
(MOJNJ 47)

Plans in place Recordkeeping system
documentation is maintained

and regularly reviewed

IMS Desk File (MOJNJ 03)

Attachments
No

No
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1.1.3 Policies that include records management are
documented and in use

1.2.1 Strategic/business plans include records management
objectives and risks

1.2.2 Procedures that include records management have
been documented and are in use

AUDITORS NOTES:

* Policy that includes recordkeeping components
* Approvals process

* Communications plan

* Training programme

Policies that include recordkeeping identify
relationships to relevant policies e.g. IT Security.
Metadata specifications and decisions for all systems
that manage records are documented, including:

- policy acknowledges the role of metadata in ensuring
an authentic record

- policy specifies the roles of point of capture and
process metadata, and the rules relating to changing
metadata.

How is the policy communicated - Training, Intranet,
Newsletters ?

Does the policy scope cover all formats of records?
(incl. email, web, paper, digitally borne, digitised)
Does the policy determine where records should be
created/managed?

Requires records systems to have been identified &
documented.

REFER - Archives 'Guide to Writing a Recordkeeping
Policy G6 - Checklist 7' for guidance.

* Policy that includes recordkeeping components
* Information Technology (IT) Policy

* Security Policy

* Information Management (IM) Policy

AUDITORS NOTES:

- Strategic/business Plan includes records/information
management

- Information Services Strategic Plan (ISSP)

- Risk Framework/plan/register

- Audit report/reviews

View Corporate/Business Plan

If there is an ISSP does it cover only IT or is broader?"
Does the statement of intent include objectives?
Review documentation for evidence of recordkeeping
risks.

Does the organisation have a risk management plan in
place and takes account of recordkeeping capability?

AUDITORS NOTES:

* Procedures that include creation, maintenance of
records

* Workflows/process maps

* Guidance notes/Desk files

* Training materials

Key procedures observed as being implemented.

Procedure manual identifies quality:checks including
responsibility for carrying out.quality audits, frequency
& acceptance criteria.
How do procedures support.policy?
What systems exist that‘manage records?
Are there procedures for each?
-When were électronic systems implemented?
-How aresprocedures communicated to staff?
-How is procedure compliance monitored?
-How regularly are procedures reviewed?

Policies with a recordkeeping component

- Strategy/Plan that includes recordkeeping

- Document control/version controls procedures
- Communications Plan

- Training/Induction programme

Business/strategic plan (or ISSP) references:

- Recordkeeping/records management/information
management

- Knowledge management

- Activity Plan

- Action Plan

- Risk management plan/register

Business processes/procedures which include
recordkeeping exist and are in use, including:

- Procedure manuals

- Training materials

- Workflow models

- Staff guidance notes / Desk Files

- Audit reports/reviews/Quality Management Reviews
Business systems documentation identifies:

- Auto-capture of metadata elements

- Auto-classification - eg File classification/File
Plan/File List

- Communications Plan

- Official information Act/Privacy Request processes

Operational

Strategic

Operational

Completed and up to
date

Under way

Under way

All

All

Most

Completed

Completed

Plans in place

RM policies are published on No
the intranet and regularly
reviewed/updated as

necessary

Records Management Policy
(MOJNJ 16) Information
Security Policy ( MOJNJ 30)
Records Management
Framework (MOJNJ 18) BCS
and records capture (MOJNJ
25) Records Management for
Managers (MOJNJ 26)
Recordkeeping

respons bilities (MOJNJ 27)
Guidelines for identifying and
managing vital records
(MOJNJ 28)

Information management and No
recordkeeping are included in
key MOJ strategies!!

Business Strategy (MOJNJ
078), Privacy Strategy
(MOJNJ 02), IM Information
Strategy (MOJNJ 05), Justice
Information Strategy
(MOJNJ06) ISSP (MOJNJ 17)

Records management No
procedures and guidelines are
documented and published on
the intranet for use by all staff.

RM guidelines naming
conventions (MOJNJ 21), RM
guidelines Creating Records
(MOJNJ 22), RM guidelines
managing records in shared
drives (MOJNJ23), RM
guidelines managing email
(MOJNJ24) Metadata
standards (MOJNJ 19)
Metadata chema (MOJNJ 20)
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1.3.1 Policies and procedures that include records
management are monitored and regularly reviewed

1.3.2 Objectives and risks that include records management
are monitored and regularly reviewed

2.1.1 Records management is resourced appropriately

2.1.2 Responsibility for records management is assigned

AUDITORS NOTES

* Policy and procedures that includes
records/information management components
* Approvals process

* Monitoring and review schedule

* Audit reports/reviews

* Corrective actions records

How is the policy monitored? internal audits, spot
checks.

Is there a review process? Is there annual
checks/reviews? Is this documented?
AUDITORS NOTES:

* Business Plan includes records/information
management - version control/approval plans

* |SSP - Information Services Strategic Plan

* Review documentation for records/information
management risks/objectives.

AUDITORS NOTES:

* Policy that includes records/information management
* Job/Position Descriptions

* Budget planning

- Clearly defined roles that include recordkeeping
responsibilities (i.e. qualifications and/or
experience/skill) are documented within job
descriptions and business plans.

- Resourcing for recordkeeping identified within capital
budgets, and funding requirements for wider
recordkeeping capabilities (for instance, capital funding
and storage requirements) are documented and
sufficient.

Is there a strategy or plan in place that includes
recordkeeping?

Does the plan identify resourcing requirements?

Does the organisation have any information
management projects about to begin or under way?
Has records/information management resourcing been
identified as part of the project(s)?

Does the policy reflect roles of Chief Executive or
equivalent; Sponsor; Operational staff (RM, IT); All
Staff.

AUDITORS NOTES:

* Policy with a records/information component

* Job/Position Descriptions

* Plan/Strategy that includes records/information
management

* Code of conduct

* Organisational charts

* Documentation exists regarding delegation,
performance reviews, internal processes, job and
person specifications.

* Staff recordkeeping respons bilities are reflected.in
either:

- statement in a policy on staff responsibilities for
records management; and,

- position descriptions, job specifications or
performance agreements incorporate standard
recordkeeping competency statement, requiring
conformance with the public office’s policies that
incorporate recordkeeping (including responsibility for
records creation)

Are roles part of position descriptions?

- Policy and procedures that includes
records/information management components
- Monitoring and review schedule

- Audit reports/Quality management reviews

- Corrective action records

- Document control/version controls procedures

Operational

Business/strategic plan (or ISSP) references:
- Records/Information Management

- Knowledge management

- Activity/Action Plan

Compliance

Minutes of meetings that show reviews have been
undertaken or objectives have been discussed
Recordkeeping resourcing identified within:

- Job/position descriptions

- Plan/strategy that includes records/information
management

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping
- Business plan

- Resourcing plan

Strategic

- Plan/strategy that includes records/information
management positions

- Job/position descriptions

- Delegation process

- Code of conduct

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping

Compliance

Under way

Under way

Completed and up to
date

Completed and up to
date

Most

Most

All

All

Completed

Plans in place

Completed

Completed

RM policies are published on No
the intranet and regularly
reviewed/updated as

necessary!|

Policy schedule (MOJN12)

Records management risks ~ No
are incorporated in the ICT

risk register(

ICT Risk Register (MOJNJ

73)

Records Management No
resources are concentrated
mostly in the IMS team and

part of the tasks performed by
administrative staff embedded

in business units

JD Manager Information and
Document Management
(MOJNJ 07), JD Senior
Information Advisor (MOJNJ
08), JD Senior Advisor
(MOJNJ09), JD Advisor
(MOJNJ10) Org Chart IDM
Team (MOJNJ 13) Org Chart
Strategic Infromation Advisor
(MOJNJ 14)

See 2.1.1 No
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2.2.1 Staff assigned to records management have been

given appropriate training

2.3.1 Development of staff assigned to records management

is monitored and regularly reviewed

2.3.2 Budget planning considers resourcing and
improvements for records management

3.1.1 Staff understand their obligations to create and
maintain records of the organisations' activities

AUDITORS NOTES:

* Job/Position descriptions

* Training plans/registers

* Performance development plans/Learning
development plans

* Policy with a records/information management
component

* Procedures that include recordkeeping

Check policy to see that roles are defined.

- Qualified and/or experienced or skilled
records/information management practitioners and
professionals are appointed to relevant roles that
incorporate recordkeeping AND

- Recordkeeping practitioners or equivalent persons
are trained in recordkeeping tools, systems, practices
and resources.

- Job/position descriptions

- Performance/training development plans
- Training registers/plans

- Career development plans

- Certificates/enrolment information

Training needs are identified and documented, what
forums do staff attend?

Are course enrolments or certificates from courses
available?

AUDITORS NOTES:

* Human Resources (HR) plan

* Succession plan

'- Human resources procedures

- Career planning/development

- Training plan/register

* Training and development plan - Strategy that includes records/information

* Training register management

There is clear evidence of approved career planning - Performance plan/ learning and development plan
and development, or succession plans AND staff with - Business Plans

recordkeeping respons bilities are included in training
logs or registers.

Review documentation

AUDITORS NOTES:

* Plan/strategy that includes records/information
management management

* Monitoring and review reports - Budget Planning

* Performance Measures - Key Performance Indicators - Goals/performance measures

* Budget planning - Key performance Indicators (KPIs)
* Information Management reviews - Training Plan

How does the organisation review, measure progress

against its Strategy/Business Plan that includes

recordkeeping?

- Budget Planning
- Plan/strategy that includes records/information

AUDITORS NOTES:

Check staff awareness of recordkeeping
responsibilities and where and how to save records.
What training is available to staff?

What induction programmes are available to staff?
How is records management covered?

- Induction checklists

- Training plan

- Job/position descriptions

- Performance plans

- Training course objectives

Operational

Operational

Strategic

Operational

Completed and up to
date

Completed and up to
date

Completed and up to
date

Under way

All

All

All

Some

Completed

Completed

Completed

Plans in place

Training is delivered online No
and available to all staff.

Specific onsite training for
business units is delivered on

an as required basis by IDM

staff

Training module (MOJNJ 15)

Development is monitored No
and regularly reviewed as a
part of the PDP process!(]

Representative PDP for
Senior Information advisor
(MOJNJ 11)

Resoucing is covered inthe  No
annual budget. Estimates

have been provided for

systems improvement

(ecms)as a part of the

Ministry's investment

programme

IMS Budget (MOJNJ 79)

Online training programme is No
being rolled out to all staff and
being made mandatory. This

will enable ongoing monitoring

of percentage of staff covered
and identify any gaps in

coverage and new training
requirements.

Records management training
module hardcopy version
(MOJNJ 15)
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3.2.1 Staff receive regular records management training in:

- policies, procedures and practices
- organisation specific tools and systems

3.3.1 Records management training needs for all staff is

monitored and regularly reviewed

4.1.1 Monitoring of records management compliance is

documented

AUDITORS NOTES:

* Training plan

* Procedures that include recordkeeping

* Job/position descriptions

* Induction programme

Check staff awareness of recordkeeping benefits and
responsibilities.

What and how is training delivered to staff?

AUDITORS NOTES:

* Key Performance Indicators (KPIs)

* Performance Measures

* Internal audit reports

How is the effectiveness of the training programme
measured?

How are new dimensions incorporated into training
programme and communicated?

Is Recordkeeping a core competency?

How is compliance with policies and procedures
measured?

Training assessed/reviewed:

- training questionnaires

- course feedback

- additional/refresher training.

Skills assessed/reviewed:

- performance review process.

AUDITORS NOTES:

* Monitoring and review schedule

* Reporting templates

* Key Performance Indicators (KPIs)

* Audit trails and reporting

* Performance framework/measures

Does the organisation have an established monitoring
and compliance programme?

Documented rationale and purpose of recordkeeping
reporting is available to staff.

How are issues identified, reported, actioned? What
processes are in place to do so?

- Training Plan

- Induction checklists

- Training register

- Job/position descriptions
- Communications policy

- Training surveys/questionnaires
- Course feedback

- Additional/refresher training

- Performance reviews

- Monitoring and review schedule

- Internal Audit reports/reviews

- Quality Management reviews

- Corrective Action records

- Monitoring and review'schedule
- Legal Compliance register

- Strategy/plan that includes recordkeeping

Operational

Operational

Reporting

Under way

Under way

Completed and up to
date

Some

Some

All

Plans in place

Plans in place

Completed

Online training programme is  No
being rolled out to all staff and
being made mandatory. This
will enable ongoing monitoring
of percentage of staff covered
and identify any gaps in
coverage and new training
requirements. Policies are
published on the intranet and
regularly reviewed and
updated. Regular training
sessions on the MOJ EDRMS
(Jukebox) is delivered by the
training team(!

see 3.1.1 (RM training
module) Jukebox lesson plan
(MOJNJ 81) Jukebox training
aid version control (MOJNJ
82)

Online training programme is  No
being rolled out to all staff and
being made mandatory. This
will enable ongoing monitoring
of percentage of staff covered
and identify any gaps in
coverage and new training
requirements. Policies are
published on the intranet and
regulalrly reviewed and
updated.

Training module (MOJNJ 15)

Legislative compliance is No
documented and monitored
on a quarterly basis

Legislative compliance
statement (MOJNJ 83)
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4.2.1 Policies, procedures and processes that include
records management are monitored and regularly
reported on

4.3.1 The effectiveness of the records management
capability of the organisation is regularly assessed

5.1.1 Records management requirements are identified in
business processes and functions

AUDITORS NOTES:

* Policy with a records/information management
component

* Procedures that incorporate recordkeeping
requirements

* Training analysis

* Classification structure review documentation

* Management reports/minutes

* Key Performance Indicators (KPIs)

Who is responsible for monitoring records/information
management compliance?

What procedures are there for monitoring compliance?
How are issues reported?

What actions have been taken in past resulting from
reports?

Reporting of recordkeeping key performance indicators
(KPI) and ad-hoc issues are reported to appropriate
management level as per public office schedule (for
example, compliance with the Public Records Act
(2005) is part of the public office's compliance
framework and is regularly signed off as per senior
management compliance statements).

Reports are | kely to include monitoring performance
metrics such as storage space utilisation, registration
of records (for instance, comparison of actual versus
expected levels, etc), transfer and disposal trends,
guantity and frequency of disposal versus creation.
There is evidence of follow-up action and response
evident from management team minutes/decision
register or action lists.

Monitoring reports, internal audit reports and remedial
action documentation exists.

AUDITORS NOTES:

* Monitoring and review schedule

* Internal audit/review reports

- Management reports/minutes Reporting
- Report distribution list date
- Monitoring and review schedule

- Audit reports/reviews

- Corrective Action records

'- Management reports Reporting
- Audit reports/reviews

- Key Performance Indicators (KPIs)
* Corrective actions records - Performance monitoring reports

* Performance monitoring reports - Monitoring and review schedule
Assessment results reported to senior management. - Corrective Action records
Corrective action/continuous improvement

reports/results/outcomes from assessment?

Frequency of assessment?

Evidence of an internal audit programme that

incorporates elements for the Public Records Act

(2005) and associated mandatory standards, as

determined by the public office's risk management

profile and management programme.

Under way

AUDITORS NOTES: - Classification structuref/file lists/file plans
* Functional/mapping analysis = Business activity process mapping

* Information Management (IM) reviews - Risk assessments/reports

* Project plans (Classification structure development) > - Information Management reviews

* Appraisal Reports - Appraisal reports / disposal authorities
Has the organisation got a Classification structure? - Functional mapping analysis

Do procedures document what records must be

created by the organisation?

Does the organisation have an Retention.and Disposal

Schedule (RDS)?

(Development of RDS requires analysis of

organisations functions and Recordkeeping)

Has the organisation had any Information Management

review? When?

High level process mapping OR business analysis of

business activities:to map/recordkeeping requirements

(including legislative requirements, business decisions

and transactions) AND

Risk assessmentiundertaken to identify business-

critical'records:

Compliance  None

Completed and up to

All

Some

None

Completed

Plans in place

None

See 3.2.1

Policy expiry and renewal
document (MOJNJ 12)

The Justice Information
Strategy includes a business
intelligence and Information
management maturity model
that has been applied for the
Ministry environment by
Gartner. The BIIM strategic
programme will regularly
assess our information
management capability
development.|

Justice Information strategy
(MOJNJ 06)

Currently lack the records
management maturity and
tools to achieve this

No

No

No
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5.1.2 Records of all business activities are managed within
the appropriate systems

5.2.1 Records are captured routinely, documented and
organised according to the organisation's business
requirements

5.2.2 Records management data is assigned, documented
and is in use

AUDITORS NOTES:

* Processes that include recordkeeping

* Functional analysis

* Policies with a recordkeeping component

What systems that manage records does the
organisation have?

Do procedures that include recordkeeping define the

organisation's core functional records? How does the
organisation manage records created or received via

email?

Do policy/procedures cover emails?

Has there been a functional analysis of the
organisation undertaken to determine core records?
What procedures exist to support policy?

Is email monitored?

Is use of the systems that manage records monitored?

Is use of personal drives / c: drives monitored?

Are records fragmented across systems? How is the
complete record constructed?

Staff are trained to identify the activities that produce
business records.

For example, staff are encouraged to create file notes,
minutes, etc. recording business decisions as part of

their business as usual activities.

Policy, strategies that include recordkeeping, role and

responsibility statements are defined and in place.

AUDITORS NOTES:

* Desk files/systems guidance

* Processes that include recordkeeping

* Classification structureffile list

* Metadata schema/list

* Functional analysis

* Policies with a records/information management
component

What recordkeeping systems does the organisation
have?

Paper?

Electronic? EDM, Shared drive, Business systems

When were these implemented? When were they last

reviewed? What controls (classification structures,
meta-data policy, monitoring, appraisal, migration

plans, system design etc) are in place to ID, manage,

control?

What procedures are in place?

What controls are in place to ensure records are
comprehensive? A classification structure should
reflect the core functions of the organisation.

How are staff behaviours measured?

What controls are in place to ensure records ¢an be
maintained over their lifetime?

How are legacy records managed? How are older
records located?

AUDITORS NOTES:

* Processes that include recordkeeping

* Metadata (MD) schema (incl. process metadata)
* Classification structureffile list

* Records showing unique identifiers etc.

* Policies with a records/information management
component

REFER Requirements 3.1 & 5.6 (minimum
requirements)

Procedures outlining point of capture

Dependent on.systems in place.

Have there been any reviews to assess systems?
Are decisions for the application of records
management data documented?

' - Processes/procedures that include recordkeeping
- Desk files

- Classification structureffile list/file plans

- Core records/systems identification

- Vital records list/register

- IT list of all systems

- Policy with a records/information management
component

- Business processes/procedures

- Processes/procedures that include recordkeeping
- Classification structureffile list/file plan

- Metadata schemal/list

- Functional specifications

- Policy with a records/information management
component

'Refer Requirement 3.1 & 5.6 for minimum records
management metadata

- Processes/procedures that include recordkeeping

- Classification structureffile list/file plan

- Records showing unique identifiers/date of creation
- Metadata schemal/list

- Policy with a records/information management
component

Compliance

Compliance

Operational

Under way

Under way

Under way

Some

Some

Some

Plans in place

Plans in place

Plans in place

This is achieved through a No
combination of content-
appropriate business systems
including Jukebox, case
management systems, shared
drives and hard copy. A high
level BCS has been
developed and is being
implemented in shared drives
with a view to providing a
basis for records capture in a
new ECMS

BCS policy (MOJNJ 37) BCS
procurement (MOJNJ 36)
BCS operational service
delivery (MOJNJ 38) BCS
levels 1-2 (MOJNJ 39) BCS
functions (MOJNJ 40) BCS
legal (MOJNJ 41) BCS IM
(MOJNJ 42) BCS ICT
(MOJNJ 43) BCS HR (MOJNJ
44) BCS Comms (MOJNJ 45)
BCS business group
(MOJNJ46)

Official Ministry hard copy and No
Jukebox records are

compliant but shared drives

are not

Metadata scheme is approved No
and published on the intranet.

It cannot be operationalised
without an appropriate ECMS

Metadata standards (MOJNJ
19), Metadata Schema
(MOJNJ 20)
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5.3.1 Records management data is maintained, monitored
and reviewed

5.3.2 Systems that create and maintain records are
monitored and regularly reviewed

5.3.3 Disposal authorities are mapped to systems that create
and maintain records

AUDITORS NOTES:

* Metadata schema/list

* Policies with a records/information management
component

* Procedures that include recordkeeping

* Technical specifications for systems

* Mapping plans/documentation

* Implementation plans (Mapping of metadata)
Dependent on systems in place.

Who is responsible for ensuring that business
information systems, EDRM, RK systems include
relevant RK metadata?

Refer requirements 3.1 & 5.6

Systems Managers (or equivalent) have related
business system functional specifications to records
management metadata schema in Technical
Specifications OR

Mapping documentation exists OR

A list of systems and the metadata contained within
those systems exists.

AUDITORS NOTES:

* Monitoring and review schedule

* Processes that include recordkeeping (RK) with
review dates

* Review process/procedure

* Audit/review reports

Frequency or rigor of review of systems(e.g. degree of
user involvement or endorsement, reasonable degree
of logical layers, user awareness).

How are classification systems updated?

What is the process for updating?

How is use of systems monitored?

Are all locations monitored? i.e. home drives, email
folders, personal hardcopy files.

'AUDITORS NOTES:

* Disposal Implementation Plan

* Classification structure/file list

* Mapping plans/documentation

* Retention Disposal Schedule (RDS)

Assumes both Classification structure and Disposal
Authorities exist.

Was an implementation plan included as part of
developing the retention and disposal schedule?
How are disposal decisions implemented into core
business systems?

How is this monitored?

'Refer Requirement 3.1 & 5.6 for minimum records Operational
management metadata

- Processes/procedures that include recordkeeping

- Classification structureffile list/file plan

- Records showing unique identifiers/date of creation

- Metadata schema/list

- Policy with a records/information management

component

- Processes/procedures that include recordkeeping Strategic
- Audit trails/reports

- Review processes/procedures

- Corrective Action records

- Change control process

- Disposal authorities Strategic

- Disposal implementation plan

- Classification structureffile list/file plan

- Disposal Mapping documentation

- Systems documentation/desk files/guidelines

Under way

Under way

Under way

Some

Some

Some

Plans in place

Plans in place

Undecided

Partial in Jukebox. No

IDM desk file (MOJNJ 03)

Partial in Jukebox, currently  No
lack the tools to achieve this.

see 5.3.1

Disposal authorities are linked No
to the business classification
structure in Jukebox for

electronic and hard copy. Not

in shared or other drives(|

see 5.3.1
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6.1.1 Access to and use of records is managed within the
appropriate systems

6.2.1 Sensitive and restricted records are identified,
documented and controlled

AUDITORS NOTES: - Processes that include recordkeeping

* Classification structure/file list - Classification structureffile list/file plan

* Metadata (MD) schema - Metadata schema/list

* Policies with a records/information management - Security/access procedures

component - Business Continuity/Disaster recovery plan(s)

* Processes that include recordkeeping (RK)

* Audit/review reports

Actions of accessibility and usability are defined in the
public office's procedures and there is evidence the
procedures are being followed.

Systems that manage records includes appropriate
controls and security, including, for example:

- for physical records there is a list of files, including
locations, in either physical form or in a database

- for digital records held in core business systems and
on shared drives there is an agreed structure and
defined metadata to manage and locate records.
What systems does the organisation use (intellectual
controls)?

How does the organisation locate records?

How does the organisation determine and assign
different security requirements of records?

How does the organisation control access to and track
records?

Is there a policy determining where records should be
located and managed?

Are there records that are required to be accessed
long-term?

Does the organisation hold any records older than 25
years? refer also to Deferral questions if one exists
then would indicate some plan is in place to manage
on-going access.

AUDITORS NOTES: - Processes that include recordkeeping

* Classification structure that identifies senstive records - Classification structure/file list

(e.g. HR, payroll, board papers, management reports) - Retention Disposal Schedule/Disposal‘Authority
* Processes that include recordkeeping - Security/access policy/procedures

* Retention Disposal Schedule (RDS) - Access processes/procedures

* Access statements - Audit reports/Quality Management,reviews

* Office's security model - Corrective Action records

* Audit reports/reviews

* Corrective action records

Does the organisation have OIA, Privacy etc processes
in place?

Does the policy / procedure include restriction/access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Requires records to be identified and controlled - e.qg.
Listed for physical with access requirements assigned
and access activity recorded.

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to.ensure
ongoing conformance, AND

Dedicated storage areas are provided for. high'risk
classes of records and additional security measures
are instigated, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified, AND

Procedures for granting.and withholding records
access are defined and.implemented.

Operational

Compliance

Under way

Under way

Some

Some

Plans in place

Plans in place

Access to and use of records No

in Jukebox is managed. Not
in shared or other drives

see 5.3.1 Access

management framework

(MOJNJ 52)

Partial. Jukebox and hard

copy records that are
sensitive/restricted are

identified and controlled.
Shared and other non-official
drives have records that
cannot have sensitivity or

restrictions controlled.
see 5.3.1

No
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6.2.2 Access to sensitive and restricted records is provided
in accordance with the appropriate legislation or
security classification

6.2.3 Records 25 years of age or older are covered by an
Access Authority

AUDITORS NOTES:

* Processes that include recordkeeping

* Retention Disposal Schedule (RDS)

* Access statements

* Official Information Act policy/processes
* Privacy Act policy/processes

* Classification structure/file list

* Policies with a recordkeeping component

Does the organisation have OIA , Privacy etc
processes in place?

Does the policy/ procedure include restriction/ access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to ensure
ongoing conformance, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified.

Procedures for granting and withholding records
access are defined and implemented.

AUDITORS NOTES:

* Deferral agreement with an Access Authority

* Disposal Authority with Access section

* Processes that include recordkeeping

* Policies with a records management component

* Access policy/processes

* Access status classification

* Classification structuref/file list

Does the organisation have records over 25 years old
or pending transfer?

Is there an access statement in place determining
access?

For open access records what procedures are in place
to allow public access?

Is there a deferral of transfer in place? (8.2.2)

- Policy & procedures that include Access exist.

- Access status documentation is maintained, including
rationale for access decisions.

- Administration arrangements for public access to
records over 25 years of age are documented.

Refer to Archives NZ - Making Access Decisions
Under the Public Records Act.

- Official Information Act policy/processes
- Privacy Act policy/processes

- Processes that include recordkeeping

- Classification structureffile list/file plan

- Security/access policy/procedures

- Policy with a recordkeeping component
- Access statements

- Access authority

- Access status classification

- Processes/procedures that include recordkeeping
and/or access

- Procedures/processes around public access to
records over 25 years of age.

- Policy with a records/information management
component

- Classification structureffile list/file plan

Compliance

Compliance

Under way

Under way

Some

Most

Plans in place

Plans in place

s 9(2)(ba)(i)

1 Deferral of Transfer No
Authority is in place with

Archives New Zealand!

see 8.2.2
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6.3.1 The ability to locate and use records is monitored and
routinely audited

7.1.1 All records are managed so they cannot be altered,
deleted or disposed of without permission

AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued

access bility and usability?

What controls are in place?

Have any format issues been identified as part of
monitoring?

How are issues identified addressed?

Have there been issues with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using the public office's recordkeeping
system(s) OR

'AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued
accessibility and usability?

What controls are in place?

Have any format issues been identified as part of
monitoring?

How are issues identified addressed?

Have there been issues with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using the public office's recordkeeping
system(s) OR

Operational

Regular monitoring and reporting identifies quantities of Regular monitoring and reporting identifies quantities of

records retrieved when needed by the public office
(within reasonable timeframes).

Regular audit of storage locations and conditions and
reporting to public office's risk management team and
senior management.

AUDITORS NOTES:

* Policies with a records/information management
component

* Processes that include recordkeeping

* Access controls for records

* Access/loan policy

* Metadata (MD) schema

* Reporting

* Security procedures/audit trails/system monitoring
Does the policy determine how records are to be
managed?

What formats are records held in?

How is the authenticity of a record assured? - creation,
receipt, transmission.

Dependent on format what controls are in place?
Examples of controls for systems would be audit trails,
standard system metadata.

Shared drive environment - Backups, and largely
reliant on policies and procedures supported by robust
monitoring OR print to file strategy.

How is reliability and integrity of digital records
assured?

Is records management metadata persistently:linked:to
records - eg migration to new systems?

Are historical records in previous systems locked down
so that they can be read but not altered?

Existence of recordkeeping controls to ensure creation
of authentic records. For example:

- appropriate recordkeeping controls including version
control

- metadata schema defined for,business systems

- rules around the use of read-only functionality in

records retrieved when needed by the public office
(within reasonable timeframes).

Regular audit of storage locations and conditions and
reporting to public office's risk management team and
senior management.

'‘Applies to all records

- Processes/procedures that include recordkeeping
- Access controls for all systems

- Metadata schemal/list

- Access and loan policy

- File tracking (paper)

- File location/transit cards

- Security procedures

- Audit logs/trails

- Monthly/Quarterly reports

Operational

Under way

None

Some

None

Plans in place

None

Retrieval and usability of
records in offsite storage
systems is monitored on an
ad hoc basis as a part of
everyday use. Audit
procedures need to be
developed subject to resource
availability

We do not have the
technology for this; an
appropriate ECMS is required

No

No
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7.1.2 An assessment of records storage has been
undertaken to ensure records are stored appropriately

7.2.1 Records are reviewed/appraised and stored in
accordance with their value and security needs

7.2.2 Disaster Recovery/Business Continuity Plan includes
the protection and salvage of records

7.3.1 Disaster Recovery/Business Continuity Plan is tested,
monitored and regularly reviewed

AUDITORS NOTES:

* Plan/strategy that incorporates records/information
management

* Physical/Digital storage report

* Offsite storage contract

* Storage plan for both physical and digital records
* Audit reports/reviews

* Business continuity plans/reviews

The facility in which records are stored meets the

applicable Building Code and has appropriate flood and

fire protection systems (demonstrated by Code of
Compliance Certificates) AND

Shelving equipment and other equipment is
appropriate to the format and size of the record.
Have records been appraised?

Where are your records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?
AUDITORS NOTES:

* Storage review report

* Server reports/IT Planning documents around
storage

* Storage Contracts

* File Lists

Appraisal reports exist and approved by appropriate
management tier, AND

Storage requirements are defined including
requirements for managing information of a sensitive
nature.

Have records been appraised? Where are your
records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?
AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during emergency
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage contracts

Does the organisation store records onsite/offsite?
Where are servers stored? What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who to contact? Has the plan been
tested?

AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during disaster
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage/data storage contracts

A Disaster Management Plan that identifies key risks
and the ways in which those risks should be mitigated
or responded to is in place, tested, monitored and
reviewed. Covers all records.

Does the organisation store records onsite/offsite?
Where are servers stored?. What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who-to'contact, have they had training?
Has the plan‘been.tested?

How often'is the plan tested?

'‘Applies to all records.

- Risk assessment/review of storage

- Internal audit/information management reports
- Storage assessment reports

- Storage contracts

- Server plans

- Business continuity plans/reviews

- Building Warrant of Fitness

'‘Applies to all records.

- Appraisal processes and/or reports

- Storage plan for digital and physical records
- Storage contracts

- Migration plans

- Security/access processes

- Storage audit reports/reviews

- Classification structureffile list/file plan

- Disaster Recovery/Business Continuity Plan(s)
- Policy with a records/information management
component

- Processes/procedures thatiinclude data/physical
records recovery

- Off-site storage/data storage contracts

- Systems survey

- Disaster Recovery/Business Continuity Plan(s)
- Testing plans and corrective actions

- Internal Audit reports

- Monitoring and review schedule

- Processes/procedures that include data/physical
records recovery

- Off-site storage/data storage contracts

Compliance  Under way

Strategic Under way

Operational Completed and up to
date

Operational Completed and up to
date

Some

Some

All

Some

Undecided

Plans in place

Completed

Completed

Hard copy records comply No
with this - not electronic (we
do not have the technology)

Online storage standards
compliance (MOJNJ 50)
Building WOF (MOJNJ 51)

Linkage to vital records No
activity (2014/15). Security

can be applied in shared

drives and in Jukebox

IDM workplan (MOJNJ 01)

MOJ National Emergency and No
Business Continuity Plan

includes the protection and
salvage of electronic records

held in business information
systems, and includes the

paper Records disaster

Recovery Plan

National Emergency
management and business
continuity plan (MOJNJ 32)
Paper records disaster
recovery plan (MOJNJ 31)
The Ministry's National No
Emergency and Business
Continuity Plan was last
tested on 5 June 2014, and
after that will be tested every
6 months.

see 7.2.2
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7.3.2 Storage arrangements for records are monitored and
regularly reviewed

8.1.1 Records have been appraised and disposal authorities
agreed

8.1.2 Regular and efficient disposal of the organisation's
records is planned and documented

AUDITORS NOTES:

* Storage Plan

* File lists

* Plan/Strategy that includes storage of
records/data/information

* Disposal Authorities

* Deferral Agreement - only required for records of
archival value over 25 years old.

Have records been appraised and those of archival
value identified?

Do lists identify year ranges of records?

Do lists identify formats of records?

Have disposal authorities been mapped to file lists?
Have records been assessed to ensure they are stored
on the appropriate media/hardware?

AUDITORS NOTES:

* Appraisal report

* Disposal Authority

* Business classification structure/ffile list with disposal
criteria mapped

Are all records and metadata covered by current
disposal authorities?

Has the appraisal report and associated decision been
approved by Chief Archivist?

Is the Disposal Authority current? When does it expire?
Appraisal report(s) approved by appropriate
management tier AND

Authorised disposal authorities endorsed by public
office’s senior management and authorised by Chief
Archivist AND

Business Rules around retention of metadata elements
agreed.

- Storage reports/reviews

- Media or hardware assessments

- Disposal Authority

- Information Management reviews/reports

- Monthly/Quarterly reports on storage areas and
requirements

- Mapping of Disposal Authority/General Disposal
authorities to business classification/systems

- Appraisal reports

- Disposal authorities

- Retention and disposal schedule

- Retention procedure/list/register/report

- Disposal identification list/register/report

AUDITORS NOTES:

* Implementation Plan (Disposal)

* Plan/strategy that includes records/information
management

* Business classification structureffile lists

* Mapping of General Disposal Authority and Public
Office's core business records Disposal Authority
Disposal occurs on a regular basis.

Records do not build-up unnecessarily.

Disposal schedules are reviewed and revised following
expiration.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Authority disposal?

- Disposal implementation plan/schedule
- Monitoring and review schedule

- Transfer agreements

- Business classification ffile list/file plan
- Evidence lists of disposed records

- Disposal authorities

Strategic

Compliance

Operational

Completed andupto  Some Completed Hard copy National Office only No
date

Paper records disaster

recovery plan (MOJNJ31)
Completed and up to... All Completed All retention and disposal No
date schedules up to date. MoJ

schedule due for renewal in

2016. Work Programme

2014/15 will include work on

renewing schedule

IDM workplan (MOJNJ 01)
Under way Some Plans in place The legacy project identifies  No

and plans efficient disposal of
Ministry records. We are
currently recruiting to provide
resource to carry out this
project

Legacy Project schedule
(MOJNJ 80)
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8.2.1 Disposal procedures and processes are implemented
and in use regularly

8.2.2 All records 25 years of age and over which are still
required by the organisation are covered by a deferral
of transfer agreement

8.3.1 Records management data about disposal of records
is retained for as long as required

8.3.2 Disposal procedures and processes are monitored and
reviewed

AUDITORS NOTES:

* Procedures that include recordkeeping

* Disposal process/procedures include:

- Disposal actions (transfer/destruction) of records
- lists of destroyed records

- lists of transferred records

- Disposal metadata documentation

- records closed once no longer required

- regular destruction of records authorised

- regular transfer of records of archival value

- Disposal procedure's

- Lists of destroyed records

- Lists of transferred records

- Archives New Zealand Transfer agreement
- Disposal register

- Disposal authorities

* Authorised retention and disposal schedule

* Deferral of transfer agreements

* Disposal authorities

* Legacy Records Programme agreement

* Implementation plan (as part of Appraisal Report)
** DISPOSAL INCLUDES BOTH TRANSFER &
DESTRUCTION

How is disposal monitored?

Has there been any disposal activity?

Has it been done in accordance with current disposal
authorities?

How has this activity been recorded?

AUDITORS NOTES:

* Deferral of transfer agreement

* Systems that manage records documentation

* Review reports

Does the organisation have any records that are 25
years of age or over?

Check Archives NZ documentation.

Deferral process exists - including templates & sign-off
process.

Register of disposal actions identifies reasons for
deferral and the individual/role accepting the deferral
recommendation.

Deferred Transfer Agreement exists.

Administration arrangements for public access to
public records over 25 years of age are documented.

- Deferral of transfer agreement
- List of records 25 years of age and over

AUDITORS NOTES: - Register of disposal-actions and metadata
* Procedures that include recordkeeping - Disposal procedures (for all formats)

* Disposal process / procedures include: - Disposal Authorities

- lists / evidence of destroyed records and metadata - Documented destruction'methods

(req 5.6)

- regular destruction of records authorised
Disposal Authority

Is records management data about disposal
documented? Is it included in the appraisal report or
system specifications for digital records.
AUDITORS NOTES:

* Disposal procedures/processes with review dates
* Disposal register

* Versions/updates of disposal procedures

* Systems procedures/guidelines with disposal
information

Disposal schedules are reviewed and revised as
required.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal-Authority disposal?

- Agency DisposalAuthority disposal?

- Disposal procedures/processes

- Disposal schedule

- Monitoring and review schedule

- Transfer agreements

- Disposal authorities

- Monthly/quarterly reports on disposal

Compliance  Under way

Compliance . Underway

Operational Completed and up to
date

Operational Completed and up to
date

Some

Some

All

All

Plans in place

Completed

Completed

Completed

Jukebox and hard copy are in No
place - shared drives are not.
(see also legacy project
8.1.2)Legacy project

Disposal Authority 220
(MOJNJ55) Disposal Authority
472 (MOJNJ 56) Disposal
Authority 570 (MOJNJ 57)

The Ministry of Justice has No
one current Deferral of

Transfer (DT) in place. This is
DT33 and it covers Adoption
registers and case files.

2014/15 work programme
includes work on new

authorities

see Archway

Held in Jukebox and, where  No
applicable, in offsite storage
databases (IKM 15/04)

Managed by IDM team and No
stored in Jukebox (IKM 15/04)
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No. Question
1.1.1 Recordkeeping is a directive from the Chief Executive
to management and staff

1.1.2 Systems used to create and maintain records are
identified and documented

Attribute Potential Evidence

AUDITOR NOTES: Chief Executive accountability established.

* Plan/Strategy that includes records/information Executive management accountability identified.
management - Plan/Strategy with that includes records/information
* Policies with a records/information management management

component - Policy with records/information management

* Code of Conduct - signed off by the Chief Executive component

and all staff - Policy identifies responsibilities

Different agencies may refer to a strategy, plans or - Code of Conduct

roadmaps.

Is there a strategy/plan that includes recordkeeping?
Is there a policy that identifies roles & respons bilities?
Does the strategy/framework define roles &
responsibilities for Chief Executive or equivalent,
Sponsor, Operational staff (RM, IT), all staff?

Is there a plan identifying RM projects & are roles
included in the plan?

Do they reflect roles & respons bilities identified in the
strategy/framework/policy?

Is the strategy/framework endorsed?

AUDITOR NOTES: Applies to physical and electronic systems:

* Framework documentation that includes - IT System list

records/information management - Policy with a records/information management

* Surveys/reviews of records/information management component

* Data map/system architecture - System Survey

* Classification structure/file list/file plan - Business Continuity Plan

* Vital records/business critical system list - Classification structure/file list/file plan

* Policy with a records/information management - Processes/procedures that include recordkeeping
component - Business Process mapping

Can the organisation provide a 'whole of process' view - Business critical records/systems identified
across systems & formats?

Does the policy state which systems to be used to

create & maintain records for core business functions?

Is the documentation of systems that manage records

regularly reviewed (surveys, reviews, audits)?

Has the organisation identified:

- business processes?

- business systems that store records?

- legacy systems?

APPLIES TO BUISNESS SYSTEMS:

- Organisation-wide information/data maps defined and
in place.

- Repository stocktake occurred & outcomes
documented.

- Survey conducted identifying business systems,
physical recordkeeping systems, etc.

- Analysis of legacy recordkeeping issues and/or gaps
conducted.

- Classification structureffile plan is in place, in.use and
maintained.

- Business critical records & systems are identified.

Risk
Operational

Operational

Progress
Under way

Under way

All

Some

Coverage

Intentions,to Progress Evidence Attachments

None

Completed

Recordkeeping policies are  No
endorsed and promulgated by
the CEOL!

records management policy
(MOJNJ 16)

Records are largely managed No
in TCM (documented by ICT),
and shared drives, the
management of which is
documented in manuals and
desk files

TCM screenshots (MOJNJ
58)



30f15

1.1.3 Policies that include records management are

documented and in use

1.2.1 Strategic/business plans include records management

objectives and risks

1.2.2 Procedures that include records management have

been documented and are in use

AUDITORS NOTES:

* Policy that includes recordkeeping components
* Approvals process

* Communications plan

* Training programme

Policies that include recordkeeping identify
relationships to relevant policies e.g. IT Security.
Metadata specifications and decisions for all systems
that manage records are documented, including:

- policy acknowledges the role of metadata in ensuring
an authentic record

- policy specifies the roles of point of capture and
process metadata, and the rules relating to changing
metadata.

How is the policy communicated - Training, Intranet,
Newsletters ?

Does the policy scope cover all formats of records?
(incl. email, web, paper, digitally borne, digitised)
Does the policy determine where records should be
created/managed?

Requires records systems to have been identified &
documented.

REFER - Archives 'Guide to Writing a Recordkeeping
Policy G6 - Checklist 7' for guidance.

* Policy that includes recordkeeping components
* Information Technology (IT) Policy

* Security Policy

* Information Management (IM) Policy

AUDITORS NOTES:

- Strategic/business Plan includes records/information
management

- Information Services Strategic Plan (ISSP)

- Risk Framework/plan/register

- Audit report/reviews

View Corporate/Business Plan

If there is an ISSP does it cover only IT or is broader?"
Does the statement of intent include objectives?
Review documentation for evidence of recordkeeping
risks.

Does the organisation have a risk management plan in
place and takes account of recordkeeping capability?

AUDITORS NOTES:

* Procedures that include creation, maintenance of
records

* Workflows/process maps

* Guidance notes/Desk files

* Training materials

Key procedures observed as being implemented.

Procedure manual identifies quality:checks including
responsibility for carrying out.quality audits, frequency
& acceptance criteria.
How do procedures support.policy?
What systems exist that‘manage records?
Are there procedures for each?
-When were électronic systems implemented?
-How aresprocedures communicated to staff?
-How is procedure compliance monitored?
-How regularly are procedures reviewed?

Policies with a recordkeeping component

- Strategy/Plan that includes recordkeeping

- Document control/version controls procedures
- Communications Plan

- Training/Induction programme

Business/strategic plan (or ISSP) references:

- Recordkeeping/records management/information
management

- Knowledge management

- Activity Plan

- Action Plan

- Risk management plan/register

Business processes/procedures which include
recordkeeping exist and are in use, including:

- Procedure manuals

- Training materials

- Workflow models

- Staff guidance notes / Desk Files

- Audit reports/reviews/Quality Management Reviews
Business systems documentation identifies:

- Auto-capture of metadata elements

- Auto-classification - eg File classification/File
Plan/File List

- Communications Plan

- Official information Act/Privacy Request processes

Operational

Strategic

Operational

None

Under way

Under way

All

None

Some

None

None

Completed

No formal policy documents  No
covering records
management are in use, but
there is some coverage in day-
to day administration
documentation

LAT procedure manual
(MOJNJ 59) PSPLA refund
procedure (MOJNJ 60)
PSPLA CM processes
(MOJNJ 61) PSPLA
Procedure Manual (MOJNJ
62) PSPLA annual return
procedure manual (MOJNJ
64) RA procedure manual
(MOJNJ 65)

The tribunals Unit business ~ No
continuity plan covers risk

around paper records, other

risk and strategic planning
documentation is maintained
inICT

Desk files and manuals for No
non-judicial tribunals include
procedures around records
management

SAA desk file (MOJINJ 67)
ACC Case Manager's manual
(MOJNJ 70) WHT Manual
(MOJNJ 71) PSPLA Tr bunal
Manual (MOJNJ 63) SSAA
Case Manager Manual
(MOJNJ 66)
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1.3.1 Policies and procedures that include records

management are monitored and regularly reviewed

1.3.2 Objectives and risks that include records management

are monitored and regularly reviewed

2.1.1 Records management is resourced appropriately

2.1.2 Responsibility for records management is assigned

AUDITORS NOTES

* Policy and procedures that includes
records/information management components
* Approvals process

* Monitoring and review schedule

* Audit reports/reviews

* Corrective actions records

How is the policy monitored? internal audits, spot
checks.

Is there a review process? Is there annual
checks/reviews? Is this documented?
AUDITORS NOTES:

* Business Plan includes records/information
management - version control/approval plans
*|SSP - Information Services Strategic Plan

* Review documentation for records/information
management risks/objectives.

AUDITORS NOTES:

* Policy that includes records/information management

* Job/Position Descriptions

* Budget planning

- Clearly defined roles that include recordkeeping
responsibilities (i.e. qualifications and/or
experience/skill) are documented within job
descriptions and business plans.

- Resourcing for recordkeeping identified within capital

budgets, and funding requirements for wider

recordkeeping capabilities (for instance, capital funding

and storage requirements) are documented and
sufficient.

Is there a strategy or plan in place that includes
recordkeeping?

Does the plan identify resourcing requirements?
Does the organisation have any information
management projects about to begin or under way?

Has records/information management resourcing been

identified as part of the project(s)?

Does the policy reflect roles of Chief Executive or
equivalent; Sponsor; Operational staff (RM, IT); All
Staff.

AUDITORS NOTES:

* Policy with a records/information component

* Job/Position Descriptions

* Plan/Strategy that includes records/information
management

* Code of conduct

* Organisational charts

* Documentation exists regarding delegation,
performance reviews, internal processes, job and
person specifications.

* Staff recordkeeping respons bilities are reflected.in
either:

- statement in a policy on staff responsibilities for
records management; and,

- position descriptions, job specifications or
performance agreements incorporate standard
recordkeeping competency statement, requiring
conformance with the public office’s policies that

incorporate recordkeeping (including responsibility for

records creation)
Are roles part of position descriptions?

- Policy and procedures that includes
records/information management components
- Monitoring and review schedule

- Audit reports/Quality management reviews

- Corrective action records

- Document control/version controls procedures

Business/strategic plan (or ISSP) references:
- Records/Information Management

- Knowledge management

- Activity/Action Plan

Minutes of meetings that show reviews have been
undertaken or objectives have been discussed
Recordkeeping resourcing identified within:

- Job/position descriptions

- Plan/strategy that includes records/information
management

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping
- Business plan

- Resourcing plan

- Plan/strategy that includes records/information
management positions

- Job/position descriptions

- Delegation process

- Code of conduct

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping

Operational

Compliance

Strategic

Compliance

Under way

Under way

Completed and up to
date

Completed and up to
date

Most

Some

Most

All

Completed

Completed

Completed

Completed

Monitored and reviewed on an No
adhoc, as required basis

ICT Risk Register No

ICT Risk Register (MOJNJ
73)

Records management No
respons bilities are

documented in job

descriptions and letters of
expectation for operational

and administrative

staffLetter of expectation

Support Officer, Tribunals
(MOJINJ 72)

see 2.1.1 No
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2.2.1 Staff assigned to records management have been
given appropriate training

2.3.1 Development of staff assigned to records management
is monitored and regularly reviewed

2.3.2 Budget planning considers resourcing and
improvements for records management

3.1.1 Staff understand their obligations to create and
maintain records of the organisations' activities

3.2.1 Staff receive regular records management training in:
- policies, procedures and practices
- organisation specific tools and systems

AUDITORS NOTES:

* Job/Position descriptions

* Training plans/registers

* Performance development plans/Learning
development plans

* Policy with a records/information management
component

* Procedures that include recordkeeping

Check policy to see that roles are defined.

- Qualified and/or experienced or skilled
records/information management practitioners and
professionals are appointed to relevant roles that
incorporate recordkeeping AND

- Recordkeeping practitioners or equivalent persons
are trained in recordkeeping tools, systems, practices
and resources.

- Job/position descriptions

- Training registers/plans
- Career development plans

Training needs are identified and documented, what
forums do staff attend?

Are course enrolments or certificates from courses
available?

AUDITORS NOTES:

* Human Resources (HR) plan

* Succession plan

* Training and development plan

* Training register

- Training plan/register

management

There is clear evidence of approved career planning - Performance plan/ learning and development plan

and development, or succession plans AND staff with - Business Plans
recordkeeping respons bilities are included in training
logs or registers.

Review documentation

AUDITORS NOTES:

* Plan/strategy that includes records/information
management

* Monitoring and review reports

- Budget Planning

management
- Budget Planning

* Performance Measures - Key Performance Indicators - Goals/performance measures
- Key performance Indicators (KPIs)

* Budget planning

* Information Management reviews

How does the organisation review, measure progress
against its Strategy/Business Plan that includes
recordkeeping?

- Training Plan

AUDITORS NOTES: - Induction checklists
Check staff awareness of recordkeeping - Training plan
responsibilities and where and how to save records. - Job/position descriptions
What training is available to staff? - Performance plans

What induction programmes are available to staff? - Training course objectives
How is records management covered?

AUDITORS NOTES:

* Training plan

* Procedures that include recordkeeping

* Job/position descriptions

* Induction programme

Check staff awareness of recordkeeping benefits and
responsibilities.

What and how is training delivered to staff?

= Training Plan

- Induction checklists

- Training register

- Job/position descriptions
- Communications policy

- Performance/training development plans

- Certificates/enrolment information

'- Human resources procedures
- Career planning/development

- Strategy that includes records/information

- Plan/strategy that includes records/information

Operational

Operational

Strategic

Operational

Operational

Completed and up to
date

Completed and up to
date

Under way

Under way

Under way

Most

All

All

Some

Some

Completed

Completed

Completed

Completed

Plans in place

On-the-job training is given to
staff with recordkeeping
respons bilities, and the MOJ
training module is available,
although it is relatively new
and there is scope for more
structured training

Training module (MOJNJ 15)

Development of staff with
recordkeeping responsibilities
is regularly monitored and
reviewed as a part of each
staff member's PDP

No

No

Budget planning includes staff No

with recordkeeping

respons bilities as well as
offsite storage management
and maintenance

Recordkeeping

respons bilities are
documented in procedures
and manuals and well
understood by the staff who
use them

Staff receive training as
required, including through
procedure manuals and desk
files. See 1.2.2

No

No
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3.3.1 Records management training needs for all staff is
monitored and regularly reviewed

4.1.1 Monitoring of records management compliance is
documented

AUDITORS NOTES:

* Key Performance Indicators (KPIs)

* Performance Measures

* Internal audit reports

How is the effectiveness of the training programme
measured?

How are new dimensions incorporated into training
programme and communicated?

Is Recordkeeping a core competency?

How is compliance with policies and procedures
measured?

Training assessed/reviewed:

- training questionnaires

- course feedback

- additional/refresher training.

Skills assessed/reviewed:

- performance review process.
AUDITORS NOTES:

* Monitoring and review schedule

* Reporting templates

* Key Performance Indicators (KPIs)
* Audit trails and reporting

- Training surveys/questionnaires
- Course feedback

- Additional/refresher training

- Performance reviews

- Monitoring and review schedule

- Internal Audit reports/reviews

- Quality Management reviews

- Corrective Action records

- Monitoring and review schedule
- Legal Compliance register

Records management training No
needs are monitored through

the performance management
process, and the MOJ training
module is available, although

it is relatively new and there is
scope for more structured

training

Training Module (MOJNJ 15)

Records management No
compliance monitoring is

mainly confined to the larger

tr bunals

* Performance framework/measures - Strategy/plan that includes recordkeeping
Does the organisation have an established monitoring
and compliance programme?
Documented rationale and purpose of recordkeeping
reporting is available to staff.
How are issues identified, reported, actioned? What
processes are in place to do so?
4.2.1 Policies, procedures and processes that include AUDITORS NOTES: - Management reports/minutes Reporting Under way Some Plans in place Records management No

records management are monitored and regularly
reported on

* Policy with a records/information management

- Report distribution list

component - Monitoring and review schedule
* Procedures that incorporate recordkeeping - Audit reports/reviews
requirements - Corrective Action records

* Training analysis

* Classification structure review documentation

* Management reports/minutes

* Key Performance Indicators (KPIs)

Who is responsible for monitoring records/information
management compliance?

What procedures are there for monitoring compliance?
How are issues reported?

What actions have been taken in past resulting from
reports?

Reporting of recordkeeping key performance indicators
(KPI) and ad-hoc issues are reported to appropriate
management level as per public office schedule (for
example, compliance with the Public Records Act
(2005) is part of the public office's compliance
framework and is regularly signed off as per senior.
management compliance statements).

Reports are | kely to include monitoring performance
metrics such as storage space utilisation, registration
of records (for instance, comparison of actual versus
expected levels, etc), transfer and disposal trends,
quantity and frequency of disposal versus creation.
There is evidence of follow-up action and' response
evident from management team minutes/decision
register or action lists.

Monitoring reports, internal.audit reports and remedial
action documentation exists.

procedures and process
monitoring is mainly confined
to the larger tribunals
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4.3.1 The effectiveness of the records management
capability of the organisation is regularly assessed

5.1.1 Records management requirements are identified in
business processes and functions

5.1.2 Records of all business activities are managed within
the appropriate systems

AUDITORS NOTES:

* Monitoring and review schedule

* Internal audit/review reports

* Corrective actions records

* Performance monitoring reports

Assessment results reported to senior management.
Corrective action/continuous improvement
reports/results/outcomes from assessment?
Frequency of assessment?

Evidence of an internal audit programme that
incorporates elements for the Public Records Act
(2005) and associated mandatory standards, as
determined by the public office's risk management
profile and management programme.

AUDITORS NOTES:

* Functional/mapping analysis

* Information Management (IM) reviews

* Project plans (Classification structure development)
* Appraisal Reports

Has the organisation got a Classification structure?
Do procedures document what records must be
created by the organisation?

Does the organisation have an Retention and Disposal
Schedule (RDS)?

(Development of RDS requires analysis of
organisations functions and Recordkeeping)

Has the organisation had any Information Management

review? When?

High level process mapping OR business analysis of
business activities to map recordkeeping requirements
(including legislative requirements, business decisions
and transactions) AND

Risk assessment undertaken to identify business-
critical records.

AUDITORS NOTES:

* Processes that include recordkeeping

* Functional analysis

* Policies with a recordkeeping component

What systems that manage records does the
organisation have?

Do procedures that include recordkeeping define the
organisation's core functional records? How does the
organisation manage records created or received via
email?

Do policy/procedures cover emails?

Has there been a functional analysis of the
organisation undertaken to determine core records?
What procedures exist to support policy?

Is email monitored?

Is use of the systems that manage records monitored?
Is use of personal drives / c: drives monitored?

Are records fragmented across systems? How is the
complete record constructed?

Staff are trained to identify the activities that produce
business records.

For example, staff are encouragedto create file notes,
minutes, etc. recording business decisions as part of
their business as usual activities.

Policy, strategies that include recordkeeping, role and
responsibility statements are defined and in place.

'- Management reports Reporting None
- Audit reports/reviews

- Key Performance Indicators (KPIs)

- Performance monitoring reports

- Monitoring and review schedule

- Corrective Action records

- Classification structuref/file lists/file plans
- Business activity process mapping

- Risk assessments/reports

- Information Management reviews

- Appraisal reports / disposal authorities

- Functional mapping analysis

Compliance  Under way

' - Processes/procedures thatinclude recordkeeping ~ Compliance  Under way
- Desk files

- Classification structureffile list/file plans

- Core records/systems identification

- Vital records list/register

- IT list of all systems

- Policy with a records/information management

component

None

Some

Some

None

Undecided

Plans in place

There is no formal No
assessment of records
management capability.

Records management No
requirements are incorporated
into desk files and procedure
manuals

Legal Complaints Review
Officer 1.2 part 2 (MOJN 74)
Legal Complaints Review
Officer 1.0 (MOJNJ 75) Legal
Complaints Review Officer
1.3 Part 3 (MOJNJ 76) Legal
Complaints Review Officer
1.1 (MOJNJ 77)

TCM and JAX are systems No
that are used to appropriately
manage records of business
activities
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5.2.1 Records are captured routinely, documented and
organised according to the organisation's business
requirements

5.2.2 Records management data is assigned, documented
and is in use

5.3.1 Records management data is maintained, monitored
and reviewed

AUDITORS NOTES:

* Desk files/systems guidance

* Processes that include recordkeeping

* Classification structureffile list

* Metadata schema/list

* Functional analysis

* Policies with a records/information management
component

What recordkeeping systems does the organisation
have?

Paper?

Electronic? EDM, Shared drive, Business systems

When were these implemented? When were they last

reviewed? What controls (classification structures,
meta-data policy, monitoring, appraisal, migration

plans, system design etc) are in place to ID, manage,

control?

What procedures are in place?

What controls are in place to ensure records are
comprehensive? A classification structure should
reflect the core functions of the organisation.

How are staff behaviours measured?

What controls are in place to ensure records can be
maintained over their lifetime?

How are legacy records managed? How are older
records located?

AUDITORS NOTES:

* Processes that include recordkeeping

* Metadata (MD) schema (incl. process metadata)
* Classification structure/file list

* Records showing unique identifiers etc.

* Policies with a records/information management
component

REFER Requirements 3.1 & 5.6 (minimum
requirements)

Procedures outlining point of capture

Dependent on systems in place.

Have there been any reviews to assess systems?
Are decisions for the application of records
management data documented?

AUDITORS NOTES:

* Metadata schema/list

* Policies with a records/information management
component

* Procedures that include recordkeeping

* Technical specifications for systems

* Mapping plans/documentation

* Implementation plans (Mapping of metadata)
Dependent on systems in place.

Who is responsible for ensuring that business
information systems, EDRM, RK systems include
relevant RK metadata?

Refer requirements 3.1 & 5.6

Systems Managers (or equivalent) have related
business system functional specifications to records
management metadata schema in Technical
Specifications OR

Mapping documentation exists OR

A list of systems and'the metadata contained within
those systems exists.

- Business processes/procedures

- Processes/procedures that include recordkeeping
- Classification structureffile list/file plan

- Metadata schema/list

- Functional specifications

- Policy with a records/information management
component

'Refer Requirement 3.1 & 5.6 for minimum records
management metadata

- Processes/procedures that include recordkeeping

- Classification structureffile list/file plan

- Records showing unique identifiers/date of creation
- Metadata schemal/list

- Policy with a records/information management
component

'Refer Requirement 3.1°&'5.6 for minimum records
management metadata

- Processes/procedures that include recordkeeping

- Classification structure/file list/file plan

- Records showing unique identifiers/date of creation
- Metadata.schemallist

- Policy with a records/information management
component

Compliance

Operational

Operational

Completed and up to
date

Under way

Under way

All

Some

Some

Completed

Plans in place

Plans in place

Records are routinely
captured and organised, in
appropriate case
management systems and
through print and fileTCM
screenshots (MOJNJ 58)

Records management data is
captured in the TCM system,
which also includes the ability
to audit dataTCM
screenshots (MOJNJ 58)

see 5.2.2

No

No

No
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5.3.2 Systems that create and maintain records are
monitored and regularly reviewed

5.3.3 Disposal authorities are mapped to systems that create
and maintain records

6.1.1 Access to and use of records is managed within the
appropriate systems

AUDITORS NOTES:

* Monitoring and review schedule

* Processes that include recordkeeping (RK) with
review dates

* Review process/procedure

* Audit/review reports

Frequency or rigor of review of systems(e.g. degree of
user involvement or endorsement, reasonable degree
of logical layers, user awareness).

How are classification systems updated?

What is the process for updating?

How is use of systems monitored?

Are all locations monitored? i.e. home drives, email
folders, personal hardcopy files.

'AUDITORS NOTES:

* Disposal Implementation Plan

* Classification structure/file list

* Mapping plans/documentation

* Retention Disposal Schedule (RDS)

Assumes both Classification structure and Disposal
Authorities exist.

Was an implementation plan included as part of
developing the retention and disposal schedule?

How are disposal decisions implemented into core
business systems?

How is this monitored?

AUDITORS NOTES:

* Classification structure/file list

* Metadata (MD) schema

* Policies with a records/information management
component

* Processes that include recordkeeping (RK)

* Audit/review reports

Actions of accessibility and usability are defined in the
public office's procedures and there is evidence the
procedures are being followed.

Systems that manage records includes appropriate
controls and security, including, for example:

- for physical records there is a list of files, including
locations, in either physical form or in a database

- for digital records held in core business systems and
on shared drives there is an agreed structure and
defined metadata to manage and locate records.
What systems does the organisation use (intellectual
controls)?

How does the organisation locate records?

How does the organisation determine and assign
different security requirements of records?

How does the organisation control access to and track
records?

Is there a policy determining where records shouldbe
located and managed?

Are there records that are required to be accessed
long-term?

Does the organisation hold any records older than 25
years? refer also to Deferral questions if one exists
then would indicate some plan is in place to manage
on-going access.

- Audit trails/reports

- Review processes/procedures
- Corrective Action records

- Change control process

- Disposal authorities

- Disposal implementation plan

- Classification structure/file list/file plan

- Disposal Mapping documentation

- Systems documentation/desk files/guidelines

- Processes that include recordkeeping

- Classification structure/file list/file plan

- Metadata schemallist

- Security/access procedures

- Business Continuity/Disaster recovery plan(s)

- Processes/procedures that include recordkeeping

Strategic

Strategic

Operational

Under way

None

Under way

Some

None

Most

Plans in place

None

Plans in place

TCM is regularly monitored No
and reviewed where

necessary (for example,

where business requirements
change or system functionality

is upgraded)

Disposal authorities are No
applied manually in the

absence of technical

functionality to apply

disposition

Electronic and physical No
access is appropriately

managed, physical security

for paper files is in place.
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6.2.1 Sensitive and restricted records are identified,
documented and controlled

6.2.2 Access to sensitive and restricted records is provided
in accordance with the appropriate legislation or
security classification

AUDITORS NOTES: - Processes that include recordkeeping

* Classification structure that identifies senstive records - Classification structure/file list

(e.g. HR, payroll, board papers, management reports) - Retention Disposal Schedule/Disposal Authority
* Processes that include recordkeeping - Security/access policy/procedures

* Retention Disposal Schedule (RDS) - Access processes/procedures

* Access statements - Audit reports/Quality Management reviews

* Office's security model - Corrective Action records

* Audit reports/reviews

* Corrective action records

Does the organisation have OIA, Privacy etc processes
in place?

Does the policy / procedure include restriction/access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Requires records to be identified and controlled - e.qg.
Listed for physical with access requirements assigned
and access activity recorded.

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to ensure
ongoing conformance, AND

Dedicated storage areas are provided for high risk
classes of records and additional security measures
are instigated, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified, AND

Procedures for granting and withholding records
access are defined and implemented.

AUDITORS NOTES: - Official Information Act policy/processes
* Processes that include recordkeeping - Privacy Act policy/processes

* Retention Disposal Schedule (RDS) - Processes that include recordkeeping

* Access statements - Classification structure/file list/file plan

* Official Information Act policy/processes - Security/access policy/procedures

* Privacy Act policy/processes - Policy with a recordkeeping compoenent
* Classification structure/file list - Access statements

* Policies with a recordkeeping component

Does the organisation have OIA , Privacy etc
processes in place?

Does the policy/ procedure include restriction/ access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to ensure
ongoing conformance, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified.

Procedures for granting and withholding records
access are defined and implemented.

Compliance

Compliance

Under way

Under way

All

All

Completed

Completed

Case file procedures are used No

to identify and manage
sensitive and restricted
records

see 6.1.1

No
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6.2.3 Records 25 years of age or older are covered by an
Access Authority

6.3.1 The ability to locate and use records is monitored and
routinely audited

AUDITORS NOTES:

* Deferral agreement with an Access Authority

* Disposal Authority with Access section

* Processes that include recordkeeping

* Policies with a records management component

* Access policy/processes

* Access status classification

* Classification structureffile list

Does the organisation have records over 25 years old
or pending transfer?

Is there an access statement in place determining
access?

For open access records what procedures are in place
to allow public access?

Is there a deferral of transfer in place? (8.2.2)

- Policy & procedures that include Access exist.

- Access status documentation is maintained, including
rationale for access decisions.

- Administration arrangements for public access to
records over 25 years of age are documented.

Refer to Archives NZ - Making Access Decisions
Under the Public Records Act.

AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued

access bility and usability?

What controls are in place?

Have any format issues been identified as part of
monitoring?

How are issues identified addressed?

Have there been issues with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using the public office's recordkeeping
system(s) OR

- Access authority

- Access status classification

- Processes/procedures that include recordkeeping
and/or access

- Procedures/processes around public access to
records over 25 years of age.

- Policy with a records/information management
component

- Classification structureffile list/file plan

'AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued
accessibility and usability?

What controls are in place?

Have any format issues been.dentified as part of
monitoring?

How are issues identified addressed?

Have there been issues'with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using thespublic office's recordkeeping
system(s) OR

Operational  Under way. All

Regular monitoring and reporting identifies quantities of Regular monitoring'and reporting identifies quantities of

records retrieved when needed by the public office
(within reasonable timeframes).

Regular audit of storage locations and conditions and
reporting to public office's risk management team and
senior management.

records retrieved.when needed by the public office
(within‘reasonable timeframes).

Regular audit of storage locations and conditions and
reporting:to public office's risk management team and
senior management.

Compliance  None None

None

Completed

Not applicable (no records
over 25 years)

Ability to locate records in
TCM, and records stored
offsite is routinely monitored
as a part of business as usual

No

No
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7.1.1 All records are managed so they cannot be altered,
deleted or disposed of without permission

7.1.2 An assessment of records storage has been
undertaken to ensure records are stored appropriately

7.2.1 Records are reviewed/appraised and stored in
accordance with their value and security needs

AUDITORS NOTES:

* Policies with a records/information management
component

* Processes that include recordkeeping

* Access controls for records

* Access/loan policy

* Metadata (MD) schema

* Reporting

* Security procedures/audit trails/system monitoring
Does the policy determine how records are to be
managed?

What formats are records held in?

How is the authenticity of a record assured? - creation,
receipt, transmission.

Dependent on format what controls are in place?
Examples of controls for systems would be audit trails,
standard system metadata.

Shared drive environment - Backups, and largely
reliant on policies and procedures supported by robust
monitoring OR print to file strategy.

How is reliability and integrity of digital records
assured?

Is records management metadata persistently linked to
records - eg migration to new systems?

Are historical records in previous systems locked down
so that they can be read but not altered?

Existence of recordkeeping controls to ensure creation
of authentic records. For example:

- appropriate recordkeeping controls including version
control

- metadata schema defined for business systems

- rules around the use of read-only functionality in

AUDITORS NOTES:

* Plan/strategy that incorporates records/information
management

* Physical/Digital storage report

* Offsite storage contract

* Storage plan for both physical and digital records
* Audit reports/reviews

* Business continuity plans/reviews

The facility in which records are stored meets the
applicable Building Code and has appropriate flood and
fire protection systems (demonstrated by Code of
Compliance Certificates) AND

Shelving equipment and other equipment is
appropriate to the format and size of the record.
Have records been appraised?

Where are your records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?
AUDITORS NOTES:

* Storage review report

* Server reports/IT Planning documents around

'‘Applies to all records

- Access controls for all systems
- Metadata schema/list

- Access and loan policy

- File tracking (paper)

- File location/transit cards

- Security procedures

- Audit logs/trails

- Monthly/Quarterly reports

'‘Applies to all records.

- Risk assessment/review of storage

- Internal audit/information management reports
- Storage assessment reports

- Storage contracts

- Server plans

- Business continuity plans/reviews

- Building Warrant of Fitness

‘Applies to all records.
- Appraisal processes and/or reports
- Storage plan for digital and physical records

storage - Storage contracts
* Storage Contracts - Migration plans
* File Lists - Security/access processes

Appraisal reports exist and.approved by appropriate
management tier, AND

Storage requirements are/defined including
requirements for managing information of a sensitive
nature.

Have records been appraised? Where are your
records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?

- Storage audit reports/reviews
- Classification structureffile list/file plan

- Processes/procedures that include recordkeeping

Operational Completed andupto  All Completed Hardcopy and electronic
date (TCM) records cannot be
altered, deleted, or disposed

of inappropriately

Compliance  Under way All Completed Onsite storage is regularly

assessed for appropriateness,
offsite storage standards are

managed as a part of the
contract with offsite storage
provider

MOJNJ33 Online storage
standards compliance

Strategic Under way All Completed Highly sensitive records are

stored securely.

No

No

No
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7.2.2 Disaster Recovery/Business Continuity Plan includes
the protection and salvage of records

7.3.1 Disaster Recovery/Business Continuity Plan is tested,
monitored and regularly reviewed

7.3.2 Storage arrangements for records are monitored and
regularly reviewed

8.1.1 Records have been appraised and disposal authorities
agreed

AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during emergency
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage contracts

Does the organisation store records onsite/offsite?
Where are servers stored? What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who to contact? Has the plan been
tested?

AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during disaster
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage/data storage contracts

A Disaster Management Plan that identifies key risks
and the ways in which those risks should be mitigated
or responded to is in place, tested, monitored and
reviewed. Covers all records.

Does the organisation store records onsite/offsite?
Where are servers stored? What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who to contact, have they had training?
Has the plan been tested?

How often is the plan tested?

AUDITORS NOTES:

* Storage Plan

* File lists

* Plan/Strategy that includes storage of
records/data/information

* Disposal Authorities

* Deferral Agreement - only required for records of
archival value over 25 years old.

Have records been appraised and those of archival
value identified?

Do lists identify year ranges of records?

Do lists identify formats of records?

Have disposal authorities been mapped to file lists?
Have records been assessed to ensure they are stored
on the appropriate media/hardware?

AUDITORS NOTES:

* Appraisal report

* Disposal Authority

* Business classification structure/ffile list with disposal
criteria mapped

Are all records and metadata covered by current
disposal authorities?

Has the appraisal report and associated decision been
approved by Chief Archivist?

Is the Disposal Authority current? When does.it expire?
Appraisal report(s) approved by appropriate
management tier AND

Authorised disposal authorities endorsed by public
office’s senior management and authorised by Chief
Archivist AND

Business Rules around retention of metadata elements
agreed.

- Disaster Recovery/Business Continuity Plan(s)
- Policy with a records/information management
component

- Processes/procedures that include data/physical
records recovery

- Off-site storage/data storage contracts

- Systems survey

- Disaster Recovery/Business Continuity Plan(s)
- Testing plans and corrective actions

- Internal Audit reports

- Monitoring and review schedule

- Processes/procedures that include data/physical
records recovery

- Off-site storage/data storage contracts

- Storage reports/reviews

- Media or hardware assessments

- Disposal Authority

- Information Management reviews/reports

- Monthly/Quarterly reports on storage.areas and
requirements

- Mapping of Disposal Authority/General Disposal
autharities to business classification/systems

- Appraisal reports

- Disposal authorities

- Retention and disposal schedule

- Retention procedure/list/register/report

- Disposal identification list/register/report

Operational

Operational

Strategic

Compliance

Completed and up to
date

Completed and up to
date

Completed and up to
date

Completed and up to
date

All

All

All

All

Completed

Completed

Completed

Completed

Covered in the BCP No

Tribunals Business Continuity
Plan (MOJN J53)

The BCP is updated as No
required!

Tribunals Unit Business
Continuity Plan (MOJNJ 53)

see 7.1.2 No

In place No

DA 415 Tribunals Unit
Disposal Authority (MOJNJ
54)
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8.1.2 Regular and efficient disposal of the organisation's
records is planned and documented

8.2.1 Disposal procedures and processes are implemented
and in use regularly

8.2.2 All records 25 years of age and over which are still
required by the organisation are covered by a deferral
of transfer agreement

8.3.1 Records management data about disposal of records
is retained for as long as required

AUDITORS NOTES:

* Implementation Plan (Disposal)

* Plan/strategy that includes records/information
management

* Business classification structureffile lists

* Mapping of General Disposal Authority and Public
Office's core business records Disposal Authority
Disposal occurs on a regular basis.

Records do not build-up unnecessarily.

Disposal schedules are reviewed and revised following
expiration.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Authority disposal?
AUDITORS NOTES:

* Procedures that include recordkeeping

* Disposal process/procedures include:

- Disposal actions (transfer/destruction) of records
- lists of destroyed records

- lists of transferred records

- Disposal metadata documentation

- records closed once no longer required

- regular destruction of records authorised

- regular transfer of records of archival value

- Disposal implementation plan/schedule
- Monitoring and review schedule

- Transfer agreements

- Business classification ffile list/file plan
- Evidence lists of disposed records

- Disposal authorities

- Disposal procedure's
- Lists of destroyed records
- Lists of transferred records

- Disposal register
- Disposal authorities

* Authorised retention and disposal schedule

* Deferral of transfer agreements

* Disposal authorities

* Legacy Records Programme agreement

* Implementation plan (as part of Appraisal Report)
** DISPOSAL INCLUDES BOTH TRANSFER &
DESTRUCTION

How is disposal monitored?

Has there been any disposal activity?

Has it been done in accordance with current disposal
authorities?

How has this activity been recorded?

AUDITORS NOTES:

* Deferral of transfer agreement

* Systems that manage records documentation

* Review reports

Does the organisation have any records that are 25
years of age or over?

Check Archives NZ documentation.

Deferral process exists - including templates & sign-off
process.

Register of disposal actions identifies reasons:for
deferral and the individual/role accepting the deferral
recommendation.

Deferred Transfer Agreement exists.

Administration arrangements for public access'to
public records over 25 years of age are. documented.

- Deferral of transfer agreement
- List of records'25 years of age and over

AUDITORS NOTES:
* Procedures that include fecordkeeping - Disposal procedures (for all formats)
* Disposal process / procedures include: - Disposal Authorities

- lists / evidence of destroyed records and metadata - Documented destruction methods
(req 5.6)

- regular destruction“of records authorised

Disposal Authority.

Is records'management data about disposal

documented?.Is it included in the appraisal report or

System Specifications for digital records.

- Archives New Zealand Transfer agreement

- Register of disposal actions and metadata

Operational

Compliance

Compliance

Operational

Completed and up to
date

Under way

Under way

Completed and up to
date

All

Some

All

All

Completed

Plans in place

Completed

Completed

records are routinely disposed No
of in accordance with the
schedule!

letter of expectation (MOJNJ

72)

see 8.1.2 No

No records over 25 years of No
age

managed in spreadsheets No
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8.3.2 Disposal procedures and processes are monitored and AUDITORS NOTES:

reviewed

* Disposal procedures/processes with review dates
* Disposal register

* Versions/updates of disposal procedures

* Systems procedures/guidelines with disposal
information

Disposal schedules are reviewed and revised as
required.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Authority disposal?

- Disposal procedures/processes

- Disposal schedule

- Monitoring and review schedule

- Transfer agreements

- Disposal authorities

- Monthly/quarterly reports on disposal

Operational

Completed and up to
date

All

Completed

managed in spreadsheets

No
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Self-Assessment

No. Question
1.1.1 Recordkeeping is a directive from the Chief Executive
to management and staff

1.1.2 Systems used to create and maintain records are
identified and documented

Attribute Potential Evidence

AUDITOR NOTES: Chief Executive accountability established.

* Plan/Strategy that includes records/information Executive management accountability identified.
management - Plan/Strategy with that includes records/information
* Policies with a records/information management management

component - Policy with records/information management

* Code of Conduct - signed off by the Chief Executive component

and all staff - Policy identifies responsibilities

Different agencies may refer to a strategy, plans or - Code of Conduct

roadmaps.

Is there a strategy/plan that includes recordkeeping?
Is there a policy that identifies roles & respons bilities?
Does the strategy/framework define roles &
responsibilities for Chief Executive or equivalent,
Sponsor, Operational staff (RM, IT), all staff?

Is there a plan identifying RM projects & are roles
included in the plan?

Do they reflect roles & respons bilities identified in the
strategy/framework/policy?

Is the strategy/framework endorsed?

AUDITOR NOTES: Applies to physical and electronic systems:

* Framework documentation that includes - IT System list

records/information management - Policy with a records/information management

* Surveys/reviews of records/information management component

* Data map/system architecture - System Survey

* Classification structure/file list/file plan - Business Continuity Plan

* Vital records/business critical system list - Classification structure/file list/file plan

* Policy with a records/information management - Processes/procedures that include recordkeeping
component - Business Process mapping

Can the organisation provide a 'whole of process' view - Business critical records/systems identified
across systems & formats?

Does the policy state which systems to be used to

create & maintain records for core business functions?

Is the documentation of systems that manage records

regularly reviewed (surveys, reviews, audits)?

Has the organisation identified:

- business processes?

- business systems that store records?

- legacy systems?

APPLIES TO BUISNESS SYSTEMS:

- Organisation-wide information/data maps defined and
in place.

- Repository stocktake occurred & outcomes
documented.

- Survey conducted identifying business systems,
physical recordkeeping systems, etc.

- Analysis of legacy recordkeeping issues and/or gaps
conducted.

- Classification structureffile plan is in place, in,use and
maintained.

- Business critical records & systems are identified.

Risk
Operational

Operational

Progress
Under way

Under way

All

Some

Coverage

Intentions,to Progress Evidence Attachments

None

Completed

Recordkeeping policies are  No
endorsed and promulgated by
the CEOL!

records management policy
(MOJNJ 16)

Records are largely managed No
in TCM (documented by ICT),
and shared drives, the
management of which is
documented in manuals and
desk files

TCM screenshots (MOJNJ
58)
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1.1.3 Policies that include records management are

documented and in use

1.2.1 Strategic/business plans include records management

objectives and risks

1.2.2 Procedures that include records management have

been documented and are in use

AUDITORS NOTES:

* Policy that includes recordkeeping components
* Approvals process

* Communications plan

* Training programme

Policies that include recordkeeping identify
relationships to relevant policies e.g. IT Security.
Metadata specifications and decisions for all systems
that manage records are documented, including:

- policy acknowledges the role of metadata in ensuring
an authentic record

- policy specifies the roles of point of capture and
process metadata, and the rules relating to changing
metadata.

How is the policy communicated - Training, Intranet,
Newsletters ?

Does the policy scope cover all formats of records?
(incl. email, web, paper, digitally borne, digitised)
Does the policy determine where records should be
created/managed?

Requires records systems to have been identified &
documented.

REFER - Archives 'Guide to Writing a Recordkeeping
Policy G6 - Checklist 7' for guidance.

* Policy that includes recordkeeping components
* Information Technology (IT) Policy

* Security Policy

* Information Management (IM) Policy

AUDITORS NOTES:

- Strategic/business Plan includes records/information
management

- Information Services Strategic Plan (ISSP)

- Risk Framework/plan/register

- Audit report/reviews

View Corporate/Business Plan

If there is an ISSP does it cover only IT or is broader?"
Does the statement of intent include objectives?
Review documentation for evidence of recordkeeping
risks.

Does the organisation have a risk management plan in
place and takes account of recordkeeping capability?

AUDITORS NOTES:

* Procedures that include creation, maintenance of
records

* Workflows/process maps

* Guidance notes/Desk files

* Training materials

Key procedures observed as being implemented.

Procedure manual identifies quality:checks including
responsibility for carrying out.quality audits, frequency
& acceptance criteria.
How do procedures support.policy?
What systems exist that‘manage records?
Are there procedures for each?
-When were électronic systems implemented?
-How aresprocedures communicated to staff?
-How is procedure compliance monitored?
-How regularly are procedures reviewed?

Policies with a recordkeeping component

- Strategy/Plan that includes recordkeeping

- Document control/version controls procedures
- Communications Plan

- Training/Induction programme

Business/strategic plan (or ISSP) references:

- Recordkeeping/records management/information
management

- Knowledge management

- Activity Plan

- Action Plan

- Risk management plan/register

Business processes/procedures which include
recordkeeping exist and are in use, including:

- Procedure manuals

- Training materials

- Workflow models

- Staff guidance notes / Desk Files

- Audit reports/reviews/Quality Management Reviews
Business systems documentation identifies:

- Auto-capture of metadata elements

- Auto-classification - eg File classification/File
Plan/File List

- Communications Plan

- Official information Act/Privacy Request processes

Operational

Strategic

Operational

None

Under way

Under way

All

None

Some

None

None

Completed

No formal policy documents  No
covering records
management are in use, but
there is some coverage in day-
to day administration
documentation

LAT procedure manual
(MOJNJ 59) PSPLA refund
procedure (MOJNJ 60)
PSPLA CM processes
(MOJNJ 61) PSPLA
Procedure Manual (MOJNJ
62) PSPLA annual return
procedure manual (MOJNJ
64) RA procedure manual
(MOJNJ 65)

The tribunals Unit business ~ No
continuity plan covers risk

around paper records, other

risk and strategic planning
documentation is maintained
inICT

Desk files and manuals for No
non-judicial tribunals include
procedures around records
management

SAA desk file (MOJINJ 67)
ACC Case Manager's manual
(MOJNJ 70) WHT Manual
(MOJNJ 71) PSPLA Tr bunal
Manual (MOJNJ 63) SSAA
Case Manager Manual
(MOJNJ 66)
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1.3.1 Policies and procedures that include records

management are monitored and regularly reviewed

1.3.2 Objectives and risks that include records management

are monitored and regularly reviewed

2.1.1 Records management is resourced appropriately

2.1.2 Responsibility for records management is assigned

AUDITORS NOTES

* Policy and procedures that includes
records/information management components
* Approvals process

* Monitoring and review schedule

* Audit reports/reviews

* Corrective actions records

How is the policy monitored? internal audits, spot
checks.

Is there a review process? Is there annual
checks/reviews? Is this documented?
AUDITORS NOTES:

* Business Plan includes records/information
management - version control/approval plans

* |SSP - Information Services Strategic Plan

* Review documentation for records/information
management risks/objectives.

AUDITORS NOTES:

* Policy that includes records/information management

* Job/Position Descriptions

* Budget planning

- Clearly defined roles that include recordkeeping
responsibilities (i.e. qualifications and/or
experience/skill) are documented within job
descriptions and business plans.

- Resourcing for recordkeeping identified within capital

budgets, and funding requirements for wider

recordkeeping capabilities (for instance, capital funding

and storage requirements) are documented and
sufficient.

Is there a strategy or plan in place that includes
recordkeeping?

Does the plan identify resourcing requirements?
Does the organisation have any information
management projects about to begin or under way?

Has records/information management resourcing been

identified as part of the project(s)?

Does the policy reflect roles of Chief Executive or
equivalent; Sponsor; Operational staff (RM, IT); All
Staff.

AUDITORS NOTES:

* Policy with a records/information component

* Job/Position Descriptions

* Plan/Strategy that includes records/information
management

* Code of conduct

* Organisational charts

* Documentation exists regarding delegation,
performance reviews, internal processes, job and
person specifications.

* Staff recordkeeping respons bilities are reflected.in
either:

- statement in a policy on staff responsibilities for
records management; and,

- position descriptions, job specifications or
performance agreements incorporate standard
recordkeeping competency statement, requiring
conformance with the public office’s policies that

incorporate recordkeeping (including responsibility for

records creation)
Are roles part of position descriptions?

- Policy and procedures that includes
records/information management components
- Monitoring and review schedule

- Audit reports/Quality management reviews

- Corrective action records

- Document control/version controls procedures

Business/strategic plan (or ISSP) references:
- Records/Information Management

- Knowledge management

- Activity/Action Plan

Minutes of meetings that show reviews have been
undertaken or objectives have been discussed
Recordkeeping resourcing identified within:

- Job/position descriptions

- Plan/strategy that includes records/information
management

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping
- Business plan

- Resourcing plan

- Plan/strategy that includes records/information
management positions

- Job/position descriptions

- Delegation process

- Code of conduct

- Policy with a records/information management
component

- Processes/procedures that include recordkeeping

Operational

Compliance

Strategic

Compliance

Under way

Under way

Completed and up to
date

Completed and up to
date

Most

Some

Most

All

Completed

Completed

Completed

Completed

Monitored and reviewed on an No
adhoc, as required basis

ICT Risk Register No

ICT Risk Register (MOJNJ
73)

Records management No
respons bilities are

documented in job

descriptions and letters of
expectation for operational

and administrative

staffLetter of expectation

Support Officer, Tribunals
(MOJINJ 72)

see 2.1.1 No
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2.2.1 Staff assigned to records management have been
given appropriate training

2.3.1 Development of staff assigned to records management
is monitored and regularly reviewed

2.3.2 Budget planning considers resourcing and
improvements for records management

3.1.1 Staff understand their obligations to create and
maintain records of the organisations' activities

3.2.1 Staff receive regular records management training in:
- policies, procedures and practices
- organisation specific tools and systems

AUDITORS NOTES:

* Job/Position descriptions

* Training plans/registers

* Performance development plans/Learning
development plans

* Policy with a records/information management
component

* Procedures that include recordkeeping

Check policy to see that roles are defined.

- Qualified and/or experienced or skilled
records/information management practitioners and
professionals are appointed to relevant roles that
incorporate recordkeeping AND

- Recordkeeping practitioners or equivalent persons
are trained in recordkeeping tools, systems, practices
and resources.

- Job/position descriptions

- Training registers/plans
- Career development plans

Training needs are identified and documented, what
forums do staff attend?

Are course enrolments or certificates from courses
available?

AUDITORS NOTES:

* Human Resources (HR) plan

* Succession plan

* Training and development plan

* Training register

- Training plan/register

management

There is clear evidence of approved career planning - Performance plan/ learning and development plan

and development, or succession plans AND staff with - Business Plans
recordkeeping respons bilities are included in training
logs or registers.

Review documentation

AUDITORS NOTES:

* Plan/strategy that includes records/information
management

* Monitoring and review reports

- Budget Planning

management
- Budget Planning

* Performance Measures - Key Performance Indicators - Goals/performance measures
- Key performance Indicators (KPIs)

* Budget planning

* Information Management reviews

How does the organisation review, measure progress
against its Strategy/Business Plan that includes
recordkeeping?

- Training Plan

AUDITORS NOTES: - Induction checklists
Check staff awareness of recordkeeping - Training plan
responsibilities and where and how to save records. - Job/position descriptions
What training is available to staff? - Performance plans

What induction programmes are available to staff? - Training course objectives
How is records management covered?

AUDITORS NOTES:

* Training plan

* Procedures that include recordkeeping

* Job/position descriptions

* Induction programme

Check staff awareness of recordkeeping benefits and
responsibilities.

What and how is training delivered to staff?

= Training Plan

- Induction checklists

- Training register

- Job/position descriptions
- Communications policy

- Performance/training development plans

- Certificates/enrolment information

'- Human resources procedures
- Career planning/development

- Strategy that includes records/information

- Plan/strategy that includes records/information

Operational

Operational

Strategic

Operational

Operational

Completed and up to
date

Completed and up to
date

Under way

Under way

Under way

Most

All

All

Some

Some

Completed

Completed

Completed

Completed

Plans in place

On-the-job training is given to
staff with recordkeeping
respons bilities, and the MOJ
training module is available,
although it is relatively new
and there is scope for more
structured training

Training module (MOJNJ 15)

Development of staff with
recordkeeping responsibilities
is regularly monitored and
reviewed as a part of each
staff member's PDP

No

No

Budget planning includes staff No

with recordkeeping

respons bilities as well as
offsite storage management
and maintenance

Recordkeeping

respons bilities are
documented in procedures
and manuals and well
understood by the staff who
use them

Staff receive training as
required, including through
procedure manuals and desk
files. See 1.2.2

No

No
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3.3.1 Records management training needs for all staff is
monitored and regularly reviewed

4.1.1 Monitoring of records management compliance is
documented

AUDITORS NOTES:

* Key Performance Indicators (KPIs)

* Performance Measures

* Internal audit reports

How is the effectiveness of the training programme
measured?

How are new dimensions incorporated into training
programme and communicated?

Is Recordkeeping a core competency?

How is compliance with policies and procedures
measured?

Training assessed/reviewed:

- training questionnaires

- course feedback

- additional/refresher training.

Skills assessed/reviewed:

- performance review process.
AUDITORS NOTES:

* Monitoring and review schedule

* Reporting templates

* Key Performance Indicators (KPIs)
* Audit trails and reporting

- Training surveys/questionnaires
- Course feedback

- Additional/refresher training

- Performance reviews

- Monitoring and review schedule

- Internal Audit reports/reviews

- Quality Management reviews

- Corrective Action records

- Monitoring and review schedule
- Legal Compliance register

Records management training No
needs are monitored through

the performance management
process, and the MOJ training
module is available, although

it is relatively new and there is
scope for more structured

training

Training Module (MOJNJ 15)

Records management No
compliance monitoring is

mainly confined to the larger

tr bunals

* Performance framework/measures - Strategy/plan that includes recordkeeping
Does the organisation have an established monitoring
and compliance programme?
Documented rationale and purpose of recordkeeping
reporting is available to staff.
How are issues identified, reported, actioned? What
processes are in place to do so?
4.2.1 Policies, procedures and processes that include AUDITORS NOTES: - Management reports/minutes Reporting Under way Some Plans in place Records management No

records management are monitored and regularly
reported on

* Policy with a records/information management

- Report distribution list

component - Monitoring and review schedule
* Procedures that incorporate recordkeeping - Audit reports/reviews
requirements - Corrective Action records

* Training analysis

* Classification structure review documentation

* Management reports/minutes

* Key Performance Indicators (KPIs)

Who is responsible for monitoring records/information
management compliance?

What procedures are there for monitoring compliance?
How are issues reported?

What actions have been taken in past resulting from
reports?

Reporting of recordkeeping key performance indicators
(KPI) and ad-hoc issues are reported to appropriate
management level as per public office schedule (for
example, compliance with the Public Records Act
(2005) is part of the public office's compliance
framework and is regularly signed off as per senior.
management compliance statements).

Reports are | kely to include monitoring performance
metrics such as storage space utilisation, registration
of records (for instance, comparison of actual versus
expected levels, etc), transfer and disposal trends,
quantity and frequency of disposal versus creation.
There is evidence of follow-up action and' response
evident from management team minutes/decision
register or action lists.

Monitoring reports, internal audit reports and remedial
action documentation exists.

procedures and process
monitoring is mainly confined
to the larger tribunals
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4.3.1 The effectiveness of the records management
capability of the organisation is regularly assessed

5.1.1 Records management requirements are identified in
business processes and functions

5.1.2 Records of all business activities are managed within
the appropriate systems

AUDITORS NOTES:

* Monitoring and review schedule

* Internal audit/review reports

* Corrective actions records

* Performance monitoring reports

Assessment results reported to senior management.
Corrective action/continuous improvement
reports/results/outcomes from assessment?
Frequency of assessment?

Evidence of an internal audit programme that
incorporates elements for the Public Records Act
(2005) and associated mandatory standards, as
determined by the public office's risk management
profile and management programme.

AUDITORS NOTES:

* Functional/mapping analysis

* Information Management (IM) reviews

* Project plans (Classification structure development)
* Appraisal Reports

Has the organisation got a Classification structure?
Do procedures document what records must be
created by the organisation?

Does the organisation have an Retention and Disposal
Schedule (RDS)?

(Development of RDS requires analysis of
organisations functions and Recordkeeping)

Has the organisation had any Information Management

review? When?

High level process mapping OR business analysis of
business activities to map recordkeeping requirements
(including legislative requirements, business decisions
and transactions) AND

Risk assessment undertaken to identify business-
critical records.

AUDITORS NOTES:

* Processes that include recordkeeping

* Functional analysis

* Policies with a recordkeeping component

What systems that manage records does the
organisation have?

Do procedures that include recordkeeping define the
organisation's core functional records? How does the
organisation manage records created or received via
email?

Do policy/procedures cover emails?

Has there been a functional analysis of the
organisation undertaken to determine core records?
What procedures exist to support policy?

Is email monitored?

Is use of the systems that manage records monitored?
Is use of personal drives / c: drives monitored?

Are records fragmented across systems? How is the
complete record constructed?

Staff are trained to identify the activities that produce
business records.

For example, staff are encouragedto create file notes,
minutes, etc. recording business decisions as part of
their business as usual activities.

Policy, strategies that include recordkeeping, role and
responsibility statements are defined and in place.

'- Management reports Reporting None
- Audit reports/reviews

- Key Performance Indicators (KPIs)

- Performance monitoring reports

- Monitoring and review schedule

- Corrective Action records

- Classification structuref/file lists/file plans
- Business activity process mapping

- Risk assessments/reports

- Information Management reviews

- Appraisal reports / disposal authorities

- Functional mapping analysis

Compliance  Under way

' - Processes/procedures thatinclude recordkeeping ~ Compliance  Under way
- Desk files

- Classification structureffile list/file plans

- Core records/systems identification

- Vital records list/register

- IT list of all systems

- Policy with a records/information management

component

None

Some

Some

None

Undecided

Plans in place

There is no formal No
assessment of records
management capability.

Records management No
requirements are incorporated
into desk files and procedure
manuals

Legal Complaints Review
Officer 1.2 part 2 (MOJN 74)
Legal Complaints Review
Officer 1.0 (MOJNJ 75) Legal
Complaints Review Officer
1.3 Part 3 (MOJNJ 76) Legal
Complaints Review Officer
1.1 (MOJNJ 77)

TCM and JAX are systems No
that are used to appropriately
manage records of business
activities
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5.2.1 Records are captured routinely, documented and
organised according to the organisation's business
requirements

5.2.2 Records management data is assigned, documented
and is in use

5.3.1 Records management data is maintained, monitored
and reviewed

AUDITORS NOTES:

* Desk files/systems guidance

* Processes that include recordkeeping

* Classification structureffile list

* Metadata schema/list

* Functional analysis

* Policies with a records/information management
component

What recordkeeping systems does the organisation
have?

Paper?

Electronic? EDM, Shared drive, Business systems

When were these implemented? When were they last

reviewed? What controls (classification structures,
meta-data policy, monitoring, appraisal, migration

plans, system design etc) are in place to ID, manage,

control?

What procedures are in place?

What controls are in place to ensure records are
comprehensive? A classification structure should
reflect the core functions of the organisation.

How are staff behaviours measured?

What controls are in place to ensure records can be
maintained over their lifetime?

How are legacy records managed? How are older
records located?

AUDITORS NOTES:

* Processes that include recordkeeping

* Metadata (MD) schema (incl. process metadata)
* Classification structure/file list

* Records showing unique identifiers etc.

* Policies with a records/information management
component

REFER Requirements 3.1 & 5.6 (minimum
requirements)

Procedures outlining point of capture

Dependent on systems in place.

Have there been any reviews to assess systems?
Are decisions for the application of records
management data documented?

AUDITORS NOTES:

* Metadata schema/list

* Policies with a records/information management
component

* Procedures that include recordkeeping

* Technical specifications for systems

* Mapping plans/documentation

* Implementation plans (Mapping of metadata)
Dependent on systems in place.

Who is responsible for ensuring that business
information systems, EDRM, RK systems include
relevant RK metadata?

Refer requirements 3.1 & 5.6

Systems Managers (or equivalent) have related
business system functional specifications to records
management metadata schema in Technical
Specifications OR

Mapping documentation exists OR

A list of systems and'the metadata contained within
those systems exists.

- Business processes/procedures

- Processes/procedures that include recordkeeping
- Classification structureffile list/file plan

- Metadata schema/list

- Functional specifications

- Policy with a records/information management
component

'Refer Requirement 3.1 & 5.6 for minimum records
management metadata

- Processes/procedures that include recordkeeping

- Classification structureffile list/file plan

- Records showing unique identifiers/date of creation
- Metadata schemal/list

- Policy with a records/information management
component

'Refer Requirement 3.1°&'5.6 for minimum records
management metadata

- Processes/procedures that include recordkeeping

- Classification structure/file list/file plan

- Records showing unique identifiers/date of creation
- Metadata.schema/list

- Policy with a records/information management
component

Compliance

Operational

Operational

Completed and up to
date

Under way

Under way

All

Some

Some

Completed

Plans in place

Plans in place

Records are routinely
captured and organised, in
appropriate case
management systems and
through print and fileTCM
screenshots (MOJNJ 58)

Records management data is
captured in the TCM system,
which also includes the ability
to audit dataTCM
screenshots (MOJNJ 58)

see 5.2.2

No

No

No
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5.3.2 Systems that create and maintain records are
monitored and regularly reviewed

5.3.3 Disposal authorities are mapped to systems that create
and maintain records

6.1.1 Access to and use of records is managed within the
appropriate systems

AUDITORS NOTES:

* Monitoring and review schedule

* Processes that include recordkeeping (RK) with
review dates

* Review process/procedure

* Audit/review reports

Frequency or rigor of review of systems(e.g. degree of
user involvement or endorsement, reasonable degree
of logical layers, user awareness).

How are classification systems updated?

What is the process for updating?

How is use of systems monitored?

Are all locations monitored? i.e. home drives, email
folders, personal hardcopy files.

'AUDITORS NOTES:

* Disposal Implementation Plan

* Classification structure/file list

* Mapping plans/documentation

* Retention Disposal Schedule (RDS)

Assumes both Classification structure and Disposal
Authorities exist.

Was an implementation plan included as part of
developing the retention and disposal schedule?

How are disposal decisions implemented into core
business systems?

How is this monitored?

AUDITORS NOTES:

* Classification structure/file list

* Metadata (MD) schema

* Policies with a records/information management
component

* Processes that include recordkeeping (RK)

* Audit/review reports

Actions of accessibility and usability are defined in the
public office's procedures and there is evidence the
procedures are being followed.

Systems that manage records includes appropriate
controls and security, including, for example:

- for physical records there is a list of files, including
locations, in either physical form or in a database

- for digital records held in core business systems and
on shared drives there is an agreed structure and
defined metadata to manage and locate records.
What systems does the organisation use (intellectual
controls)?

How does the organisation locate records?

How does the organisation determine and assign
different security requirements of records?

How does the organisation control access to and track
records?

Is there a policy determining where records shouldbe
located and managed?

Are there records that are required to be accessed
long-term?

Does the organisation hold any records older than 25
years? refer also to Deferral questions if one exists
then would indicate some plan is in place to manage
on-going access.

- Audit trails/reports

- Review processes/procedures
- Corrective Action records

- Change control process

- Disposal authorities

- Disposal implementation plan

- Classification structure/file list/file plan

- Disposal Mapping documentation

- Systems documentation/desk files/guidelines

- Processes that include recordkeeping

- Classification structure/file list/file plan

- Metadata schemallist

- Security/access procedures

- Business Continuity/Disaster recovery plan(s)

- Processes/procedures that include recordkeeping

Strategic

Strategic

Operational

Under way

None

Under way

Some

None

Most

Plans in place

None

Plans in place

TCM is regularly monitored No
and reviewed where

necessary (for example,

where business requirements
change or system functionality

is upgraded)

Disposal authorities are No
applied manually in the

absence of technical

functionality to apply

disposition

Electronic and physical No
access is appropriately

managed, physical security

for paper files is in place.
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6.2.1 Sensitive and restricted records are identified,
documented and controlled

6.2.2 Access to sensitive and restricted records is provided
in accordance with the appropriate legislation or
security classification

AUDITORS NOTES: - Processes that include recordkeeping

* Classification structure that identifies senstive records - Classification structure/file list

(e.g. HR, payroll, board papers, management reports) - Retention Disposal Schedule/Disposal Authority
* Processes that include recordkeeping - Security/access policy/procedures

* Retention Disposal Schedule (RDS) - Access processes/procedures

* Access statements - Audit reports/Quality Management reviews

* Office's security model - Corrective Action records

* Audit reports/reviews

* Corrective action records

Does the organisation have OIA, Privacy etc processes
in place?

Does the policy / procedure include restriction/access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Requires records to be identified and controlled - e.qg.
Listed for physical with access requirements assigned
and access activity recorded.

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to ensure
ongoing conformance, AND

Dedicated storage areas are provided for high risk
classes of records and additional security measures
are instigated, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified, AND

Procedures for granting and withholding records
access are defined and implemented.

AUDITORS NOTES: - Official Information Act policy/processes
* Processes that include recordkeeping - Privacy Act policy/processes

* Retention Disposal Schedule (RDS) - Processes that include recordkeeping

* Access statements - Classification structure/file list/file plan

* Official Information Act policy/processes - Security/access policy/procedures

* Privacy Act policy/processes - Policy with a recordkeeping compoenent
* Classification structure/file list - Access statements

* Policies with a recordkeeping component

Does the organisation have OIA , Privacy etc
processes in place?

Does the policy/ procedure include restriction/ access
statements?

Are specific records/record types identified as requiring
default access restrictions (e.g. HR) and how are these
implemented and monitored?

Security model is in place, taking account of SIGS and
other requirements; and, is regularly tested to ensure
ongoing conformance, AND

Records of cultural value (e.g. records of significance
to Maori stakeholders) are identified.

Procedures for granting and withholding records
access are defined and implemented.

Compliance

Compliance

Under way

Under way

All

All

Completed

Completed

Case file procedures are used No

to identify and manage
sensitive and restricted
records

see 6.1.1

No
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6.2.3 Records 25 years of age or older are covered by an
Access Authority

6.3.1 The ability to locate and use records is monitored and
routinely audited

AUDITORS NOTES:

* Deferral agreement with an Access Authority

* Disposal Authority with Access section

* Processes that include recordkeeping

* Policies with a records management component

* Access policy/processes

* Access status classification

* Classification structuref/file list

Does the organisation have records over 25 years old
or pending transfer?

Is there an access statement in place determining
access?

For open access records what procedures are in place
to allow public access?

Is there a deferral of transfer in place? (8.2.2)

- Policy & procedures that include Access exist.

- Access status documentation is maintained, including
rationale for access decisions.

- Administration arrangements for public access to
records over 25 years of age are documented.

Refer to Archives NZ - Making Access Decisions
Under the Public Records Act.

AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued

access bility and usability?

What controls are in place?

Have any format issues been identified as part of
monitoring?

How are issues identified addressed?

Have there been issues with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using the public office's recordkeeping
system(s) OR

- Access authority

- Access status classification

- Processes/procedures that include recordkeeping
and/or access

- Procedures/processes around public access to
records over 25 years of age.

- Policy with a records/information management
component

- Classification structureffile list/file plan

'AUDITORS NOTES:

* Audit reports/reviews

* Corrective action records

* Processes that include recordkeeping

* Policies with a recordkeeping component

* Surveys/audits of records location

* Storage contracts/reviews

How does the organisation monitor record locations?
Is recordkeeping considered in terms of Organisational
Risk (i.e. not just at project/programme management
level)?

How does the organisation ensure continued
accessibility and usability?

What controls are in place?

Have any format issues been.dentified as part of
monitoring?

How are issues identified addressed?

Have there been issues'with response times for
responding to OIA or other information requests?
Survey of record users identifies individuals' ability to
locate records using thespublic office's recordkeeping
system(s) OR

Operational  Under way. All

Regular monitoring and reporting identifies quantities of Regular monitoring'and reporting identifies quantities of

records retrieved when needed by the public office
(within reasonable timeframes).

Regular audit of storage locations and conditions and
reporting to public office's risk management team and
senior management.

records retrieved.when needed by the public office
(within‘reasonable timeframes).

Regular audit of storage locations and conditions and
reporting:to public office's risk management team and
senior management.

Compliance  None None

None

Completed

Not applicable (no records
over 25 years)

Ability to locate records in
TCM, and records stored
offsite is routinely monitored
as a part of business as usual

No

No
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7.1.1 All records are managed so they cannot be altered,
deleted or disposed of without permission

7.1.2 An assessment of records storage has been
undertaken to ensure records are stored appropriately

7.2.1 Records are reviewed/appraised and stored in
accordance with their value and security needs

AUDITORS NOTES:

* Policies with a records/information management
component

* Processes that include recordkeeping

* Access controls for records

* Access/loan policy

* Metadata (MD) schema

* Reporting

* Security procedures/audit trails/system monitoring
Does the policy determine how records are to be
managed?

What formats are records held in?

How is the authenticity of a record assured? - creation,
receipt, transmission.

Dependent on format what controls are in place?
Examples of controls for systems would be audit trails,
standard system metadata.

Shared drive environment - Backups, and largely
reliant on policies and procedures supported by robust
monitoring OR print to file strategy.

How is reliability and integrity of digital records
assured?

Is records management metadata persistently linked to
records - eg migration to new systems?

Are historical records in previous systems locked down
so that they can be read but not altered?

Existence of recordkeeping controls to ensure creation
of authentic records. For example:

- appropriate recordkeeping controls including version
control

- metadata schema defined for business systems

- rules around the use of read-only functionality in

AUDITORS NOTES:

* Plan/strategy that incorporates records/information
management

* Physical/Digital storage report

* Offsite storage contract

* Storage plan for both physical and digital records
* Audit reports/reviews

* Business continuity plans/reviews

The facility in which records are stored meets the
applicable Building Code and has appropriate flood and
fire protection systems (demonstrated by Code of
Compliance Certificates) AND

Shelving equipment and other equipment is
appropriate to the format and size of the record.
Have records been appraised?

Where are your records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?
AUDITORS NOTES:

* Storage review report

* Server reports/IT Planning documents around

'‘Applies to all records

- Access controls for all systems
- Metadata schema/list

- Access and loan policy

- File tracking (paper)

- File location/transit cards

- Security procedures

- Audit logs/trails

- Monthly/Quarterly reports

'‘Applies to all records.

- Risk assessment/review of storage

- Internal audit/information management reports
- Storage assessment reports

- Storage contracts

- Server plans

- Business continuity plans/reviews

- Building Warrant of Fitness

‘Applies to all records.
- Appraisal processes and/or reports
- Storage plan for digital and physical records

storage - Storage contracts
* Storage Contracts - Migration plans
* File Lists - Security/access processes

Appraisal reports exist and.approved by appropriate
management tier, AND

Storage requirements are/defined including
requirements for managing information of a sensitive
nature.

Have records been appraised? Where are your
records stored?

- Offsite?

- Onsite?

Have both repositories been assessed?

- Storage audit reports/reviews
- Classification structureffile list/file plan

- Processes/procedures that include recordkeeping

Operational Completed andupto  All Completed Hardcopy and electronic
date (TCM) records cannot be
altered, deleted, or disposed

of inappropriately

Compliance  Under way All Completed Onsite storage is regularly

assessed for appropriateness,
offsite storage standards are

managed as a part of the
contract with offsite storage
provider

MOJNJ33 Online storage
standards compliance

Strategic Under way All Completed Highly sensitive records are

stored securely.

No

No

No
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7.2.2 Disaster Recovery/Business Continuity Plan includes
the protection and salvage of records

7.3.1 Disaster Recovery/Business Continuity Plan is tested,
monitored and regularly reviewed

7.3.2 Storage arrangements for records are monitored and
regularly reviewed

8.1.1 Records have been appraised and disposal authorities
agreed

AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during emergency
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage contracts

Does the organisation store records onsite/offsite?
Where are servers stored? What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who to contact? Has the plan been
tested?

AUDITORS NOTES:

* Disaster Recovery/Business Continuity Plan(s)

* Procedures for managing records during disaster
(both physical and digital)

* Checklists (contacts and suppliers)

* Offsite storage/data storage contracts

A Disaster Management Plan that identifies key risks
and the ways in which those risks should be mitigated
or responded to is in place, tested, monitored and
reviewed. Covers all records.

Does the organisation store records onsite/offsite?
Where are servers stored? What backup procedures
in place?

Are key roles for Disaster Recovery identified?

Do staff know who to contact, have they had training?
Has the plan been tested?

How often is the plan tested?

AUDITORS NOTES:

* Storage Plan

* File lists

* Plan/Strategy that includes storage of
records/data/information

* Disposal Authorities

* Deferral Agreement - only required for records of
archival value over 25 years old.

Have records been appraised and those of archival
value identified?

Do lists identify year ranges of records?

Do lists identify formats of records?

Have disposal authorities been mapped to file lists?
Have records been assessed to ensure they are stored
on the appropriate media/hardware?

AUDITORS NOTES:

* Appraisal report

* Disposal Authority

* Business classification structure/ffile list with disposal
criteria mapped

Are all records and metadata covered by current
disposal authorities?

Has the appraisal report and associated decision been
approved by Chief Archivist?

Is the Disposal Authority current? When does.it expire?
Appraisal report(s) approved by appropriate
management tier AND

Authorised disposal authorities endorsed by public
office’s senior management and authorised by Chief
Archivist AND

Business Rules around retention of metadata elements
agreed.

- Disaster Recovery/Business Continuity Plan(s)
- Policy with a records/information management
component

- Processes/procedures that include data/physical
records recovery

- Off-site storage/data storage contracts

- Systems survey

- Disaster Recovery/Business Continuity Plan(s)
- Testing plans and corrective actions

- Internal Audit reports

- Monitoring and review schedule

- Processes/procedures that include data/physical
records recovery

- Off-site storage/data storage contracts

- Storage reports/reviews

- Media or hardware assessments

- Disposal Authority

- Information Management reviews/reports

- Monthly/Quarterly reports on storage.areas and
requirements

- Mapping of Disposal Authority/General Disposal
autharities to business classification/systems

- Appraisal reports

- Disposal authorities

- Retention and disposal schedule

- Retention procedure/list/register/report

- Disposal identification list/register/report

Operational

Operational

Strategic

Compliance

Completed and up to
date

Completed and up to
date

Completed and up to
date

Completed and up to
date

All

All

All

All

Completed

Completed

Completed

Completed

Covered in the BCP No

Tribunals Business Continuity
Plan (MOJN J53)

The BCP is updated as No
required!

Tribunals Unit Business
Continuity Plan (MOJNJ 53)

see 7.1.2 No

In place No

DA 415 Tribunals Unit
Disposal Authority (MOJNJ
54)
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8.1.2 Regular and efficient disposal of the organisation's
records is planned and documented

8.2.1 Disposal procedures and processes are implemented
and in use regularly

8.2.2 All records 25 years of age and over which are still
required by the organisation are covered by a deferral
of transfer agreement

8.3.1 Records management data about disposal of records
is retained for as long as required

AUDITORS NOTES:

* Implementation Plan (Disposal)

* Plan/strategy that includes records/information
management

* Business classification structureffile lists

* Mapping of General Disposal Authority and Public
Office's core business records Disposal Authority
Disposal occurs on a regular basis.

Records do not build-up unnecessarily.

Disposal schedules are reviewed and revised following
expiration.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Authority disposal?
AUDITORS NOTES:

* Procedures that include recordkeeping

* Disposal process/procedures include:

- Disposal actions (transfer/destruction) of records
- lists of destroyed records

- lists of transferred records

- Disposal metadata documentation

- records closed once no longer required

- regular destruction of records authorised

- regular transfer of records of archival value

- Disposal implementation plan/schedule
- Monitoring and review schedule

- Transfer agreements

- Business classification ffile list/file plan
- Evidence lists of disposed records

- Disposal authorities

- Disposal procedure's
- Lists of destroyed records
- Lists of transferred records

- Disposal register
- Disposal authorities

* Authorised retention and disposal schedule

* Deferral of transfer agreements

* Disposal authorities

* Legacy Records Programme agreement

* Implementation plan (as part of Appraisal Report)
** DISPOSAL INCLUDES BOTH TRANSFER &
DESTRUCTION

How is disposal monitored?

Has there been any disposal activity?

Has it been done in accordance with current disposal
authorities?

How has this activity been recorded?

AUDITORS NOTES:

* Deferral of transfer agreement

* Systems that manage records documentation

* Review reports

Does the organisation have any records that are 25
years of age or over?

Check Archives NZ documentation.

Deferral process exists - including templates & sign-off
process.

Register of disposal actions identifies reasons:for
deferral and the individual/role accepting the deferral
recommendation.

Deferred Transfer Agreement exists.

Administration arrangements for public access'to
public records over 25 years of age are. documented.

- Deferral of transfer agreement
- List of records'25 years of age and over

AUDITORS NOTES:
* Procedures that include fecordkeeping - Disposal procedures (for all formats)
* Disposal process / procedures include: - Disposal Authorities

- lists / evidence of destroyed records and metadata - Documented destruction methods
(req 5.6)

- regular destruction“of records authorised

Disposal Authority.

Is records'management data about disposal

documented?.Is it included in the appraisal report or

System Specifications for digital records.

- Archives New Zealand Transfer agreement

- Register of disposal actions and metadata

Operational

Compliance

Compliance

Operational

Completed and up to
date

Under way

Under way

Completed and up to
date

All

Some

All

All

Completed

Plans in place

Completed

Completed

records are routinely disposed No
of in accordance with the
schedule!

letter of expectation (MOJNJ

72)

see 8.1.2 No

No records over 25 years of No
age

managed in spreadsheets No
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8.3.2 Disposal procedures and processes are monitored and AUDITORS NOTES:

reviewed

* Disposal procedures/processes with review dates
* Disposal register

* Versions/updates of disposal procedures

* Systems procedures/guidelines with disposal
information

Disposal schedules are reviewed and revised as
required.

Evidence that regular transfers to Archives New
Zealand are planned.

What is the process for managing disposal?

Is disposal part of the annual business planning?
How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Authority disposal?

- Disposal procedures/processes

- Disposal schedule

- Monitoring and review schedule

- Transfer agreements

- Disposal authorities

- Monthly/quarterly reports on disposal

Operational

Completed and up to
date

All

Completed

managed in spreadsheets

No
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Review

No. Review
1.1.1 Question staff

1.1.2 Question staff

1.1.3 Question staff

1.2.1 Question staff

1.2.2 Question staff

1.3.1 Question staff

1.3.2 Check documentation

2.1.1 Agree

2.1.2 Question staff

2.2.1 Agree

2.3.1 Check documentation

2.3.2 Check documentation

3.1.1 Question staff

3.2.1 Question staff

General Comments
Evidence provided here in the records management policies and also in the ministry of Justice
code of conduct shows this rating needs changing.

Evidence shows screenshots of TCM which | am assuming is the Tribunal Case Management
system. However nothing is mentioned about hard copy records?

In Q1.1.1 you state that they are covered by the records management policies created by the
Ministry of Justice.

The Tribunals unit attached (MOJNJO053) does not cover in detail risks to paper records.

Desk files and manuals range from comprehensive like the SSAA case manager manual.to,the
PSPLA manual tribunal manual which is still in draft format and does not cover files or records:

Evidence states that this is ad-hoc and only done on an as required basis. Asnot all procedural
manuals were provided | would say they are not completed and coverage ismore likely to be some.

Evidence was difficult to read and work out how often were risks reviewed and monitored. This
also only covers ICT risks.

Evidence shows that operational support staff are assigned to resource records management. But
it would be good to see the job description for the Support services manager to see if that has any
overall records management responsibilities.

No evidence has been attached to support this and show those with operational support roles have
had records management training or that is;monitored and reviewed.

No evidence has been provided to-support the stated evidence

Evidence states that this documented in procedures and manuals, however some of this material
was out of date so.the rating cannot be underway and completed.

Questions for Auditor

Does the Record management policy cover the non-judicial authorities. Also does the Ministry of
Justice Code of Conduct cover all staff employed by the non-judicial authorities. If yes please
change rating to Completed and up to date, All and Completed. If no then please change rating to
None, None undecided

What happens to hard copy files? Is there a system for managing these?

If evidence can be provided around hard copy.records please change coverage to completed and
up to date and All.

If nothing is provided for hard copy records please change to intentions to progress to undecided.

Is the Records management policy.not documented and in use for the non-judicial authorities?
Is there a metadata policy/schema that is used for the tribunal Case Management system?

If records management policy and/or metadata policy (if it exists) is in use and covers the
authorities then please change rating to completed and up to date and completed.

If no evidenge is provided then please change rating to None, None and Undecided. As coverage
can not be all if no progress or intention is there.

Please ask what other risks are managed by ICT. Please ask to see the ICT disaster recovery plan
to see if‘it details information around the Tribunals Case Management system?

If evidence is available please change rating to Most and plans in place.

Further work is required to document how hard copy records are managed.

As evidence provided is definitely underway and more work is required, but no plans have been
provided to show that this will be progressed please change intentions to progress to undecided

Please change rating to Some, Undecided as there were only a few desk manuals/procedural
documents supplied and this definitely requires more work but no plans have been provided to
show this is planned.

Is there an overall risk assessment that shows either Managing information/data as a top level risk
for non-judicial authorities? Please ask to view ICT risk register to see complete list and ask how
often are these risks monitored and reviewed for relevance. If evidence can be provided please
change rating to Completed and up to date/All (if top level risks have evidence) or otherwise
coverage of Some can remain.

Please ask to view the support services manager's role to see if it covers overall records
management responsibilities.

Please ask to see an operational support role person's PDP to ensure it covers training especially
in records management ( this maybe forums internal and external and MOJ internal training) if
included how often is this reviewed.

If no evidence can be provided please change rating to Underway/all/undecided

Please ask to see the budgets which include staff salaries/off site storage management and
maintenance. If this can be provided please change rating to Completed and Up to date. If not
please change rating to undecided

How are staff trained in procedure manuals? Is their on the job induction? Is there checklists to
show this? If evidence can be provided rating can change to Completed -some out of date. If no
evidence please change rating to undecided.

As no evidence of this provided please ask to talk to a new operational support person, do they
know where to file records? What happens when a case is completed? Have they had training (on
the job)
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3.3.1

41.1

42.1

43.1

5.11

5.1.2

5.21

5.2.2

5.3.1

5.3.2

5.3.3

6.1.1

6.2.1

6.2.2

6.2.3

6.3.1

7.1.1

7.1.2

Agree

Question staff

Question staff
Agree

Agree

Physically inspect
Agree

Agree

Agree

Agree

Question staff

Question staff

Question staff

Question staff

Agree

Physically inspect

Physically inspect

Question staff

In the SSAA procedural manual it states that the Jurisdiction manager audits the case files once
completed.

This question applies to physical records too.

Evidence states that access is managed appropriately but this is not provided.

Some procedural documents attached as evidence were still in draft format. The rating here does
not reflect that.
As per my pervious comments in Q6.2.1

Evidence states that this is routinely monitored but no evidence has been provided to support this.

No evidence has been provided to support'the stated evidence

This shows your offsite storage is managed, however what happens to records storage during
cases.

This questions also/dooks«are digital systems and ensures servers etc....are managed with
appropriate controls.

How often are case files audited? Does this happen often?.What happens when issues are
found? How are they reported and of actioned?

If evidence can be supplied please change rating to Underway/Some/Plans in place or undecided

as per my questions in 4.1.1

Please ask to view TCM and the JAX system to see how records are managed.

How are disposal authorities mapped to hard copy files? Do you have a disposal implementation
plan that has been used?

If evidence can be provided please change rating to Underway/Some/plans in place

Please ask to see the system security access controls for TCM and JAX. Please also ask to view
the access and security controls around shred drives and paper records. If evidence can only be
provided for TCM and JAX rating can remain the same if all evidence can be supplied please
change rating to all.

As not all procedural manuals are completed and ratings elsewhere note that the coverage is really
only Some please change rating to Some, Plans in place.

Please change the ratings as indicated in Q6.2.1

Please show how TCM is routinely monitored and do you have offsite storage reports to show the
monitoring that takes place on those records.

If evidence can be provided please change the rating to Completed and up to date. If no evidence
can be provided please change rating to none, none, undecided

Please check hard copy file locations and please also check that no records can be deleted or
altered within the TCM.

If no evidence can e provided for hard copy records please change coverage to most.
If no evidence provided please change rating to '‘None, None, undecided.
Please ask how onsite storage is managed for case files. Where are records stored on servers are

they backed up and managed correctly?

If evidence can be provided please change rating to completed and up to date. If not please
change to undecided.
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7.2.1 Question staff

7.2.2 Question staff

7.3.1 Question staff

7.3.2 Question staff

8.1.1 Agree

8.1.2 Question staff

8.2.1 Check documentation

8.2.2 Question staff

8.3.1 Check documentation

8.3.2 Question staff

No evidence has been provided to support the stated evidence and this is around value and
security needs an appraisal of records.

Have records been appraised? Are they stored in accordance to there security and access
provisions. If so can you please provide evidence to show:this.

If no evidence is provided please change rating to none, none undecided. If evidence can be
provided please change rating to Completed and up,to date.

The tribunals unit BCP attached (MOJNJO053) does not cover in detail the protection and salvage of Please show how the protection and salvage of physical records is included in the tribunals unit

records.

Recommend using the MOJ management of paper records BCP as a starting point for the
Tribunals unit BCP for physical records.

As per my pervious comments in Q7.2.2.

As the Business continuity plan does hold cover in detail physical records protection and salvage
then unsure if this is monitored and or reviewed and no evidence has been provided to support this.

No evidence has been provided to support this apart from some contractual documents from

_ S 9(2)(ba)(i)

The evidence provided relates to the core duties of the operational support person but does not
show that regular and efficient disposal is planned and documented.

Recommend that Disposal becomes a planned event and procedures and processes are
documented in the operational support procedural manual and training given.

No evidence has been provided to back up this rating or stated evidence.

As no deferral of transfer agreement is in place please change rating to reflect this.

Again no evidence provided to back up the stated evidence.
This questions covers all records formats,

Unsure how this can be completed and up to date/all/completed when disposal procedures and
processes are still to be documented.

BCP.
How are IT systems managed? Please ask to see the ICT disaster recovery plan?

If evidence can be shown for ICT disaster recovery plan please change rating to
Underway/most/plans in place.

If the ICT disaster recovery plan isiable to be viewed, please ask to see how often it is tested and
reviewed?

If the ICT disaster recavery plan has been tested please change rating to underway/most/plans in
place

if no testingor reviewing has been done please change rating to none, none, undecided.

How often are files assessed to ensure storage arrangements are still fit for purpose? Do lists get
monitorediand audited?

Do.records get audited to ensure the media or hardware they are stored is still appropriate?

If no evidence or process can be provided shown please change rating to None, None, undecided.

How is disposal planned? How is disposal criteria applied? How regularly is disposal activity
implemented.

If evidence can be provided rating can remain the same.

If no evidence or limited evidence please change rating to none, none, undecided.

How is disposal monitored?

Has there been any disposal activity?

Has it been done in accordance with current disposal authorities?

How has this activity been recorded? What disposal process/procedures do they have? E.g. how
to dispose of records

If no evidence please change rating to None, none, undecided.
Please change rating to None, None, None

Please ask to see managed spreadsheets to see that disposal metadata (req 5.6) is documented
for records. How is disposal metadata kept for electronic/digital records that have been destroyed?

If spreadsheets show that metadata around disposal actions is documented for physical records
but not electronic/digital then rating needs to be changed to some.
If both electronic/digital and physical disposal actions are documented rating can remain the same.

This rating needs to be changed to reflect that not all disposal procedures have been created and
implemented so therefore cannot be monitored. Please change rating to none, none undecided.
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Ministry of Justice - Audit Plan

No. |Question Progress Coverage Intentions to |Evidence Review General Comments Questions for Auditor Audit findings Uploaded audit findings Attachments
Progress

1.1.1 |Recordkeeping is a directive fromthe |Under way All Completed Recordkeeping and information Question staff Evidence shown in the Information Security Please change rating to Completed and | There was clear evidence of appropriate policies and | There was clear evidence of appropriate policies and guidance |See attachment 1. Information
Chief Executive to management and security policies are endorsed and policy, Records Management Policy and Code |Up to Date. guidance seen during the audit. The Ministry of seen during the onsite audit. The Ministry of Justice Code of  |Security Policy.
staff promulgated by the CEO of conduct plus the many strategies in place Justice Code of Conduct is available to all staff on Conduct is available to all staff on the Intranet as is the Records

show the rating is higher than stated. the Intranet as is the Records Management Policy.  [Management Policy. The dnformation Security Policy provides a
Information security policy (MOJNJ 30)| The Information Security Policy provides a high level |high level overview for the wholetorganisation. It was due for
Records Management Policy ( MOJNJ overview for the whole organisation. It was due for |review in July 2014 but this has not yet occurred. Staff advised
16) MOJ Code of Conduct (MOJNJ 47)| in July 2014 but this has not yet occurred. that the intention is to complete the review within three months.
Staff advised that the intention is to complete the Despite the fact that the policy is beyond its anticipated review
iew within 3 months. Despite the fact that the date, it is sfill considered applicable to the organisation.
policy is beyond its anticipated review date, it is still
considered applicable to the organisation. RAT NG CHANGE
Progress changed from ‘Underway’ to ‘Completed and up to
date’

1.1.2 |Systems used to create and maintain Under way Some Plans in place |Recordkeeping system documentation |Question staff The IMS Desk file shows what systems are Please ask to see the Ministry of justice The Ministry of Justice has a new director of Strategy | The Ministry of Justice has a new Director of Strategy and

records are identified and documented is maintained and regularly reviewed used to manage records but does not show core|Enterprise architecture Information and Architecture. He is currently working in a Architecture. He is currently working on a revision to the
business applications that are used. In the Environment document to see if it details |revision to the Enterprise Architecture information. . |Enterprise Architecture information. The timescale for
IMS Desk File (MOJNJ 03) evidence provided elsewhere it shows the business applications used. Eg.. The timescale for completion is not yet specified but |completion is not yet specified but is expected to be within the

Sector Intelligence, Payroll, HR is expected to be within the next 3 months. next three months.
Recruitment, Finance management, Asset
management.
If evidence can be provided then rating
can change to Completed and up to date,
All, Completed.

|If no evidence rating remains the same

121 §trategiclbusiness plans include Under way All Completed Information management and Question staff Evidence provided in attachments shows this Please change rating for Progress to The issue of strategic/business planning was The issue of strategic/business planning was discussed in
records management objectives and recordkeeping are included in key rating to slightly incomplete, this requirement Completed and up to date discussed in detail during the audit. There is a clear |detail during the onsite audit. There is a clear focus on the
risks MOJ strategiesr has been met. focus on the strategic place of business records strategic place of business records within the Ministry of

within the Ministry of Justice. A number of initiatives |Justice. A number of initiatives are planned to further improve
Business Strategy (MOJNJ 078), are planned to further improve the current situation. |the current situation. The desktop review recommendations are
Privacy Strategy (MOJNJ 02), M The desktop review recommendations are appropriate based on observations during the audit.
Information Strategy (MOJNJ 05), appropriate based on observations during the audit.
Justice Information Strategy RAT NG CHANGE
(MOJNJO06) ISSP (MOJNJ 17) Progress changed from ‘Under way' to "Completed and up to
date’

1.2.2 |Procedures that include records Under way Most Plans in place |Records management procedures and |Question staff Records management guidelines are shown \What procedures are in place for Finance and HR records are handled as separate Finance and Human Resources (HR) records are handled as  |See attachment 3. Business
management have been documented guidelines are documented and and does support progress ratings however, | -~ [managing finance and Human Resources |operations within the Ministry of Justice. HR records |separate operations within the Ministry of Justice. HR records |Classification Structure (BCS)
and are in use published on the intranet for use by all do have some questions around plans in place. Jrecords? are there desk files in place for |are maintained as hard copy paper records and are |are maintained as hard copy paper records and are stored in Phase 2 Project Plan.

staff. and a coverage of most. as no evidence of desk managing other applications/systems? e.g.|stored in very secure conditions. Some older records|very secure conditions. Some older records are stored at-
|files or procedures for other business FMIS or HRIS are stored at . The basis of the The basis of the paper-based records was seen

RM guidelines naming conventions systems/applications has been provided. How are paper records managed? No paper-based S was seen during the audit. unng audit. There are clearly identified records
(MOJNJ 21), RM guidelines Creating evidence has been provided around this. |There are clearly identified records management management policies, procedures and support services in
Records (MOJNJ 22), RM guidelines policies, p! and support services in levidence across the organisation.
managing records in shared drives |If evidence can be provided for all the evidence across the organisation.
(MOJNJ23), RM guidelines managing above rating can be changed to RAT NG CHANGE
email (MOJNJ24) Metadata standards Completed and up to date, All and Progress changed from ‘Under way' to *Completed - some out of
(MOJNJ 19) Metadata chema (MOJNJ Completed. date’
20) |if no evidence can be provided on other Coverage changed from "Most' to "All'

systems rating can stay the same. Intentions to Progress 'Plans in place’ to ‘Completed”

1.3.1 |Policies and procedures that include Under way Most Completed RM policies are published on the Question staff Records management policy does not need to  JHas the Information Security Policy been |The Information Security Policy provides a high level |The Information Security Policy provides a high level overview |See attachment 1. Information
records management are monitored and intranet and regularly be updated til 2015, review dates show. The reviewed? Is there evidence of this? overview for the whole organisation. It was due for |for the whole organisation. It was due for review in July 2014  |Security Policy.
regularly reviewed reviewed/updated as necessary’] Information Security Policy is due was due for iew in July 2014 but this has not yet occurred. but this has not yet occurred. Staff advised that the intention is

review on 17 July 2014. No indication this has |If evidence can be provided suggest Staff advised that the intention is to complete the to complete the review within three months. Despite the fact
Policy schedule (MOJN12) been reviewed and the rating does not make changing rating to completed and up to iew within 3 months. Despite the fact that the that the policy is beyond its anticipated review date, it is still
, how can they be underway, and date. policy is beyond its anticipated review date, it is still |considered applicable to the organisation.
completed at the same time. considered applicable to the organisation.
|'f no evidence can be provided please RAT NG CHANGE
change ratings to Plans in place or Progress changed from ‘Under way' to ‘Completed - some out of
undecided. date’

2.2.1 |Staff assigned to records management |Completed and |All Completed Training is deliveredonline and Question staff This questions is around what fraining has been jwhat training around records management | There was clear evidence of appropriate training There was clear evidence of appropriate training seen during

have been given appropriate training  |up to date available to all staff. Specific onsite given to the Manager information and Documentjhas been given to the senior Information  |seen during the audit. The senior advisor and the onsite audit. The Senior Advisor and Information Advisor
training for business units is delivered |Management/senior Information advisor and advisors and the advisor DM? Do they information advisor roles are records management |roles are records management professionals who belong to the
on an as required-basis by IDM staff other staff with records management have any future plans for leaming e.g.. professionals who belong to RPMA. Staff attend Records and Information Management Professionals
responsibilities. recordkeeping forums or training courses? |seminars as appropriate and there are a number of |Association (R MPA). Staff attend seminars as appropriate and
Training module(MOJNJ 15) formal and informal fraining opportunities available. |there are a number of formal and informal training opportunities
|if evidence can be produced rating can On the job training is used within the Ministry of available. On the job training is used within the Ministry of
remain the same if not but their are plans |Justice and appeared to be successful. The IMS Justice and appeared to be successful. The Manager
to provide training please change rating to |manager has completed the protection and salvage |Information Management Services ( MS) has completed the
underway, all ,plans in place. of records training. The Ministry of Justice is putting |protection and salvage of records training. The Ministry of
2 people through the Archives Public Records Act Justice is putting two people through the Archives New Zealand
training course. Public Records Act training course.
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231

Development of staff assigned to
records management is monitored and
regularly reviewed

Completed and
up to date

All

Completed

Development is monitored and
regularly reviewed as a part of the
PDP process

Representative PDP for Senior
Information advisor (MOJNJ 11)

Check
documentation

The performance plan shows objectives and
goals and relationship building. It has an
objective to identify courses.

Please ask to see the learning and
development plans for the Manager
information and document management
and the Advisor IDM to identify what
development has taken place and how
often is it reviewed.

If evidence cannot be provided please
change rating to Some

There is a PDP process for all staff within the

Ministry of Justice. Reviews are held annually. The
PDP for the IMS manager, dated 1 July 2014, was

seen during the audit. The IMS manager meets with
all of her staff every fortnight to review progress and

issues. This seemed to work well in practice.

There is a Personal Development Plan (PDP) process for all
staff within the Ministry of Justice. Reviews are held annually.
The PDP for the Manager IMS, dated 1 July 2014, was seen
during the onsite audit. The Manager meets with all of her staff
every fortnight to review progress and issues. This seemed to
work well in practice.

4.1.1

Monitoring of records management
compliance is documented

Completed and
up to date

All

Completed

Legislative compliance is documented
and monitored on a quarterly basis

Legislative compliance statement
(MOJNJ 83)

Question staff

Legislative Compliance here is undertaken by
the manager Information and document
management solely on the Information and
document Management unit.

How is compliance with the records
management policy reported? Do Internal
audits check to ensure records and files
are managed accordingly within other
business units?

what processes apart from legislative
compliance exist?

legislative compliance only covers one
business unit not all. If evidence cannot
be provided for further monitoring of
compliance suggest rating be changed to
Some.

There is a continual monitor of records by the IMS

team and legislative compliance is an ongoing

process. The organisational aim is to improve further
the recordkeeping systems by the implementation of
an Enterprise Content Management System (ECMS).
A paper outlining the ECMS has gone to the Planning
and Resource s Committee in January 2015 and the
next step is for the MS manager to follow up with

more detail. This was completed on 15 January:

2015. The paper has now gone back to the Planning
and Resources Committee for approval. Funding for.

the ECMS will be sought from the Investments
Committee on 25 March 2015

There is a continual menitor of records by the MS team and
legislative compliance is.an ongoing process. The
organisational aimiis to further improve the recordkeeping
systems by the implementation of an Enterprise Content
Management System (ECMS). A paper outlining the ECMS
wentto the Planning and Resources Committee in January
2015. The next step was for the Manager MS to follow up with
more detail, and this was completed on 15 January 2015. The
paper has now gone back to the Planning and Resources
Committee for approval. Funding for the ECMS will be sought
from the Investments Committee on 25 March 2015.

See attachment 4.
Memorandum for Strategic
Leadership team dated 14
November 2014.

421

Policies, procedures and processes that
include records management are
monitored and regularly reported on

Completed and
up to date

All

Completed

See 3.2.1

Policy expiry and renewal document
(MOJNJ 12)

Question staff

The Policy expiry and renewal document does
not show how policies/procedures and
processes are monitored.

How are issues with procedures and
processes monitored and reported on?
What actions have been taken in the past
resulting from reporting? How is the
information security policy monitored? if it
is monitored what reports are generated
from this? who are they given to?

If no evidence can be provided please
change rating to None, None, undecided

if some evidence can be provided please
change rating to underway, Most/some
and undecided.

There are a number of records management policies

and all have a date for review or renewal.

Procedures and processes are altered and updated
as required. The IMS manager does;a monthly
report on business agtivity'and the report for July -
December 2014 was seen during the audit. The
report goes to the Chief Information Officer. The
report gives a focus on recordkeeping issues. The
disaster recovery procedure for paper records was
recently reviewed. " This was to align the procedure
with current practice. The revision was followed by

training for various users in Wellington and

Tauranga. The ICT risk register (November 2014)
was seen during the audit. The next review is due in

March 2015.

There are a number of records management policies and all
have a date for review or renewal. Procedures and processes
are altered and updated as required. The Manager IMS does a
monthly report on business activity and the report for July -
December 2014 was seen during the onsite audit. The report
goes to the Chief Information Officer and provides a focus on
recordkeeping issues. The disaster recovery procedure for
paper records was recently reviewed. This was to align the
procedure with current practice. The revision was followed by
training for various users in Wellington and Tauranga. The ICT
risk register (November 2014) was seen during the audit. The
next review is due in March 2015.

See attachment 2. IDM team
statistics. See attachment 3.
Business Classification
Structure (BCS) Phase 2
Project Plan.

511

Records management requirements are
identified in business processes and
functions

None

None

None

Currently lack the records
management maturity and tools to
achieve this

Question staff

The rating here is not a true reflect of the
situation as Ministry of Justice have attached
copies of strategies that show that the systems
improvements project that will be undertaken
will include business activity maps etc...

Please change rating to Approved but not
yet started, All, Plans in place.

The current records management system is based

around hard-copy paper records, Jukebox and
shared drives. The Ministry of Justice is now

opening up to the more strategic issues across the
organisation and is investigating the implementation

of an Enterprise Content Management System

(ECMS). There is also some ongoing discussion
with Courts regarding the introduction of a paperless
system for Courts. The MS team has increasing
exposure to records management involvement at the

beginning and end of projects to ensure that
recordkeeping needs are met.

The current records management system is based around hard-
copy paper records, Jukebox and shared drives. The Ministry
of Justice is now opening up to the more strategic issues across
the organisation and is investigating the implementation of an
ECMS. There is also some ongoing discussion with Courts
regarding the introduction of a paperless system. The MS
team has increasing exposure to records management
involvement at the beginning and end of projects to ensure that
recordkeeping needs are met.

RAT NG CHANGE

Progress changed from ‘None' to ‘Under way"

Coverage changed from 'None' to ‘Most'

Intentions to Progress changed from 'None' to 'Plans in place’

521

Records are captured routinely,
documented and organised according
to the organisation's business
requirements

Under way

Some

Plans in place

Official Ministry hard copy and
Jukebox records are compliant but
shared drives are not

Physically
inspect

No evidence has been provided of what jukebox

looks like or how hard copy records are
managed: Also there is no mention of Human
Resources and/or Finance management/case
management systems.

Please ask to see Jukebox, Human
resources/finance and case management
systems to see how records are captured
and managed?

Do they also have evidence around hard
copy records and how these are
managed?

If evidence can be provided suggest
changing rating to Completed some out of
date

The operation of Jukebox was seen in practice

during the audit. Jukebox was developed in 2004

and has been use since that time. Jukebox is

apparently nearing the end of its useful life and the

aim is to replace it with the Enterprise Content

Management System (ECMS). HR and Finance
records are handled and stored separately from
general records. The MS team is clearly involved in
ensuring that records management works. The

systems should be enhanced with the planned
developments.

The operation of Jukebox was seen in practice during the audit.
Jukebox was developed in 2004 and has been use since that
time. Jukebox is apparently nearing the end of its useful life
and the aim is to replace it with the Enterprise Content
Management System (ECMS). Human Resources and Finance
records are handled and stored separately from general
records. The IMS team is clearly involved in ensuring that
records management works. The systems should be enhanced
with the planned developments.

RAT NG CHANGE

Progress changed from 'Under way' to 'Completed - some out of
date’

Coverage changed from ‘Some' to 'All'

Intentions to Progress changed from 'Plans in place' to
'‘Completed'
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5.3.3 |Disposal authorities are mapped to Under way Some Undecided Disposal authorities are linked to the |Physically evidence stated here shows JUKEbox and hard |Please view the disposal authorities linked | The operation of Jukebox was seen in practice The operation of Jukebox was seen in practice during the onsite
systems that create and maintain business classification structure in inspect copy have disposal authorities linked. in jukebox and on hard copy files. during the audit. There is a link to retention and audit. There is a link to retention and disposal within Jukebox.
records Jukebox for electronic and hard copy. disposal within Jukebox. The Ministry of Justice The Ministry of Justice National Office disposal authority

Not in shared or other drives National Office disposal authority expires in 2016 lexpires in 2016 and is currently under review. The retention
and is currently under review. The retention and and disposal schedules were seen during the audit (DA220 -
see 5.3.1 disposal schedules were seen during the audit current, to be reviewed. DA415 - Ministry of Justice Tribunals
(DA220 - current, to be reviewed. DA415 - Ministry |expires February 2020).
of Justice Tribunals expires February 2020).
RAT NG CHANGE
Progress changed from ‘Under way' to ‘Completed - some out of
date’
Coverage changed from ‘Some" to "All’
Intentions to progress changed from ‘Undecided’ to *Completed"

6.2.2 |Access to sensitive and restricted Under way Some Plans in place Question staff evidence here suggest access is only in jukebox| The Information Security Policy is up for | There are some access permissions applied in both |Thefe are some access permissions applied in both Jukebox See storage standard checklist|
records is provided in accordance with and not in shared drives. review has this been done? How is this x and the shared drives. This is manager and the shared drives which is manager driven. Records supplied separately.
the appropriate legislation or security |implemented as it states it covers ICT driven. Records management across the Ministry of |management across the Ministry of Justice is further developing
classification systems not management of hardcopy Justice is further developing with the planned with the planned implementation of the Enterprise Content

records. impl tation of the Enterprise Content Management System (ECMS). Sensitive and restricted records
Do the other business systems (case Management System (ECMS). Sensitive and will be focused on as part of this development.
management/Human resources/Finance) |restricted records will be focused on as part of this
have appropriate access controls in development.
place? is this documented? How is
access to hard copy records managed?
|If some evidence can be provided around
other systems suggest changing coverage
rating to most/all
|22 [Ail records 25 years of age and over Under way [Some Completed The Ministry of Justice has one current|Question staff Evidence shows that work is underway to Please change rating to Plans in place DT33 only applies to very old adoption records and |The Ministry of Justice has one current Deferral of Transfer [See attachment 5. Sentencing
which are still required by the Deferral of Transfer (DT) in place. This| |further develop defferral of Transfer case files which arose from the change fromthe old |(DT) in place. This is DT33, it only applies to very old adoption |Legacy Records 2014. Project
organisation are covered by a deferral is DT33 and it covers Adoption agreements. Therefore the rating needs to Department of Courts. There are no records that are |records and case files which arose from the change from the Initiation Document. .
of transfer agreement registers and case files. 2014/15 work reflect this for intentions to progress. 25 years of age or older at”A All old Department of Courts. There are no records that are 25
programme includes work on new records that should have gone have done so. There |years of age or older atm.I All records that
authorities has been no transfer or disposal for the should have gone have done so. [here has been no transfer or
approximately the last 3 years. A project is underway |disposal for approximately three years. A project is underway
see Archway on legacy records sentencing. The oldest records  |on legacy records sentencing. The oldest records are
are approximately 15 years old. Evidence of the approximately 15 years old. Evidence of the legacy project was
legacy project was seen during the audit. seen during the audit.
RAT NG CHANGE
Progress changed from ‘Under way’ to ‘Completed - some out of
date’
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Non-Judicial Authorities - Audit findings for uploading (A832772)

Non-Judicial Authorities - Audit Plan

No. Question Attribute Potential Evidence Risk Progress Coverage Intentions to  |Evidence Review General Comments Questions for Auditor Auditor Comments Rating Changes Audit Findings Uploaded to CSAA
Proaress
1.1.1 |Recordkeeping is a directive from the Chief Executive | AUDITOR NOTES Chief Executive accountab ity established. Operational | Under way Al one Recordkeeping policies are endorsed and Question staff Evidence provided here in the records | Does the Record policy cover the non-judicial The records management poicy does cover the non- | The rating for progress was changed from The ministry's records management policy covers the non:
to management and staff * that includes ‘mation Executive management accountabi ity identified. promulgated by the CEO management policies and also in the authorities. Also does the Ministry of Justice Code of Conduct Judicial Authorities. Al staff sign the Ministry of Justice| UNDERWAY to COMPLETED AND UP TO Judicial Authorities. All staff sign the Ministry of Justice's
* Policies with a i - wh that includes mation records management policy (MOJNJ 16) ministry of Justice code of conduct shows |cover all staff employed by the non-judicial author ties. If yes | Code of Conduct as a condition of employment, <Ifi DATE. The rating for coverage was considered | Code of Conduct as a condition of employment. In
* Code of Conduct - signed off by the Chief Executive and all staff management this rating needs changing. please change rating to Completed and up to date, All and addition, established practices enhance, support and appropriate. The rating for intentions to progress |addition, established practices enhance, support and
Different agencies may refer to a strategy, plans or roadmaps. - Policy with mation Completed. If no then please change rating to None, None provide direction in relation to the recordkeeping, was changed from NONE to COMPLETED. provide direction in relation to the recordkeeping
Is there a that includes ? - Policy identifies responsibil ties undecided requirements of the non-Judicial Author ties. requirements of the non-Judicial Authorities.
Is there a policy that identifies roles & responsibil ties? - Code of Conduct
Does the strategy/framework define roles & respons biities for Chief RATING CHANGES
Executive or equivalent, Sponsor, Operational staff (RM, IT), all staff? Progress changed from “Under way' to *Completed and
Is there a plan identifying RM projects & are roles included in the plan? up to date"
Do they reflect roles & responsibilities identified in the Intentions to Progress changed from *None' to
strategy/framework/policy? “Completed"
Is the strategy/framework endorsed?
1.1.2 |Systems used to create and maintain records are AUDITOR NOTES Appies to physical and electronic systems Operational |Under way Some Completed Records are largely managed in TCM Question staff Evidence shows screenshots of TCM _|What happens to hard copy files? Is there a system for The hard copy f lelis the official record/of the non- The rating for progress was changed from Hard copy fles are the official record of the non-Judicial
identified and documented * Framework that includes - IT System list (documented by ICT), and shared drives, the which | am assuming is the Tribunal Case|managing these? Judicial Authorities. File ereation is either through the |UNDERWAY to COMPLETED AND UP TO Author ties. File creation is either through the Tribunals or
management - Policy with a mation management of which is documented in manuals Management system. However nothing  |If evidence can be provided around hard copy records please | Tribunals or the Central Progessing Unit (CPU). DATE. The rating for coverage was changed |the Central Processing Unt (CPU). Systems are in place
* of - System Survey and desk files is mentioned about hard copy records? |change coverage to completed and up to date and Al. Systems are in place to create and manage the from SOME to ALL. The rating for intentions to  [to create and manage the records. The Tr bunals Case
* Data map/system architecture - Business Continuity Plan records. FCM has a clear link to the hard copy files. | progress was system (TCM) has a clear link to the hard
* Classification structureffile list/file plan - Classification structureffile list/file plan TCM screenshots (MOJNJ 58) If nothing is provided for hard copy records please change to copy fles.
* Vital records/business critical system list - that include p intentions to progress to undecided.
* Policy with a - Business Process mapping RATING CHANGES
Can the organisation provide a ‘whole of process’ view across systems & |- Business cr tical records/systems identified Progress changed from “Under way' to *Completed and
formats? up to date"
Does the policy state which systems to be used to create & maintain Coverage changed from *Some' to Al
records for core business functions?
Is the documentation of systems that manage records regularly reviewed
(surveys, reviews, audits)?
Has the organisation identified
- business processes?
- business systems that store records?
- legacy systems?
APPLIES TO BUISNESS SYSTEMS
- Organisation-wide information/data maps defined and in place.
- Repos tory stocktake occurred & outcomes documented.
- Survey conducted identifying business systems, physical recordkeeping
systems, etc.
- Analysis of legacy recordkeeping issues and/or gaps conducted.
- Classification structureffile plan is in place, in use and maintained.
- Business critical records & systems are identified.
1.1.3 |Policies that include records management are AUDITORS NOTES Policies with a recordkeeping component Operational |None Al None No formal policy documents covering records Question staff In Q1.1.1 you state that they are covered |Is the Records management policy not documented and in use | The records management poicy does cover the non- | The rating for progress was changed from NONE |The Ministry's records management policy covers the non:
documented and in use * Policy that includes recordkeeping components - gy that includes management are in use, but there is some by the records management policies for the non-judicial authorities? Judicial Authorities. Al staff sign the Ministry of Justice |to COMPLETED SOME OUT OF DATE. The Judicial Authorities. All staff sign the Ministry of Justice's
* Approvals process - Document controliversion controls procedures coverage in day-to day administration created by the Ministry of Justice. Is there a metadata po icy/schema that is used for the tribunal | Code of Conduct as a condition of employment. In rating for coverage was considered appropriate. | Code of Conduct as a condition of employment. In
* Communications plan - Communications Plan documentation Case Management system? addition, established practices enhance, support and The rating for intentions to progress was changed |addition, established practices enhance, support and
* Training programme - Training/Induction programme LAT procedure manual (MOJNJ 59) PSPLA provide direction in relation to the recordkeeping from NONE to PLANS IN PLACE. provide direction in relation to the recordkeeping
refund procedure (MOJNJ 60) PSPLA CM If records mamagement poicy and/or metadata policy (if t exists) of the non-Judicial Author ties. Some of i of the non-Judicial Authorities. Some of the
Policies that include recordkeeping identify relationships to relevant policies processes (MOJNJ 61) PSPLA Procedure Manual is in use and covers the authorities then please change rating to |the Tribunals have desk files, although it was noted that Tribunals have desk f les, although t was noted that some|
e.g. IT Security. (MOJNJ 62) PSPLA annual return procedure completed and up to date and completed. some of these are out of date. The TCM reference of these are out of date. The Tribunals Case
Metadata specifications and decisions for all systems that manage records manual (MOINJ 64) RA procedure manual matches the hard copy file numbers. Management system (TCM) reference matches the hard
are documented, including (MOJNJ 65) 1 no evidence is provided then please change rating to None, copy fle numbers.
- policy acknowledges the role of metadata in ensuring an authentic record None and Undecided. As coverage can not be all if no progress
- policy specifies the roles of point of capture and process metadata, and or intention is there. RATING CHANGES
the rules relating to changing metadata. Progress changed from “None' to *Completed - some out
How is the policy communicated - Training, Intranet, Newsletters ? of date"
Does the policy scope cover all formats of records? (incl. email, web, Intentions to Progress changed from “None' to Plans in
paper, digitaly borne, dig tised) place’
Does the policy determine where records should be created/managed?
Requires records systems to have been ident fied & documented.
REFER - Archives 'Guide to Writing a Recordkeeping Policy G6 -
Checklist 7' for guidance.
* Policy that includes recordkeeping components
* Information Technology (IT) Policy
* Security Policy
* Information Management (IM) Policy
Are RK requirements reflected in IT, Security policies?
Does the policy specify roles for maintaining the MD schema?
1.2.1 [Strategic/business plans include records management |AUDITORS NOTES plan (or ISSP) Strategic Under way None None The tribunals Unit business cantinuity plan covers |Question staff The Tribunals unit attached (MOJNJ053) [Please ask what other risks are managed by ICT. Please ask to |The Ministry of Justice ICT is responsible for the The rating for progress was considered The Ministry of Justice's Information and
objectives and risks - Strategic/business Plan includes - ‘mation risk around paper records, other risk and strategic does not cover in detail risks to paper see the ICT disaster recovery plan to see f it details i of al backup pi for electronic appropriate. The rating for coverage was Communications Technology (ICT) is responsible for the
- Information Services Strategic Plan (ISSP) management planning documentation is maintained in ICT records. around the Tribunals Case Management system? records. This was previously discussed in detail at the |changed from NONE to MOST. The rating for 'management of all backup processes for electronic
- Risk Framework/plan/register - Knowledge management Ministry of Justice. It was noted during the audit that |intentions to progress was changed from NONE  [records. This was previously discussed in detail at the
- Audit report/reviews - Activity Plan If evidence is available please change rating to Most and plans in |many documents are now scanned and stored to PLANS IN PLACE. Ministry of Justice. It was noted during the aud t that
- Action Plan place. electronicaly. many documents are now scanned and stored
View Corporate/Business Plan - Risk management plan/register Further work is required to document how hard copy records are electronically.
If there is an ISSP does it cover only IT or is broader?” managed.
Does the statement of intent include objectives? RATING CHANGES
Review ion for evidence of ing risks. Coverage changed from “None' to "Most'
Does the organisation have a risk management plan in place and takes Intentions to Progress changed from ‘None' to “Plans in
account of recordkeeping capability? place’
12.2 |Procedures that include records management have | AUDITORS NOTES Business processes/procedures which include Operational |Under way Some Completed Desk files and manuals for non-judicial tribunals | Question staff Desk fles and manuals range from ‘As evidence provided is definitely underway and more work is | Some Tribunals are now using desk fles and these | The rating for progress was considered Some Tribunals are now using desk files and these tend
been documented and are in use * Procedures that include creation, maintenance of records recordkeeping exist and are in use, including include procedures around records management comprehensive ike the SSAA case required, but no plans have been provided to show that this will  |tend to be the newer organisations. The desk fles are |appropriate. The rating for coverage was to be the newer organisations. The desk files are set up
* Workflows/process maps - Procedure manuals manager manual to the PSPLA manual ~ |be progressed please change intentions to progress to undecided |setup through a project team. It was noted during the ~ [changed from SOME to MOST. The rating for |through a project team. It was noted during the audit that
* Guidance notes/Desk files - Training materials SAA desk fle (MOJINJ 67) ACC Case Manager's tribunal manual which is still in draft audit that there is a move to have desk files across the |intentions to progress was changed from there is a move to have desk files across the various
* Training materials - Workflow models manual (MOJINJ 70) WHT Manual (MOJNJ 71) format and does not cover files or various Tribunals. COMPLETED to UNDECIDED. Tribunals.
- Staff guidance notes / Desk Files PSPLA Tribunal Manual (MOJNJ 63) SSAA Case records.
Key procedures observed as being implemented. - Audit reports/reviews/Quality Management Reviews Manager Manual (MOJNJ 66) RATING CHANGES
Business systems documentation identifies Coverage changed from “Some' to "Most'
Procedure manual identifies quaity checks including responsibil ty for - Auto-capture of metadata elements Intentions to Progress changed from *Completed' to
carrying out quaity audits, frequency & acceptance criteria. - Aute - eg File Plan/File List “Undecided"
How do procedures support policy? - Communications Plan
‘What systems exist that manage records? - Official information Act/Privacy Request processes
Are there procedures for each?
-When were electronic systems implemented?
-How are procedures communicated to staff?
-How is procedure compliance monitored?
-How regularly are reviewed?
1.3.1 [Policies and procedures that include records AUDITORS NOTES '~ Policy and pi that includes o] Under way Most Completed Monitored and reviewed on an adhoc, as required |Question staff Evidence states that this is ad-hoc and Please change rating to Some, Undecided as there were only a | There is an ongoing overview of records by the Judicial |The rating for progress was considered There is an ongoing overview of records by the Judicial
management are monitored and regularly reviewed * Policy and pi that includes. basis only done on an as required basis. As  |few desk manuals/procedural documents supplied and this Officers who use the files during hearings and the appropriate. The rating for coverage was Officers who use the fles during hearings and the various
components - Monitoring and review schedule not all procedural manuals were provided |defin tely requires more work but no plans have been provided to [various decision making processes. Feedback on any |changed from MOST to SOME. The rating for decision-making processes. Feedback on any issues
* Approvals process - Audit reports/Quality management reviews 1 would say they are not completed and ~ |show this is planned issues which are noted is provided through the intentions to progress was changed from which are noted is provided through the Jurisdiction
* Monitoring and review schedule - Corrective action records coverage is more likely to be some. Jurisdiction Managers. COMPLETED to PLANS IN PLACE. managers.
* Audit reports/reviews - Document control/version controls procedures
* Corrective actions records RATING CHANGES
How is the policy monitored? internal audits, spot checks. Coverage changed from "Most to *Some'
Is there a review process? Is there annual checks/reviews? Is this Intentions to Progress changed from “Completed' to
documented? *Plans in place’
1.3.2 |Objectives and risks that include records management |AUDITORS NOTES plan (or ISSP) Compliance |Under way Some Completed ICT Risk Register Check Evidence was difficult to read and work  |Is there an overall risk assessment that shows either Managing [ The ICT Risk Register is a dedicated resource which is | The rating for progress was considered The ICT risk register is a dedicated resource which is
are monitored and regularly reviewed * Business Plan includes records/information management - version - Records/Information Management documentation  [out how often were risks reviewed and  |information/data as a top level risk for non-judicial authoriies? | reviewed on a monthly basis. The top 5 risks are seen |appropriate. The rating for coverage was reviewed on a monthly basis. The top five risks are seen

control/approval plans

* ISSP - Information Services Strategic Plan
* Review for
risks/objectives.

mation

- Knowledge management
- Activity/Action Plan

Minutes of meetings that show reviews have been
or objecti have been di

ICT Risk Register (MOJINJ 73)

monitored. This also only covers ICT
risks.

Please ask to view ICT risk register to see complete list and ask
how often are these risks monitored and reviewed for relevance.
If evidence can be provided please change rating to Completed

and up to date/All (if top level risks have evidence) or otherwise

coverage of Some can remain.

by the Chief Executive on a monthly basis. The risks
are also discussed at the quarterly managers meetings.

changed from SOME to MOST. The rating for
intentions to progress was changed from
COMPLETED to PLANS IN PLACE.

by the Chief Executive on a monthly basis. The risks are
also discussed at the quarterly managers meeting.

RATING CHANGES

Coverage changed from “Some' to "Most'

Intentions to Progress changed from *Completed' to
“Plans in place
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212 |Responsib ity for records management Is assigned | AUDITORS NOTES that Includes andup |Al Completed [see2.1.1 Question 513 | Evidence shows that operational sUpport | Please ask 10 View the sUPPOrt 5envices Manager's role 10 see I K| The role of the Business Services Manager (Mara [The rating for progress was considered [The role of the Business Services Manager was
* Poiicy with a records/information component mmagunal!posm to date Staff are assigned 10 resource records covers overall records management respons b ities. Galvin) was discussed during the audt. Whike the appropriate. The rating for coverage was discussed during the onsite audit. Wh le the Business
* Job/Position Descriptions |- Job/position descriptions. management. But it wouk! be good to Business Services Manager has an kentified role In the |considered The rating for Intentions | Senvices Manager has an kentified roie In the
- qy that Includes - Delegation process see the |ab description for the Support It was clear from the 10 progress was It was clear from the
* Code of conduct - Code of conduct services manager to see If that has any discussion that there Is a shared responsiblity across mmmsammuym:
* Organisational charts - Policy with 3 overall records management 3l staff for good to staff for good recordkeeping to
* Documentation exists regarding delegation, performance reviews, Internal |- that Includge responsib lities.
Job and person sp
* Staff recordkeeping responsib lities are refiected In either
- statement In a poicy on staff respons bl ities for records management;
and,
- position Job or
t q statement, requiring
conformance with the public office’s po/icies that Incorporate recordkeeping
(Inciuding respons bi ity for records creation)
Are roles part of position descriptions?
231 | of staff assigned fo records management | AUDITORS NOTES - HUMan resources procedures andup (Al Completed C ofstafwth Check [No evidence has been attached o ﬁ;emlnmmmﬂmmem%mb The w3as The rating for was from The Performance Review process was discussed during
Is monitored and reguiarty reviewed * Human Resources (HR) plan - Career planning/development to gate respons bl ities Is regularty mon tored and documentation  |support this and show those with ensure t covers training especia ly In records management ( this |during the audit. The Manager has 3 monthly meeting [COMPLETED AND UP TO DATE to the onsite audtt. mmmamm
* Succession plan - Training plan/register reviewed s a part of each staff member's PDP operational support roles have had | maybe forums Internal and extemal and MOJ Internal training) f | with Staff and there are quarterly performance review  |UNDERWAY. The rating for COVerage was w th staff and there are quarterty performance.
* Training and deveiopment pian |- Strategy that man; records management fraining or thatis | Included how often is this reviewed. updates.  The main Performance are heid changed from ALL to MCST. The rating for mmmmmmmmu This
* Training register |- Performance plan/ learning and development pian monitored and reviewed. If N0 evidence can be provided please change rating to annually. The Performance Review Process Is 2 way  |intentions to progress was changed from Is 3 two-way process where training needs can be
There Is clear evidence of approved career pianning and development, or |- Business Plans Underwayla undeckied process whese training needs can be discussed. While [COMPLETED fo PLANS IN PLACE. discussed. While there Is no formal recordkeaping
succession plans AND staff with recordkeeping responsbiities are there Is no formal recordkeeping training, a clear link training. a clear Ink has now been established between
Inciuded in training iogs of registers. [nas now been estab ished between the the non-Judicial Authorities and the Ministry of Justice
Review documentation | Authortties and the Ministry of Justice which should which should assist In the wider recordkeeping Issues
assistin'ihe wider recordkeeping issues. and training.
[RATING CHANGES
nwssmwm‘mwwwhm'm
Under way
MWMAPD Most'
nged from to
mhpﬁ!’
232 |Bucge! planning CONSKIEs resourcing and AUDITORS NOTES "~ Budget Planning Sirategic |Under way Al Compieted | Eudget pianning nciudes sian with recordkeeping | Check 'NO evidence has been provided 1o [P=a5e 25K to se8 e buGgELs WHICh IICIUGE S1an SaaNS6/of Site | The DUGGE! ProCE6S Was (ISCUSSEd Athough SctUal | The raling for Progress was changed from [The DUt process was GECUSsed SOUG actua
for records - that Includes - that inciudes respons bi ities as well 35 offs te storage documentation support the stated evidence storage management and malntenance. If this can be provided | budgeds were not seen during the audit. Thereis a [UNDERWAY to COMPLETED AND UPTO budgets were not seen during the audit. There is a
* Monitoring and review reports management management and mantenance please change rating to Completed and Up fo date. If not please | central pool of money avallable through the Ministry of |[DATE. The rating for coverage was central pool of money avallable through the Ministry of
- Measures - Key Indicators |- Budget Planning change rating to undeckied Justice. The budget for the off-site storage of records: Wmmmwmmm Justice. The budge for the offsite storage of records at
* Buaget planning |- Godls/performance measures Is managed by the Is managed by the Business Services
. ation Management - Key performance Indicators (KPis) Marta Galvin). F
How does the arganisation measure progress against its - Training Plan
/Business Pian that Includes ks ? [RATING CHANGE
[Progress changed from “Under way" to “Compieted and
up to date’

3.1.1 |Stam understand their cbligations to create and AUDITORS NOTES - Induction checkilsts Operational |Under way Some IE are In |Question staff |Evidence states that this gocumented In How are staff trained In procedure manuais? Is their on the job  |A process of on the job training s used whereby The rating for progress was changed from Amﬂmm:wm

maintain records of the organisations' activ ties Check staff of and where and |- Training pian procedures and manuais and well understood by procedures and manuals, however same |Induction? s there checkiists to show this? If evidence can be train new to COMPLETED SOME OUT OF  |Jurisdiction Managers train new case managers.
how to save records. - the s1aff who use them of this material was out of date spthe provided rating can change to Completed -some out of date. If no| [DATE. The rating for coverage was changed
'What training Is avallable to staff? - Performance rating cannot be undenway and evidence piease change rating to undecided. from SOME to ALL. The rating for infentions to  |RATING CHANGES
What Induction programmes are avallable to stafr? Training course objectives completed. [progress was changed from COMPLETED fo [Progress changed from “Under way' to “Compieted -
How Is records management covered? [PLANS IN PLACE. some out of date”
| Coverage changed from “Some’ to "AIl
Intentions $o Progress changed from “Completed” to
“Plans In place’

2.1 |Sia receive reguiar records management raning In | AUDITORS NOTES Traning Pian Operational |Under way Some Fians I place | StaN receive training as required, Nciuding Question stan (A% N0 evidence of this provided piease 3ok 10 [k 10 3 New [A process of on the |ob training 1& Used. There & 1Te | The raling for Progress was considered A process of Training s Used. There is e
- policies, procedures and practices * Training pian |- Induction check ists through procedure manuais and desk flies. See operational support person, do they know where to flle records? | records specific training. It was noted that the Support |appropriate. The rating for coverage was records specific training. It was noted that the Support
- organisation specific tools and systems * Procedures that Include recordkeeping - Training register 122 What happens when a case Is completed? Have they had | Senvices Team see every record at some stage. The rating for Intentions | Senvices team see every record & some stage.

* Jon/position descriptions - training (on the job) to progress was considered
* Induction programme Communications poicy

Check staff of benefits and

'What and how Is training delvered to staff?

[XK] of records AUDITORS NOTES [~ internal Audt reportsireviews [Reporting [ None [None [None |Records management compliarice monitong s | Question staf | In the SSAA procedural manual It stales | Fiow often are case fles audited? Does this happen ofien? What| AUGENg of case Tles Is Iformal. Some checks are | The rating for Was changed from NONE |Auditing of case fies Is Informal. Some checks are made

documented * Monitoring and review schedule |- Qua ity Management reviews mainly confined to the larger iribunals, that the Jurisdiction manager audits the  |happens when issues are found? How are they reported and of | made to check data entry Info TCM and the Information |to UNDERWAY. The rating for coverage was to check data entry into the Tribunal Case Management
* Reporting templates |- Corrective Action records case flies once completed. [which Is heid on fle. All hard copy fies are viewed by  |changed from NONE fo MOST. The rating for System (TCM) and the Information which is heid on fie.
'szpummm(ms) |- Monitoring and review schadule 'someone In a responsbie position. intentions to progress was changed from NONE  |All hard copy fles are viewed by someone In 3
* Audit tralls and reporting - Legal Compllance register If evidence can be supplied please change rating to to PLANS IN PLACE. responsiie position.
Pummmmuu - that Inciudes In place or

have an and [RATING CHANGES
prog:nme’ [Progress changed from “None® to “Under way"
rationale and purpose of recordkeeping reporting Is avallable [Coverage changed from “None to “Most'

to staff. Intentions fo Progress changed from “None’ to “Plans In
How are issues identified, reported, actioned? What procasses are In piace) place"
to do s07

4.21 |Poicies, procedures and processes that Include /AUDITORS NOTES |- Management inutes Emvg Under way Some 'FBlshph:e [Recoras [Records management procedures and process | Question staff 35 per my questions In 4.1.1 Monitoring is Informal. However, the Business Services | The rating for progress was considered Monitoring Is Informal, however, the Business Services
records management are monitored and reguiarty Pclcyvl’na - Report distribution list nmgbmmrywﬂhedmmelzw Manager noted that there Is a quick response o any appropriate. The rating for coverage [Manager noted that there Is a quick response o any
reported on - Monitoring and review schedule Issues which are ident fied. The Alcahol Authority has 3| appropriate. The rating for intentions  |issues which are identified. The Alcohol Author ty has a

'Tmmgm - Audit reportsireviews public register. There s @ monitoring and review 10 progress was considered public register which has a monitoring and review
structure review - Corrective Action records process for the public register. process.

* Management reports/minutes

Keypmnwmmm(xp:)

Who s

compliance?

What are there for

How are Issues reported?

wmmmmmnpﬂmmmm’

g of Indicators (KP1) and ad-hoc
mnrepumbwwmmwmqupmm
schedue (for example, comp fance with the Pubiic Records Act (2005) is
part of the pudlic office’s compliance framework and Is regularty signed off
s per senior management compilance statements).

Reports are | kely to Include monitoring performance metrics such 35
storage space ut lisation, registration of records (for Instance, comparison
of actual versus expected levess, efc), transfer and disposa trends,
quantity and frequency of disposal Versus creation.

There Is evidence of follow-up action and response evident from
management team m! register or action Ists.

Monttoring reports, intemal audit reports and remedial action
documentation exists.

How frequently are reviews undertaken?

5.12 [Records of al business actvities are managed within - | AUDITORS NOTES " - that Include Under way Some 'FBlshph:e [TCM and JAX are systems that are used to 'Fnyn:aynsm 'Fm:nammumdm.lusyﬂsntoseemm TCM and JAX were not seen In operation at the non- | The rating for progress was considered The Trbunas Case Management (TCM) system and JAX

the appropriate systems * Processes that include recordkeeping - Desk flies |appropriately manage records of business are managed. Judicial Autharities. The operation of both TCM and The rating for coverage (Ministry’s data repos tory) were not seen In operation
* Functional analyst - Ciassification structureMie listMie pians. actvities JAX has been assessed In detal during other recent appropriate. The rating for intentions. anlgmeantﬂ The operation of both TCM and
* Poiicies with a - Core records/systems identification audits In several locations. No issues were seen with |10 progress was considered JAX had been assessad In detal during other recent
'What systems that manage records does the organisation have? |- Vital records list/register elther system. audits In several locations. No Issues were identified with
Do that Include define the |- IT list of all systems etther system.
mmvmmmmmwmmu - Poiicy with 3
received via emal?
Do poiicy/procedures cover emalis?
Has there been a functional analysis of the organisation undertaken to
datermine core records?
What procedures exist to support poicy?
Is emall monitored?
Is use of the systems that manage records monftored?
Is use of personal arves / ¢ drives monitored?
Are records fragmented across systems? How Is the complete record
constructed?
Staft are trained o Identify the actvities that produce business records.
For exampée, Staff are encouraged to create flie notes, minutes, etc.
recording business decisions 3s part of thelr business 3s usual activities.
Poicy, strategies that Include role and
statements are defined and In piace.
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Disposal author ties are mapped to systems that create
and maintain records

6.1.1

ACCESS 10 and Use Of recorts 15 managed wihin the
appropriate systems

'AUDITORS NOTES

Mapping plansidocumentation
* Retention Disposal Schedule (RDS)
/Assumes both Classification structure and Disposal Authorities exist.
Was an implementation pian Included as part of developing the retention
and disposal schedule?
How are disposal decisions Impiemented Into core business systems?
How Is this monitored?

AUDITORS NOTES
* Classification siructureie st
* Metadata (MD) schema

* Poiicies with 3
* Processes that Include recordkeeping (RK)

Auditireview reparts
Actions of accessib ity and usability are defined In the public office’s

and there Is evidence the procedures are being folowed.
Systems that manage records Inciudes appropriate controls and securty,
Inciuding, for example

- for physical records there is a list of flles, Including locations, In e ther
physical form of In a database

- for lgital records hekd In core business systems and on shared drves
there is an agreed structure and defined metadata to manage and locate
records.

What systems doas the organisation use (Inte lectual controls)?

How does the arganisation locate records?

How does the arganisation determine and assign different securtty
requirements of records?

How does the arganisation control access to and track records?

Is there a policy determining where records shouid be located and

Are there records that are required to be accassed long-term?

Doas the organisation hold any records oider than 25 years? refer 350 to
Defesral questions f one extsts then would Indicate some plan is In place to.
manage on-going access.

What controls are In piace to access?

Are there pians for migration to mitigate format Issues?

Digltisation of papers t0 prevent physical deterioration, migration pians to
mitigate

[~ Frocesses that Inciude recordkeeping
- Ciassification structureMie list/Mie pian

- Metadata schema ist

- Security/accass procedures

- Busiess Continuty/Disaster recovery plan(s)

Siratege

Under way

None

Most

None

Pians I place

Disposal authorfties are applled manually In the
absence of technical functionaitty to apply
disposition

Elecironic and physical 3c0ess 15 appropriaiely
pn‘::pa.pnmsecmrupuﬂssh

Question staff

Question staff Evidence stales hal 300865 5 Managed | Please 3sk 10 56¢ e SySiem Securlly 300265 CONUUS fof TCM

This question apples to physical records
too.

appropriately but this is not provided.

[nave 3 aisposal implementation pian that has been used?

If evidence can be provided please change rating to
Underway’Some/pians In place

and JAX. Please aiso ask to view the access and securty
controls around shred drives and

a8 evidence can be suppled please change rating toal.

[How are disposal authorfties mapped to hard copy files? DO you

records. If evidence can
only be provided for TCM and JAX rating can remain the same It

The non-Judicial Authorities have a Disposal Authortty
drawn up by SWIM. A spreadsheet Is used to match
flies to the Disposal Authortty. Any destruction of

The rating for progress was changed from NONE
to UNDERWAY. The rating for COverage was
(changed from NONE to SOME. The rating for

the non-Judicial Authortties (Second-hand dedlers,
Copyright and PSPCA).

mmmmemnmn
a secure, access-controlled bullding. Access

exist for both TCM and JAX. Access
permissions are handled by the IT section of the
Ministry of Justice.

'Sens tive and restricted records are identified,
documented and controlied

AUDITORS NOTES
* Classification structure that ident fies senstive records (e.g. HR, payrol,

eeping
* Retention Disposal Schedule (RDS)
* Access staements
* Office’s securtty modal
* Audit reportsireviews
* Cormective action records

Dmmmmmmmacmnpm’

Does the polcy / Incluge

Are spec fic recorasirecord nenmedxmpmgosmtuss
restrictions (e.g. HR) and how are these Implementad and monitored?
Requires records to be identified and contro led - e.g. Listed for physical
with access requirements assigned and access acthity recorded.
Security mode! Is In place, taking account of SIGS and other requirements;
and, Is reguiarty tested to ensure ongoing AND

Dedicated storage areas are provided for high risk classes of records and
adaitional secur ty measures are instigated, AND

Records of cultural vaiue (e.g. records of significance to Macr
stakehoiders) are identified, AND

for granting and records access

Implemented.

mmmmlm
- Ciassification structure/ie list

- Retention Disposal sumwmwmm
-secmmm pulcylprwenues

-Amnrepmuouayumagem(mm
|- Corrective Action records

Complance

Under way

Al

Case flie procadures are usad to identity and
manage sensitive and restricted records

Question staff

Some procedural documents attached 35
evidence were still In draft format. The
rating here does not refiect that.

[AS not ail procecural manuals are compieted and ratings
eisewhere note that the Is really only Some piease
change rating to Some, Plans In place.

1o progress was changead from NONE
10 PLANS IN PLACE.

The non-Judicial Authorities have a Disposal Authortty
drawn up by SWIM. A spreadsheet is used to match fles’
to the Disposal Authority. Any destruction of records Is
carried out through On-Line Securtty. Retention times are|
currentty under review for some of the non-Judcial
Author ties (second-hand delers, Copyright and
PSPCA).

[RATING CHANGES

[Progress changed from “None® to “Under way'
Coverage changed from “None’ 10 “Some’

Infentions to Progress changed from “None” to “Plans In
place’

6.22

Access 1o sensltive and restricted records Is provided
In accordance with the appropriate legisiation or
securtty ciassification

The abll ty to locate and use records is monfiored and

routinely audited

AUDITORS NOTES

* Processes that Inciude recoraks

* Retention Disposal Schedule (RDS)

* Access stdements

* Official Information Act policy/processes
* Privacy Act policy/processes

* Classification structurefie st

* Policies with a recordkeeping component

Doas the organisation have OIA , Pmacympmessesnpnae’
Doas the polcy/
mwmmmwmxwmomtm
restrictions (e.g. HR) and how are these Implemented and monitored?
Security mode! is In place, taking account of SIGS and other requirements;
and, Is regularty tested to ensure ongoing conformance, AND

Records of cultural vaiue (e.g. records of significance to Maor
stakehoiders) are identified.

records access and

- Security’access po icy/procedures
- Policy with a recordkeeping component
- Access statements

AUDITORS NOTES

* Augit reports/reviews

* Corective action records

* Processes that Include recorakeeping

* Poiicies with a record|

* Surveys/audits of records location

* Storage contracis/reviews

Huwlmwmmm’
In terms of

prqewpmgmmmwlevsj’
How does the ensure continued
'What controis are In piace?

Have any format Issues baen identified as part of monitoring?

How are Issues identified addressed?

Have there been Issues with response times for responding to OIA or other
Information requests?

Risk (Le. nat just at |is

and usabilty?

Survey of record users identiies Individuais” ability to locate records using
the public office’s recordkeeping system(s) OR
Reguiar monitoring and reporting identiies quantities of records retrieved
when needed by the public office (within reasonable timeframes).
Reguiar audit of storage locations and conditions and reporting to public
office’s risk team and senior

'AUDITORS NOTES

contracts/reviews

ummmmmnmm’

In terms of ¢ Risk
(L.e. not Just at projectiprogramme management leve)?
[How does the organisation ensure continued accessility
and usabity?
What controis are In place?
Hmnm“mmmxpmammgv
How are issues Kentified
Have there been Issues witn response times for responding
[to OIA or other Information requests?
Survey of record users Kientifies Indhviduals’ ab ity #o Jocate
records using the public office’s recordkeaping system(s)
OR
[Reguiar mon toring and reporting identifies quantiies of
records refrieved when needed by the public office (within
reasonable tmeframes).
[Reguiar audit of storage locations and conaitions and
reporting to pubiic office’s risk management f2am and senlor
management.

Under way

Al

Completed

Under way

Al

see 6.1.1

stored offsite is routinely monttored 3s a part of
business as usual

(As per my pervious comments I G621 |Please change the ratings as Indicated In Q6.2.1

monitored but no evidence has been
provided to support this.

‘Completed lmmmemhrcu.mm Physically inspect |Evidence states that this Is routinaly IMMMTCMBWMWMGNMM

I evidence can be provided please change the rating to

change rating to none, none, undecided

ofts te storage reports to show the monttoring that takes piace on
those records. n

[ Completad and up to date. If no evidence can be provided please

UNDERWAY to COMPLETED SOME OUT OF
DATE. The rating for was consklered
appropriate. The rating for Intentions to progress
was changed from COMPLETED to PLANS IN
PLACE.

[The rating for progress was considered [The non-Judicial AUThOrTies 1n W elingion are Iocated in 3
appropriate. The rating for coverage was [secure, access-controlied bullding. Access

from NONE to ALL. The rating for exist for both TCM and JAX and are handied by the
Intentions to progress was gy (IT) section of the Minisiry of
appropriate. Justice.

[RATING CHANGE
nged from “Most' 0 "AT

The rating for was from

[RATING CHANGES
Progress changed from “Under way” to “Compieted -

R e
| Authortties.

nummmmtmmth:mh
TCM but not for shared drives. Flies can be tracked
and there Is an identifid point of contact for the:
movement of records between the non-Judicial

runrses

[The rating for was from
[UNDERWAY to COMPLETED SOME OUT OF
DATE. The rating for coverage was considered
appropriate. The rating for Intentions to progress
[was changed from COMPLETED to PLANS IN
[PLACE.

[PLANS IN PLACE.

[RATING CHANGES

[Progress changed from "Under way' to “Completed -
some out of date”

Intentions 10 Progress changed from “Completed” to
“Plans In place’

m—mm' Dunais Case Management (TCM) 6ysiem was
non-Judicial Authorities. The

marwmmmmmaﬂg
several locations. It was noted

during the aucdit that audit tralls exist for TCM but not for

shared drives. Flies can be tracked and there s an
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* Disposal

- records closed once no longer required
- requiar destruction of records authorised
- requiar fransfer of records of archival value

* Authorised retention and disposal schedule
agreements
* Legacy Records Programme agreement

* Impiementation pian (as part of Apprais3 Report)
** DISPOSAL INCLUDES BOTH TRANSFER & DESTRUCTION

Has It been done i accordance with wnentdlsposaalmﬂs’

How has this acthity been recorded?

- Lists of transfered records
- Archives New Zealahd Transfer agreément

- Disposal authorties

Has It been done In accordance with current disposal authorities?

How has this activity been recorded? What disposal
process/procedures do they have? £.9. how to dispose of
records

I no evidence please change rating to None, none, undeckied.

ensure that no new documents have been added to
[Mles. Records are also checked o ensure that the
appeal provisions set In legisiation are recognised prior
to any disposal. It was noted that a spreadsheet is
maintained to show detalls of any records which are
@isposed of. Approval for the disposal of any records is
through the Business Services Manager.

(changed from SOME to MOST. The rating for
intentions {0 progress was conskiered
appropriate.

All records are managed so they cannot be atered, | AUDITORS NOTES ‘Appiles to all records Completed [Hardcopy and electronic (TCM) records cannot be |Physically Inspect | No evidence has been provided to [Prease check nar copy Mie locations and please aiso check that [The rating for progress was changed from ]
deleted or disposed of without permission * Poiicies with a - that Include to date altered, deleted, or disposed of Inappropriately support the stated evidence no records can be deleted or altered within the TCM. [COMPLETED AND UP TO DATE to
* Processes that inciude recordkeeping - Access controis for 3l systems [COMPLETED SOME OUT OF DATE. The rating
* Access controis for records - Metadata schema’ Ist If N0 evidence can e provided for hard copy records piease for records which  |for coverage was MALLhWST, for electronic records which are driven by
- - Access and loan policy change coverage to most. are driven by the Ministry of Justice. The rating for intentions to the Ministry of
* Metadata (MD) schema - Flle tracking (paper) from COMPLETED to PLANS IN puce
* Reporting - Flle locationftransit cards If o evidence provided please change rating to ‘None, None, RATING CHANGES
* Securtty t - Securtty procedures undeckied. Progress changed from “Completed and up fo date’ to
Does the poicy determine how records are to be managed? - Audit logsitralls ‘Compieted - some out of date’
'What formats are records held in? - Monthiy'Quarterty reports changed from "AT to "Most'
How Is the authenticity of a record assured? - creation, receipt, Intentions 10 Progress “Completed” to
transmission. Plans In
Dependent on format what controis are In place?
Examples of controls for systems would be audt tralls, standard system
metadata.
Shared drive environment - Backups, and largely reflant on poicies and
procedures supported by robust mon torng OR print to flie strategy.
Hunsreluymrugnyuugnmmw
Is records management metadata persistently linked to records - eg
migration to new systems?
Are historical records In previous systems locked down so that they can be
read but not atered?
Extstence of recordkeeping controis to ensure creation of authentic
records. For example
- appropriate recordkeeping controis including version control
- metadata schema defined for business systems
- rules around the use of read-only I systems
- access and loan paiicy for documents In semi-current / controlied storage
- fle tracking for paper fles.
/An 3ssessment of records siorage has been AUDITORS NOTES 'Appiles to il records. Under way ‘Compieted Ons te storage Is regularly assessed for Question staff This shows your offs te storage Is X The rating for progress was changed from
undertaken to ensure records are stored - that - Risk. of storage appropriateness, offsite storage standards are managed, however what happens to are records stored on sesvers are they backed up and managed |seen in operation at an earler visit. [UNDERWAY to COMPLETED AND UPTO
* Physical/Dig tal storage report - Internal auditAnformation management reports. managed 3s a part of the contract with offsite mﬂnmgedumg comectly? [DATE. The rating for coverage was conskered
* Offsite storage contract - Storage assessment reports storage provider msﬂmsxomanu “The rating for Intentions to progress
* Storage pian for both physical and aig tal records - Storage contracts systems and ensures servers efc....are  |If evidence can be provided please change rating 1o completed was conskiered appropriate.
* Audit reports/reviews - Server plans MOJNJ33 Oniine storage standards compliance managed with appropriate controls. [and up to date. If not please change to undecided.
* Business continulty plansireviews - Business continuity
The facil ty In which records are stored meets the appiicable Bullding Code |- Bullding Wamrant of Fitness
and has appropriate flood and fire protection systems (demonstrated by
Code of Compilance Certificates) AND
and other s 1o the format and
size of the record.
Have records been appraised?
Where are your records stored?
- Offs te?
- Ons te?
Have both reposhiories been assessed?
7.21 |Records are revieweappralsed and stored in AUDITORS NOTES Apﬂesmarecort. Under way Completed Highly sensitive records are stored securely. Question staff momnxmnpmmuh Fﬁvemnmq)pmea? Are they stored In accordance to | Records storage at the non-Judiclal Authorities was The for progress was changed from [Records storage at the non-Judicial Authorities was seen
accordance w th thelr value and security needs * Storage review report Appraisal processes andlor reports support the stated evidence and this Is . Jthere securly and access provisions. If 50 can you please seen In operation at an earfler visit. [UNDERWAY to COMPLETED AND UP TO
* Server reports/IT Planning documents around storage -sn:gepmmmmpnysurm around value and security needs an provide evidence to show this. DATE. The rating for coverage was consklered
* Storage Contracts appraisal of records. appropriate. The rating for intentions to progress
* Fle Uists -Mgrnmpm If no evidence Is provided please change rating to none, none: was considered appropriate.
Appraisal reports extst and approved by ter, = {undecided. It evidance can be provided piease change rating to ot R I 2 e T E e boer
AND - Storage audit reportsireviews Completed and up to date. mmmlhm
g req for managing - Ciassification structure/ie listMie plan Authortties.
Information of 3 sensitive nature.
Have records been appraised? Where are your records stored? [RATING CHANGES
- Offs te? Progress changed from Underway’ to "Compieted and up
- Ons te? to aate”
Have both repostiories been assessed?
Disasier Recovery/bUsiess Continuity Fian INCludes | AUDITORS NOTES - Disaster Recovery/Business Continu ty Pian(s) [Compieted and up Compieted |Covered in e 6CP Question stan The i DUNas UNBCP attached | P52 snow how the protection and savage of physical records | It Was Noted dunng the 3ud § thal the non-Judicial [The rating for progress was changed from ‘Was noted during the audt that the non-Judcial
the protection and savage of records * Disaster Recovery/Business Continutty Pian(s) - Poilcy with a to aate (MOJNJDS3) does not cover In detall the |is Inciuded In the tribunais unit BCP. |Authortties try and update the Business Continulty Pian |COMPLETED AND UP TO DATE to [Author ties try and update the Business Continulty Plan
* Procedures for managing records during emergency (both physical and |- that Includge Tribunals Business Continuty Plan (MOJN JS3 ) protection and salvage of records. How are IT systems managed? Please ask to see the ICT every coupie of months. As a result of the audit (COMPLETED SOME OUT OF DATE. The rating |every couple of months. As a resuit of the audit
dgtal) recovery disaster recovery plan? @scussions, a Ik has bean established between the  |for coverage was changed from ALL o SOME.  |discussions, a Iink has been established batween the non-
* Checkiists (contacts and suppliers) - Off-site storage/data storage contracts Recommend using the MOJ management | non-Judicial Authorities and the Ministry of Justice | The rating for Intentions to progress was changed |Judicial Authorities and the Ministry of Justice regarding
* Offsite storage contracts - Systems survey of paper records BCP as a starting point | If evilence can be shown for ICT disaster recovery plan please  |regarding Disaster Recovery. [from COMPLETED 10 PLANS IN PLACE. Disaster Recovery.
Doss the store records for the Trbunas unit BCP for physical  |change rating to Underway/most/pians In place.
'Where are servers stored? What backup procedures In place? records. [RATING CHANGES
Are key roles for Disaster Recovery identified? [Progress changed from Completed and up to date’ to
Do staff know who to contact? Has the plan been tested? - some out of date”
|Coverage changed from "AIr to ‘Some*
fo Progress changed from "Completed to
Plans In piace’
Disaster Recovery/Business Continuity Pian is tested, MJD(TORSNOTES - Disaster Recovery/Business Continuty Plan(s) Completed [The BCP Is updated 3s required() Question stafm As per my pervious comments In Q7.2.2. |If the ICT disaster recovery plan Is 3le to be viewed, please ask | The Business Continulty Plan was used following a The rating for progress was changed from [ The Business Continuity Plan (BCP) was used following 3
and reguiany reviewed Disaster Recovery/Business Continulty Plan(s) - Testing pians and corrective actions to date t0 see how often It Is tested and reviewed? recent Welington earthquake. It was noted during the |COMPLETED AND UP TO DATE to recent We lington earthquake. It was noted during the
* Procedures for managing records during disaster (both physical and - Internal Audit reports | Tribunais Unit Business Continuty Plan (MOJNJ As the Business continuity pian does hoid audit that the non-Judicial Authonties try and update the] UNDERWAY. The rating for coverage was audit that the non-Judicial Authorities try and update the
dgtal) -uamngmmmm 53) cover In detal physical records protection |If the ICT disaster recovery plan has been tested please change | Business Continuity Pian every couple of months. As a |changed from ALL to SOME. The rating for [BCP every couple of months. As aresut of the audt
* Checklists (contacts and suppliers) that Inciude and salvage then unsure 1 this is rating to underway/mostpians In piace result of the audt discussions, a link has been Intentions to progress was changed from 3k has been between the non-
* Offsite storage/data storage contracts recovery monitored and or reviewed and no established between the non-Judicial Authorities and [COMPLETED f0 PLANS IN PLACE. Judicial Authorities and the Ministry of Justice regarding
A Disaster Management Pian that Kentifies key risks and the ways in - Ofr-site storage/data storage contracts evidence has been provided to support | If no testing or reviewing has been done piease change rating to  |the Minéstry of Justice regarding Disaster Recovery. Disaster Recovery.
which those risks should be mitigated or responded to Is In place, tested, this. none, none, undeckied.
monitored and reviewed. Covers all records. [RATING CHANGES
Doss the store records Progress changed from “Compieted and up to date' to
'Where are servers stored? What backup procedures In place? Under way
Are key roles for Disaster Recovery identified? Coverage changed from “A [ to “Some”
Do staff know who to contact, have they had training? Has the pian been Intentions to Progress changed from “Completed to
tested? "Plans In place’
How often Is the plan tested?
Storage arrangements for records are monitored and | AUDITORS NOTES - Storage [Compieted and up Compiéted [see7.12 Question stal | No evidence has been provided 1o How often are fies assessed 10 ensure s amangements are | Records storage at the non-Judiclal Authorties was [Records storage at the non-Judiclal Authortties was seen
reguiarty reviewed * Storage Plan - Meda or hardware assessments to cate support this apart from some contractual |stil Mt for purpose? Do lists get monttored and audited?
“Fle ists - Disposal Autnority documents from Onine securty.
* Plan/Strategy that Includes storage of - €D
* Disposal Authorities - MonthiyiQuarterty reports on storage areas and
* Deferral Agreement - only required for records of archival vaiue over 25 [requirements If no evidence or process can be provided shown please change
years oid. rating to None, None, undecided.
Have records been appraised and those of archival value identified?
Do Ists identify year ranges of records? There backup backup procedures
Do Ists identify formats of records? and practices for electronic records which are driven by electronic records which are driven by the Ministry of
Have disposal authorities been mapped to file lists? the Ministry of Justice. Justice.
Have records been assessed 10 ensure they are stored on the appropriate
5.12 |Reguiar and eMcient disposal of the organisation's AUDITORS NOTES - Disposal Impiementation pian/schedule Completed records are routinely disposed of In accordance | Question stafm The evidence provided reiates to the core |How Is disposa planned? How Is disposal criteria applied? How |All isposal of records s carmied out through On-Line | The rating for progress was changed from [All isposal of records Is carried out through On-Line
records Is planned and documented * implementation Plan (Disposal) - Monitoring and review schedule to cate with the schedule) duties of the operational support person  |requiarty is disposal actvity implemented. Securtty. Al records are checked prior fo disposal to | COMPLETED AND UP TO DATE to Securtty. All records are checked prior to disposal to
- that Includes - Transter agreements. letter of expectation (MOJNJ 72) but does not show that regutar and ensure that no new documents have been added to  |UNDERWAY. The rating for coverage was ensure that no new documents have been added to flles.
* Business class fication structure/Mie lists - Business classification /Mie listMie plan efMclent disposal Is planned and If evidence can be provided rating can remain the same. fies. Records are also checked 10 ensure that the considerad appropriate. The rating for intentions  |Records are also checked to ensure that the appeal
* Mapping of General Disposa Authority and Public Office’s core business |- Evidence lists of disposed records documented. appeal provisions set In legisiation are recognised prior |to progress was changed from COMPLETED to  |provisions set In legisiation are recognised prior to any
records Disposal - Disposal authortties If no evidence or Imited evidence piease change rating to none,  |to any disposal. It was noted that a spreadsheet is [PLANS IN PLACE. disposal. It was noted that a spreadsheet is maintained to
Disposal occurs on a regular basls. Recommend that Disposal becomes a none, un maintained to show detalls of any records which are show detals of any records which are disposed of.
Records do not bulld-up unnecessarily. planned event and procedures and disposed of. Approval for the disposal of any records s Approval for the disposal of any records Is through the
Disposal schedules are reviewed and revised following expiration. processes are documented In the through the Business Senvices Manager. Business Servicas Manager.
Evidence that regular transfers to Archives New Zealand are planned. operational support procedural manual
What Is the process for disposal? and training gven. RATING CHANGES
disposal part of the annual business planning? Pwssmzlgeumm “Compieted and up fo date’ to
How Is disposal
How reguiarl Is disposal acthvty Implementea? mbmwm “Completed” to
- General Disposal Authority disposal? "Plans In place’
- Agency Disposal Author ty disposa?
Disposal and are AUDITORS NOTES |- Disposal procedure’s Under way [Pans nplace [see .12 Check No evidence has been provided fo back | How Is disposal monitored? [All dsposal of records is carmied out through On-Line | The rating for progress was considered [All Gisposal of records Is carried out through On-Line.
and In use reguiarly * Procedures that Include recordkeeping - Lists of destroyed records documentation up this rating or stated evidence. Has there been any disposal activity? Security. All records are checked prior to disposal to  |appropriate. The rating for coverage was Securtty. All records are checked prior to disposal to

Wunmumm:mn

Senvices Manager.

[RATING CHANGE
Coverage changed from “Some’ 1o “Most’
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‘All records 25 years of age and over which are stil
required by the organisation are covered by a deferral
of transfer agreement

AUDITORS NOTES

* Deferral of transfer agreement

* Systems that manage records documentation

* Review reports

Does the organisation have any records that are 25 years of age o over?
Check Archives NZ documentation.

Deferral process exists - including templates & sign-off process.
Register of disposal actions identifies reasons for deferral and the
individualirole accepting the deferral recommendation.

Deferred Transfer Agreement exists.

Administration arrangements for pub ic access to public records over 25
years of age are documented.

~ Deferral of transfer agreement
- List of records 25 years of age and over

Under way

Completed

No records over 25 years of age

Question staff

‘As no deferral of transfer agreement is in
place please change rating to reflect this.

Please change rating to None, None, None

It was noted during the aud t that there are currently no
records 25 years and older which are required by the
non-Judicial Authorities. Some records 25 years and
older (e.g. the Erebus Royal C¢ of Enquiry)

The rating for progress was changed from
UNDERWAY to NONE. The rating for coverage
was changed from ALL to NONE. The rating for

are at Archives NZ. The non-Judicial Authorities are
not currently seeking a deferral of transfer.

to progress was changed from
COMPLETED to NONE.

It was noted during the audit that there are currently no
records 25 years and older which are required by the non-
Judicial Authorities. Some records 25 years and older
(e.g. the Erebus Royal Commission of Enquiry) are at
Archives New Zealand. The non-Judicial Authorities are
not currently seeking a deferral of transfer.

RATING CHANGES

Progress changed from “Under way’ to *None'
Coverage changed from "Al' to "None'

Intentions to Progress changed from *Completed' to
“None'

Records management data about disposal of records is

retained for as long as required

AUDITORS NOTES

* Procedures that include recordkeeping

* Disposal process / procedures include

- lists / evidence of destroyed records and metadata (req 5.6)

- regular destruction of records authorised

Disposal Authority

Is records management data about disposal documented? s it included in
the appraisal report or system specifications for digital records.

~Register of disposal actions and metadata
- Disposal procedures (for all formats)

- Disposal Authorities

- Documented destruction methods

to date

Completed and up

Completed

managed in spreadsheets

Check

‘Again no evidence provided to back up
the stated evidence.
This questions covers all records formats.

Please ask to see managed spreadsheets to see that disposal
metadata (req 5.6) is documented for records. How is disposal
metadata kept for electronic/digital records that have been
destroyed?

If spreadsheets show that metadata around disposal actions is
documented for physical records but not electronic/digital then
rating needs to be changed to some.

If both electronic/digital and physical disposal actions are
documented rating can remain the same.

All disposal of records is carried out through On-Line
Security. All records are checked priorto disposal to
ensure that no new documents have been added to
files. Records are also cheeked to ensure that the
appeal provisions set in legislation are recognised prior
to any disposal. It was noted that a spreadsheet is
maintained to show details of any records which are
disposed of. Approval for the disposal of any records is
throuigh the Business Services Manager. A copy of the
Spreadsheet was requested during the audit and is to
be provided.

The rating for progress was considered
appropriate. The rating for coverage was
considered appropriate. The rating for intentions
to progress was considered appropriate.

All disposal of records is carried out through On-Line
Security. All records are checked prior to disposal to
ensure that no new documents have been added to files.
Records are also checked to ensure that the appeal
provisions set in legislation are recognised prior to any
disposal. It was noted that a spreadsheet is maintained
to show details of any records which are disposed of.
Approval for the disposal of any records is through the
Business Services Manager. A copy of the spreadsheet
\was requested during the aud t and is to be provided.

Disposal procedures and processes are montored and

reviewed

AUDITORS NOTES

* Disposal procedures/processes w th review dates
* Disposal register

* of disposal pt

* Systems with disposal i

Disposal schedules are reviewed and revised as required.

Evidence that regular transfers to Archives New Zealand are planned.
What is the process for managing disposal?

Is disposal part of the annual business planning?

How is disposal activity recorded/reported?

How regularly is disposal activity implemented?

- General Disposal Authority disposal?

- Agency Disposal Author ty disposal?

~ Disposal procedures/processes

- Disposal schedule

- Monitoring and review schedule

- Transfer agreements

- Disposal authorities

- Monthly/quarterly reports on disposal

to date

Completed and up

Completed

managed in spreadsheets

Question staff

Unsure how this can be completed and
up to date/all/completed when disposal
procedures and processes are sti to be
documented.

This rating needs to be changed to reflect that not all disposal
procedures have been created and implémented $o therefore
cannot be monitored. Please change rating to none, none
undecided.

All disposal of records is carried out through On-Line
Security. All records are checked prior to disposal to
ensure that no new documents have been added to
files. Records are also checked to ensure that the
appeal provisions set in legislation are recognised prior
to any disposal. It was noted that a spreadsheet is
maintained to show details of any records which are
disposed of. Approval for the disposal of any records is
through the Business Services Manager.

The rating for progress was changed from
COMPLETED AND UP TO DATE to
UNDERWAY. The rating for coverage was
considered appropriate. The rating for intentions
to progress was changed from COMPLETED to
PLANS IN PLACE.

All disposal of records is carried out through On-Line
Security. All records are checked prior to disposal to
ensure that no new documents have been added to files.
Records are also checked to ensure that the appeal
provisions set in legislation are recognised prior to any
disposal. It was noted that a spreadsheet is maintained
to show details of any records which are disposed of.
Approval for the disposal of any records is through the
Business Services Manager.

RATING CHANGES

Progress changed from “Completed and up to date' to
“Under way'

Intentions to Progress changed from “Completed' to
*Plans in place’
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Ministry of Justice - Rating changes

No. Question Risk Progress Coverage Intentions to [Evidence Rating changes
Progress

1.1.1 |Recordkeeping is a directive from the Operational |Under way All Completed Recordkeeping and information security policies are Progress changed to Completed
Chief Executive to management and endorsed and promulgated by the CEO and up to date
staff

Information security policy (MOJNJ 30) Records
Management Policy ( MOJNJ 16) MOJ Code of Conduct
(MOJNJ 47)

1.1.2 |Systems used to create and maintain Operational |Under way Some Plans in place Recordkeeping system documentation is maintained and |No change

records are identified and documented regularly reviewed
IMS Desk File (MOJNJ 03)
1.2.1 |Strategic/business plans include records |Strategic Under way All Completed Information management and recordkeeping are Progress was changed to
management objectives and risks included in key MOJ strategies(] completed and up to date
Business Strategy (MOJNJ 078), Privacy Strategy
(MOJNJ 02), IM Information Strategy (MOJNJ 05),
Justice Information Strategy (MOJNJO6) ISSP (MOJNJ
17)

1.2.2 [Procedures that include records Operational [Under way Most Plans in place Records management procedures and guidelines are Progress was changed to
management have been documented documented and published on the intranet for use by all [completed - some out of date.
and are in use staff. Coverage was changed to All

Intentions to progress was
RM guidelines naming conventions (MOJNJ 21), RM changed to Completed.
guidelines Creating Records (MOJNJ 22), RM guidelines
managing records in shared drives (MOJNJ23), RM
guidelines. managing email (MOJNJ24) Metadata
standards (MOJNJ 19) Metadata chema (MOJNJ 20)

1.3.1 |Policies and procedures that include Operational |Under way Most Completed RM policies are published on the intranet and regularly |Progress was changed to
records management are monitored and reviewed/updated as necessary(] completed - some out of date.
regularly reviewed

Policy schedule (MOJN12)
2.2.1 [Staff assigned to records management |Operational |Completed and |All Completed Training is delivered online and available to all staff. no change
have been given appropriate training up to date Specific onsite training for business units is delivered on
an as required basis by IDM staff
Training module (MOJNJ 15)
2.3.1 [Development of staff assigned to Operational |Completed-and...~|All Completed Development is monitored and regularly reviewed as a  |no change

records management is monitored and
regularly reviewed

up to date

part of the PDP process(]

Representative PDP for Senior Information advisor
(MOJNJ 11)
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4.1.1 |Monitoring of records management Reporting Completed and  |All Completed Legislative compliance is documented and monitored on |no change

compliance is documented up to date a quarterly basis
Legislative compliance statement (MOJNJ 83)

4.2.1 |Policies, procedures and processes that [Reporting Completed and  |All Completed See 3.2.1 no change
include records management are up to date
monitored and regularly reported on Policy expiry and renewal document (MOJNJ 12)

5.1.1 [Records management requirements are [Compliance [None None None Currently lack the records management maturity and Progress was changed to
identified in business processes and tools to achieve this underway. Coverage was changed
functions to Most. Intentions to progress was

changed to plans in place.

5.2.1 [Records are captured routinely, Compliance |Under way Some Plans in place Official Ministry hard copy and Jukebox.records are Progress was changed to
documented and organised according to compliant but shared drives are not Completed - some out of date.
the organisation's business Coverage was changed to all.
requirements Intentions to progress was

changed to completed.

5.3.3 [Disposal authorities are mapped to Strategic Under way Some Undecided Disposal authorities areilinked to the business Progress was changed to
systems that create and maintain classification structure in Jukebox for electronic and hard |Completed - some out of date.
records copy. Notin shared or other drives( Coverage was changed to all.

Intentions to progress was
see®.3.1 changed to completed.

6.2.2 [Access to sensitive and restricted Compliance |Under way Some Plans in place no change
records is provided in accordance with
the appropriate legislation or security
classification

s 9(2)(ba)(i)
8.2.2 |All records 25 years of age and over Compliance |Under way Some Completed The Ministry of Justice has one current Deferral of Progress was changed to

which are still required by the
organisation are covered by a deferral of
transfer agreement

Transfer (DT) in place. This is DT33 and it covers
Adoption registers and case files. 2014/15 work
programme includes work on new authorities

see Archway

Completed - some out of date.
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Non-Judicial Authorities - Rating changes
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Intentions to

No. Question Risk Progress Coverage Progress Evidence Audit Findings Uploaded to CSAA
Recordkeeping is a directive from the Chief Executive . Recordkeeping policies are endorsed and promulgated by the CEO[] RATING CHANGES N TN ,
1.11 Operational |Under way All None . Progress changed from_“Under way' to "Completed and up to date
to management and staff records management policy (MOJNJ 16) ) N BN .
Intentions to Progress changed from “None' to "Completed
Records are largely managed in TCM _(do_cumented by IC_T), and RATING CHANGES
L shared drives, the management of which is documented in manuals . RN ,
Systems used to create and maintain records are . ) Progress changed from "Under way' to "Completed and up to date
11.2 | - Operational |Under way Some Completed and desk files < R
identified and documented Coverage-changed from "Some' to "All
TCM screenshots (MOJNJ 58)
No formal policy documents covering records management are in use,
but there is some coverage in day-to day administration documentation RATING CHANGES
Policies that include records management are . LAT procedure manual (MOJNJ 59) PSPLA refund procedure (MOJNJ N R .
1.1.3 . Operational |None All None Progress changed from "None' to "Completed - some out of date
documented and in use 60) PSPLA CM processes (MOJNJ 61) PSPLA Procedure Manual Intentions to Proaress chanaed from *None' to “Plans in place'
(MOJNJ 62) PSPLA annual return procedure manual (MOJNJ.64).RA 9 9 P
procedure manual (MOJNJ 65)
. . . The tribunals Unit business continuity plan covers risk around paper RATING CHANGES
Strategic/business plans include records . . . h ) . o . D ,
1.2.1 o . Strategic Under way None None records, other risk and strategic planning documentation is maintained |Coverage changed from "None' to "Most
management objectives and risks . . N RN . .
inICT Intentions to Progress changed from "None' to "Plans in place
Desk files and manuals for non-judicial tribunals include procedures
. around records management RATING CHANGES
1.2.2 Procedures that include records management have Operational |Under wa Some Completed Coverage changed from "Some' to "Most'
- been documented and are in use P y P SAA desk file (MOJNJ 67) ACC Case Manager's manual (MOJNJ 70) Intentiogs to Prg ress changed from “Completed' to “Undecided'
WHT Manual (MQJINJ 71)PSPLA Tribunal Manual (MOJNJ 63) SSAA 9 9 P
Case Manager Manual (MOJNJ 66)
Policies and procedures that include records RATING CHANGES
131 P : . Operational |Under way Most Completed Monitored and reviewed on an adhoc, as required basis Coverage changed from "Most' to “Some'
management are monitored and regularly reviewed : N R . .
Intentions to Progress changed from "Completed' to "Plans in place
L . . ICT Risk Register RATING CHANGES
Objectives and risks that include records . . N ,
1.3.2 management are monitored and reqularly reviewed Compliance |Under way Some Completed Coverage changed from "Some' to "Most
9 9 y ICT Risk Register (MOJNJ 73) Intentions to Progress changed from “Completed' to "Plans in place'
Records management responsibilities are documented in job
. . . Completed and up descriptions and letters of expectation for operational and
2.1.1 [Records management is resourced appropriately Strategic 1o date Most Completed administrative staffLetter of expectation Support Officer, Tribunals No change
(MOJNJ 72)
2.1.2 |Responsibility for records management is assigned |Compliance tC(:)o(;zl[:(leeted and up All Completed see 2.1.1 No change
On-the-job training is given to staff with recordkeeping responsibilities,
Staff assigned to records management have been . Completed and up and the M.OJ training module is avallable,_a_lthough itis relatively new
221 | . - Operational Most Completed and there is scope for more structured training No change
given appropriate training toldate
Training module (MOJNJ 15)
RATING CHANGES
231 Development of staff assigned to records Opertion! Completed and up Al Completed Development of staff with recordkeeping responsibilities is regularly Progress changed from "Completed and up to date' to "Under way’

management is monitored and regularly reviewed

to date

monitored and reviewed as a part of each staff member's PDP

Coverage changed from "All' to "Most'
Intentions to Progress changed from “Completed' to "Plans in place'




Budget planning considers resourcing and

Budget planning includes staff with recordkeeping responsibilities as

RATING CHANGE
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23.2 improvements for records management Strategic Under way Al Completed well as offsite storage management and maintenance Progress changed from “Under way' to “Completed and up to date'
RATING CHANGES
Staff understand their obligations to create and . Recordkeeping responsibilities are documented in procedures and Progress changed from “Under way' to “Completed - some out of date’
3.1.1 o ST Operational |Under way Some Completed < AR
maintain records of the organisations' activities manuals and well understood by the staff who use them Coverage changed from_Some' to "All
Intentions to Progress changed from “Completed' to "Plans in place'
Staff receive regular records management training in: . . . . .
L . . . Staff receive training as required, including through procedure manuals
3.2.1 |- policies, procedures and practices Operational |Under way Some Plans in place ) No.change
T o and desk files. See 1.2.2
- organisation specific tools and systems
Records management training needs are monitored through the
- . performance management process, and the MOJ training module is
Records management training needs for all staff is . . ; . . .
3.3.1 - . Operational |Under way Some Plans in place |available, although it is relatively new and there is scope for more No change
monitored and regularly reviewed L
structured training
Training Module (MOJNJ 15)
RATING CHANGES
411 Monitoring of records management compliance is Reporting None None None Records_ management compliance monitoring is mainly confined to the |Progress changed from !\lone Ito ‘Under way
documented larger tribunals Coverage changed from "None' to "Most
Intentions to Progress changed from “None' to “Plans in place'
Policies, procedures and processes that include T .
- . . Records management procedures and precess monitoring is mainly
4.2.1 |records management are monitored and regularly Reporting Under way Some Plans in place : - No change
confined to the larger tribunals
reported on
43.1 The ef_f_ectlveness of the rgcords management Reporting None None None There is no formal assessment of records management capability. No change
capability of the organisation is regularly assessed
Records management requirements are incorporated into desk files
and.procedure-manuals
5.1.1 EE;?]Z‘SSSm?;;ii?:g;??;:ﬁ{gﬁzts are identified in Compliance |Under way Some Undecided Legal Complaints Review Officer 1.2 part 2 (MOJN 74) Legal No change
P Complaints Review Officer 1.0 (MOJNJ 75) Legal Complaints Review
Officer 1.3 Part 3 (MOJNJ 76) Legal Complaints Review Officer 1.1
(MOJNJ 77)
512 Records of gll business activities are managed within Compliance |Under way Some ans in place TCM and JAX are syste_n_m_‘, that are used to appropriately manage No change
the appropriate systems records of business activities
Records are captured routinely, documented and Completed and u Records are routinely captured and organised, in appropriate case
5.2.1 |organised according to the organisation's business  [Compliance o da?e P (An Completed management systems and through print and fileTCM screenshots No change
requirements (MOJNJ 58)
529 Records management data is assigned, documented Operational |Under wat Some Plans in olace Records management data is captured in the TCM system, which also No change
o and is in use P Y P includes the ability to audit dataTCM screenshots (MOJNJ 58) 9
5.3.1 Record§ management data is maintained, monitored Operational® .|Under way Some Plans in place |see 5.2.2 No change
and reviewed
Svstems that create and maintain records are TCM is regularly monitored and reviewed where necessary (for
5.3.2 Y Strategic Under way Some Plans in place |example, where business requirements change or system functionality |No change

monitored and regularly reviewed

is upgraded)




Disposal authorities are mapped to systems that

Disposal authorities are applied manually in the absence of technical

RATING CHANGES Sof4

Progress changed from “None' to “Under way'

533 create and maintain records Strategic None None None functionality to apply disposition Coverage changed from “Nong"to,"Some'
Intentions to Progress changed from "None' to "Plans in place'
6.1.1 Access _to and use of records is managed within the Operational |Under way Most Plans in place Electr_omc and phy_sncal_ access is appropriately managed, physical RATING CHANGE ) .
appropriate systems security for paper files is in place. Coverage changed from. Most' to “All
Sensitive and restricted records are identified, . Case file procedures are used to identify and manage sensitive and RATINGERANGES N e~ \
6.2.1 Compliance |Under way All Completed X Progress.changed from "Under way' to "Completed - some out of date
documented and controlled restricted records : < RN : :
Intentions to Progress changed from "Completed' to "Plans in place
Access to sensitive and restricted records is provided RATING CHANGES
6.2.2 [in accordance with the appropriate legislation or Compliance |Under way All Completed see 6.1.1 Progress changed from “Under way' to “Completed - some out of date'
security classification Intentions to Progress changed from "Completed' to "Plans in place'
6.2.3 Records 25 years of age or older are covered by an Compliance |None None None Not applicable (no records over 25 years) No Change
Access Authority
6.3.1 The_ablllty to_Iocate and use records is monitored and Operational |Under way All Completed Ab|||t_y to locate records in TCM, and records/stored offsite is routinely Intentions to Progress changed from “Completed" to Plans in place’
routinely audited monitored as a part of business as‘usual
RATING CHANGES
All records are managed so they cannot be altered, . Completed and up Hardcopy and electronic (TCM) records cannot be altered, deleted, or |Progress changed from “Completed and up to date' to "Completed - some out of date’
7.11 : . o Operational All Completed . . [ AN \
deleted or disposed of without permission to date disposed of inappropriately Coverage changed from "All' to "Most
Intentions to Progress changed from “Completed' to "Plans in place'
Onsite storagenis regularly assessed for appropriateness, offsite
An assessment of records storage has been storage standards are managed as a part of the contract with offsite
. . RATING CHANGES
7.1.2 |undertaken to ensure records are stored Compliance |Under way All Completed storage provider , e ,
. Progress changed from ‘Underway' to 'Completed and up to date
appropriately
MOJNJ33 Online storage standards compliance
Records are reviewed/appraised and stored in . . " RATING CHANGES
2.1 accordance with their value and security needs Strategic Under way Al CompId Highly sensitive records are stored securely. Progress changed from ‘Underway' to 'Completed and up to date'
Covered in the BCP RATING CHANGES
Disaster Recovery/Business Continuity Plan includes . Completed and up Progress changed from 'Completed and up to date' to 'Completed - some out of date'
7.2.2 . Operational All Completed A ,
the protection and salvage of records to date . . - Coverage changed from 'All' to 'Some
Tribunals Business Continuity Plan (MOJN J53) . ; Ve . ,
Intentions to Progress changed from 'Completed' to 'Plans in place
RATING CHANGES
Disaster Recovery/Business Continuity Plan is tested, _ Completed and up The BCP is updated as required(] Progress changed from f:otnplt?ted ar]d up to date' to "Under way'
7.3.1 monitored and reaularly reviewed Operational to date All Completed Coverage changed from "All' to "Some
9 Y Tribunals Unit Business Continuity Plan (MOJNJ 53) Intentions to Progress changed from "Completed' to "Plans in place'
739 Storage arra_ngements for records are monitored and Strategic Completed and up Al Completed see 7.1.2 No change
regularly reviewed to date
Records have been appraised and disposal Completed and u In place
8.1.1 PP P Compliance P P lan Completed No change

authorities agreed

to date

DA 415 Tribunals Unit Disposal Authority (MOJNJ 54)




Regular and efficient disposal of the organisation's

Completed and up

records are routinely disposed of in accordance with the schedulel
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RATING CHANGES

8.1.2 records is planned and documented Operational to date All Completed letter of expectation (MOINJ 72) Progrt_ass changed from "Completed a‘nd up to dalte tp Und_er way’ .
Intentions to Progress changed from "Completed' to "Plans in place
8.2.1 Dlsppsal procedures and processes are implemented Compliance |Under way Some Plans in place  |see 8.1.2 RATING CHANGE ) o '
and in use regularly Coverage changed from. Some' to "Most
All records 25 years of age and over which are still RATING L CES . s ,
. . . Progress changed from “Under way' to "None
8.2.2 [required by the organisation are covered by a deferral [Compliance |Under way All Completed No records over 25 years of age AN e s ,
of transfer agreement Coverage changed from "All' to "None
9 Intentions'to Progress changed from “Completed' to "None'
8.3.1 Recor_ds management data apout disposal of records Operational Completed and up All Completed managed in spreadsheets No change
is retained for as long as required to date
Disposal procedures and processes are monitored Completed and u RATING CHANGES
8.3.2 P P P Operational P P (A Completed managed in spreadsheets Progress changed from "Completed and up to date' to "Under way'

and reviewed

to date

Intentions to Progress changed from “Completed' to "Plans in place'






