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A Just Culture Policy

Policy: A ‘Just Culture’

Purpose

The purpose of this policy is to improve patient safety at CM Health. Staff should feel safe

and supported when voicing concerns about issues regarding their own actions or those in X,

the environment around them. This includes feeling able to report incidents of patient harm f&&»

without fear of reprisal. Furthermore a just culture signals that such incidents will be OQ

investigated in a way that the underlying systemic failures are identified and rectified, \/

rather than apportioning individual blame. In this way the just culture supports impr

patient safety.

\fb{\

@ Note: This policy must be read in conjunction wi h CM
Health policies; Open Disclosure with Pa,t.fe}};s Policy,

Incidents Process and Resolution Poli,o?\é:ﬁ)d the CMDHB

code of conduct (\b v

r\'/‘)'
Beope \g
This policy is applicable to all CM Health employees ime, part-time and
bureau), contractors, visiting health professionals and { nts working in any CM
Health facility.

7/

&

CM Health principles of a just cultung\
;00
e Acknowledges that ﬁrst(tx@?foremost CM Health staff strive to deliver ever safer
and more effective care
e Constructive criticﬁs{gwhich is offered in good faith, with the intention of
improving patiehf’care or patient advocacy, is appropriate professional behaviour
e (M Health co’yxmts to holding individuals accountable for their own performance
in accor with their job responsibilities and our core value of care and respect
for b tients and other staff. However, individuals should not carry the burden
for systém flaws over which they had no control.
o @it and just culture organisation is one that learns and improves by openly
ntifying and examining its own weaknesses.
E}Q CM Health will act to improve patient safety by implementing change based on our
analysis of adverse events and potential patient harm, and is committed to assigning
responsibility for implementing identified actions to specific individuals or groups.
e CM Health will inform patient and family members, healthcare providers,

leadership and Board members about actions that have been taken to improve
patient safety.
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A Just Culture and incident reporting:

A fair and just culture means applying a systems approach to the investigation of patient
harm. This approach recognises that all individuals are error prone and that the optimum
way to improve patient safety and learn from adverse events, is through staff feeling safe to
voice their concerns, report errors and to investigate the underlying causes of such errors.
A Just Culture policy means fair-minded treatment, having productive conversations, and
creating effective structures that encourage people to reveal their errors and help the

organisation learn from them. ’&),&’
e Building a culture of trust that supports transparent and open communication OQ%
e Establishing a supportive work environment where learning from experience is , \/
valued, and lessons and best practice are shared <
e Ensuring staff are familiar with their role and the roles of others regardin ident
and accident reporting Q

e Promoting systems thinking with an understanding of active and la{&rg system
failures; a commitment to a transparent investigation process @entify these
failings; and a commitment to improve the underlying syste\@éaknesses that
contributed to patient harm

e Actively support the implementation of corrective actig§§of system weaknesses
and risk mitigation activities ’\/

e Promptly escalating incidents of actual or potenﬁ{%arm where there is significant
risk to patients and/or the organisation S\

: <
It recognises: <

/7
e Adverse events are frequently the re@h; of inadequate systems or complex system
errors

e Despite best efforts of compe{@?and caring professionals adverse events occur

e Blaming individuals doe{t@ improve patient safety and may harm organisational
learning from errors C

<O
A Just Culture and professional behaviour:
e Upholding st{%ards of respectful behaviour as a core CMDHB value.

e Holdin .}g‘fto account when they display intimidating or disruptive behaviour
that ines patient safety activities

o %ﬁslishing and supporting an organisational procedure to address intimidating
/or disruptive behaviours
0(\

idating and disruptive behaviours in healthcare organisations can contribute to
edical errors, poor patient satisfaction, preventable adverse outcomes, and increase the

\Q:b cost of care and staff turnover." The A Just Culture policy is supported by CM Health’s
KQ/ shared values which underpin the organisation’s expectations of every employee’s
behaviour. Patient safety and performance of the health care team are improved by every

! The Joint Commission. Sentinel Event Alert, issue 40, July 9 2008. www.jointcommission.org.
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employee consistently behaving in accordance with organisational values of Care &
Respect, Teamwork, Professionalism, Innovation, Responsibility and Partnership.

Responsibilities:
All Employees:

All employees of CM Health are expected to share in the commitment to the A Just )
Culture policy and are expected to contribute through: Q

e Supporting the principles of a just culture *
e Upholding the standards of respectful behaviour as a core CM Health Val%Q/

e Taking a systems approach to errors and focusing on the “how and why”’ o

n
incident or accident rb{\

e Ensuring they are familiar with their role and the roles of others i @ ards to
reporting incidents, accidents and near misses

e Encouraging and supportlng their colleagues and other st ﬁ%ﬂbers to report
incidents and near misses
e Actively participating in investigations of incidents aa@]lear misses if
required/requested
e Promptly escalating incidents or accidents of 2@\1¥~
significant risk to the organisation
Management/Leadership: \QJ

or potential harm where there is

“It is the responsibility of Leaders to suppo ’%be consistent delivery of “Just Culture’
behaviours. Also the organisation has a r&ponsibility to provide the learning and
development required to make such a 6qure happen.” Geraint Martin CEO (2009)

N
>
Exclusions S\O

This policy does not \Iy when incidents occur as the result of an intentionally unsafe act
involving the folloy

1. Acri SQ}\Act

2. Thetse of illicit drugs or alcohol

3. Q@)ﬂeliberate unsafe act

Zl.b Deliberate patient harm

< Intentionally unsafe acts are dealt with through avenues other than those defined in this

\Q:b policy.
<
<
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NZ Legislation

Code of Health and Disability Services
Consumers' Rights Regulation 1996

CMDHB Clinical Board Policies IncidentsProcessandResolutionPolicy ’{,&'
OpenDisclosurewithPatients—Policy Qrb
Codeofconduct-Policy N\ 9

Referen Evi

nceBasedPracti Afb

The Joint Commission. Sentinel Event Alert, issue 40, July 9 2008.

WWW. ]O Intcommission. org. Qr\/

Marx, David: PatientSafetyandthe‘JustCulture” APrlmerforHealtthﬁ‘EE<)

Executives (2001)

r\/b

Institute of Medicine: ToErrisHuman:Buildin,anaferHealtth@?e\m.

(1999)

S\\)

Dana-Farber Cancer Institute: PrinciplesofaFairande&ulture (IHI Patient Safety Officer

Program 2009)

&

Connor M, Duncomb D, Barclay E et al. C ?\g a Fair and Just Culture: One institutions path

toward organisational change. The Joi

33:617-624

v mission Journal on Quality and Patient Safety. 2007;
T\QD Quality y.

Frankel AS, Leonard MW ]ﬁn am, CR. Fair and Just Culture, Team Behaviour and
to

Leadership Engagement: éi
2006; 41 (4) Part II. 1@@-

Fair and Just C&:&&e\,

708
N

ols to achieve high reliability. Health Services Research

Team Behaviour and Leadership Engagement: The tools to achieve

high rehab111® rankel, A et al. Health Services Research 2006; 41 (4) Part I1. 1690-1708

N VT NPT
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Incident

An event or circumstances which could have, or did,
result in:

e Unintended or unnecessary harmto a person
e And/or complaint
e [oss or damage

Adverse Event

An incident that has resulted in unanticipated death or
major loss of function not related to the natural course
of'the consumer’s illness or underlying condition.

Root Cause Analysis (RCA)

A systematic repetitive process whereby the factors th@
contribute to an incident are identified by reconstructing
the sequence of events and repeatedly asking >

until the underlying root causes have been determined.

KQ“
x.
W
&
NG
K
E}Q/
52

\&
<
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Policy: Code of Conduct

Overview

Abstract This document outlines the standards of behaviour and performance ,Z’S,&’
expected of our employees in order to achieve CMDHB’s Vision and N
Values. \9

N

Contents This document contains the following topics: Q
Topic ,\\)A See Page
INtroduction ...........eeeeiiieeiiiiiiiiiieee e Q’}, ................. 2
GUIAEIINES......eeieeeiiiiieeeiiiee e (O ........................ 3
Reference Information ...........cccceeeevniinennns ’)DQ ............................ 5
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Code of Conduct
Introduction
Purpose The purpose of this document is to formally document CMDHB’s
expectations of employee standards of behaviour and performance.
Appropriate performance and behaviour of employees has a major \’J&
influence on positive outcomes for patients, other employees and the QQ}
community we serve. O
N
o)
Scope The contents of this document apply to all dealings between CM and

its employees. Qrb{\
Q
W,Qq/
©
%Q
8%

o
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Guidelines

Code of We expect an appropriate standard of conduct from you. This means:

Conduct

Guidelines e Performing your tasks well, and fulfilling your responsibilities to the Qv

required standards OQQ}
e Behaving in accordance with our shared values. *\’
<
CMDHB is committed to resolving employee problems as early a@

possible and ensuring that fairness is a key principle. Q

All those with responsibility for leading and supervising ot‘hér must
ensure that their people:

e Know what is expected of them and to what m}@ard

e Are given adequate training, advice and@)@lselling to enable them
to reach that standard “V

e Receive adequate training and s@;ion when required to perform

a new task
N

¢ Are informed promptly of.any areas for improvement or correction

e Are given every reas@'}%ﬁle opportunity to improve their
performance.

It is the responsibi ’&,\)f CMDHB to address performance problems, and
for the employe espond by helping to identify the reasons for the
performance 6&@ lem(s) and making every effort to improve.

If perfi r}n%ce problems arise, coaching, training or counselling may be

required: a two-way dialogue to reflect shared responsibility for achieving
é{;’\e}\ﬁifed performance.

KQf this is unsuccessful, the disciplinary process may be invoked.
6@ Misconduct, poor performance or inappropriate behaviour will need
Q prompt intervention.
O

@E> Continued on next page
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Guidelines, Continued

Types of The normal forms of intervention are:
Intervention

&

Counselling and/or team involvement >
A
e Formal statement of expectations and consequences

O

A\

e Redeployment into a position carrying less responsibility/ or @&%
or restructuring of current position

| | o )
e A sequence of Warnings, or a Final Warning if appropmﬁg>

e Termination with notice or summary dismissal Qq/g
Employees should familiarise themselves wﬂ@he Discipline and
Dismissal Policy, which gives examples olfa;isconduct, serious

misconduct and poor performance. T{Konlicy is available on our
Intranet. S\

Q
J

4

0

&Y
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Reference Information

Related
documents

Other documents relevant to this policy/process/procedure are listed below:

Title
Employment Relations Act (2000)
Race Relations Act (1971)
Human Rights Act (1993)
Treaty of Waitangi .
Discipline & Dismissal Policy \
Discipline & Dismissal Proce(}uﬁs\
Recruitment A o
Tikanga Best Practice 'P\(q‘l}v
Harassment Prevention, Policy
Code of Conductff&bf\/IDHB Board and
Committee M g Policy
° Engagemep(%vontractors and Consultants
Policy
CMDHB Yision and Values
o \J

N\
KQ/

Type
NZ Legislation

o
l\e\\

CMDHB Policy / Procedure

Other

4

&

PP (full na ve read and agree to comply with the above
expected standards of behaviour and rmance.

>

<
C)
o
\&
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Policy: Bullying and Harassment Prevention and Response

Purpose
The purpose of this policy is to provide:
e clear statements regarding Counties Manukau Health’s zero tolerance
towards workplace harassment, bullying and discrimination

e an overview of the processes for reporting of and dealing with harassment, ,{}&,
bullying or discrimination allegations or concerns. Afb

Scope \/O

This policy is applicable to all Counties Manukau Health employees, c%g’ctors
and volunteers and deals with real and perceived instances of employee-to-

employee harassment, bullying or discrimination. Afb

It covers all bullying and harassment behaviours that happan;Qq/
e inthe workplace

e between work associates, for example onfsgaal media, or any social or
professional work situations

e during work events such as confereq@trammg and work-based activities

e outside the workplace if itis in th text of the employment relationship

or affects the workplace. &
Note @
Instances of patient/public har Xgnt of employees in the workplace are
managed through the Inude@(eportmg process.

Instances of employe%@assment of patients or members of the publicin the
workplace are ma@@ through the Complaints and/or Incident Reporting

process. Q
\\

Sexual h%?}ment will covered specifically by the Sexual Harassment Prevention

and R@ se policy.

Introdu&t}@\

mitment
Counties Manukau Health is committed to a working environment that is friendly,
rbc’) trusting, and free of unwelcome behaviour and abuse of power or position.
\&
<

Workplace bullying, discrimination, racial or any other forms of harassment are
examples of unacceptable behaviour that can occur at Counties Manukau Health.
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Everyone has the right to work in an environment that is free from workplace

bullying, discrimination, racial or any other forms of harassment.

Counties Manukau Health will take any concern or complaint of harassment,
discrimination or bullying seriously and handle it with sensitivity and impartiality.

Complaints that are upheld may result in disciplinary action being taken against a

perpetrator.

Cultural differences

Understanding cultural differences is vital for Counties Manukau Health
may be acceptable in one culture may be very unacceptable in another.

{\

X
o

©)

\Y

-&l@\

Counties Manukau Health expects all employees to consider these@ rences in

their interaction with each other.

Definition of Harassment q/

Q
Qv

Harassment is any unwanted or unjustified behaviou another person finds
offensive or humiliating, and because it is serious oﬂ,e eated it has a negative
impact on the person’s employment, job perf@&hce or job satisfaction.

5

Harassment may be verbal, physical or ot

e gender
. ’&,
e marital status ?SJ
o religious belief QO
e ethical belief rz’}&,\
e colour or race, ic or national origins
e disability S\O
[ ] \\

. pgo\llg}a opinion

C%ﬂﬁnployment status
Q} family status

Q e sexual orientation.

and may be related to:

E}Q Racial harassment specifically is uninvited behaviour that humiliates, offends or

Examples of harassment in the workplace are:

intimidates someone because of their race, colour, or ethnic or national origin.
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e a generally ‘hostile’ work atmosphere of repeated put-downs, offensive
stereotypes, malicious rumours, or fear tactics

e a general work atmosphere of repeated jokes, teasing, flirting, leering or
sleazy ‘fun’

e making offensive remarks about a person’s race
e personally sexually offensive verbal comments

e repeated comments or teasing about someone’s alleged sexual activities or X,

private life Qf&&
e persistent, unwelcome social invitations, telephone calls or any other fC{@
communication technology from workmates at work or at home *
e unwelcome physical contact — e.g. patting, pinching, touching or_psiting an
arm around another person’s body Q
e provocative visual material — e.g. posters of a sexual naturQ%
Definition of Discrimination Qr\/
Discrimination occurs when someone, or a group of pe q(s/are treated less
favourably than another person or group in the sam imilar circumstances,
because of a particular characteristic. f\/
. | N\
Definition of Bullying O

Bullying is a persistent misuse of power, flether formal or informal. It is
offensive, abusive, intimidating, malicious or insulting behaviour. It makes the
recipient or target feel upset, thr t@}éd, humiliated, or vulnerable and
undermines self-confidence. It has‘a detrimental effect upon a person’s dignity,
safety, self-confidence and well-being and may cause them to suffer stress. It can
be overt or covert. BuIIyin%@w be exercised by anyone in any position in an

organisation.
K(Q

Repeated haras@t may be considered bullying.
AN

These beh 'Tgars could include although are not limited to the following:
° Vg\bal abuse, belittling or demeaning language/gestures

& unjustified criticism, fault-finding or public humiliation
t} e intimidation, threats or displays of hostility

E}Q e sarcasm, teasing, unwanted jokes

c,)Q/ e undermining by spreading malicious rumours or bad-mouthing
\Q:b e withholding of information required to perform tasks
< e unwarranted exclusion or isolation.
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Behaviours not considered to be workplace bullying are:

People

one-off occasional instances of forgetfulness, rudeness or tactlessness
setting high performance standards because of quality or safety
constructive feedback or legitimate advice or peer review

issuing reasonable instructions

frank and honest discussions

warning or disciplining employees in line with organisational policy. ,{}\,

>
OA

may sometimes cause offence or harm unintentionally. A principle of

harassment is that it is not the intention, or the behaviour, but the way it is &
received and the effect it has on the person.

Options for dealing with Harassment, Discrimination or Bullying Afb

Any employee who considers they have been subjected to har, % ent,
n

discrimi

Principles

ination or bullying may take any one or more of the s listed below:

Employees may approach their manager, Hunr(@ esources partner, a
trusted person, union or other representativ EAP Services for support
and/or advice. Counties Manukau Health a’b maintains a pool of trained
contact people available to assist emplos\ with information and support.

Self-help where the offended péx approaches the accused party
directly and asks that the behavmq% concern stops

Informal interventions mvolvkg a third party to help resolve a situation.
These may include facilita iscussion or mediation

Formal complaint (sg%@tow)

N\
fz?“

The internal comp @’s process is designed to be:

Accessible="the complaint process is readily available. Employees should
talk tqghe persons mentioned in the section above or find information on
Paa

CE% - natural justice requires that the accused party is told of the

bstance of all allegations against them if the matter is to be formally
investigated. Putting an allegation does not necessarily require disclosing
the identity of the complainant.

Confidential - this means that information about a complaint is only
provided to those people who need to know about it.

Efficient - the complaints process should be conducted without undue
delay and dealt with at the lowest appropriate level of intervention.
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Page 5 of 10

Any employee may make a formal complaint if they believe they have experienced
harassment, discrimination or bullying in the course of their employment.

Counties Manukau Health will treat all formal complaints seriously. A full and fair
investigation will be conducted (unless the complaint is reasonably determined to
be frivolous, trivial or otherwise insubstantial).

&

The complainant and accused party will be interviewed along with any named o)
withesses. N

The accused party has the right to be represented. All parties have the r
have a support person present at any meeting or interview involved in t

{\

investigation.

The complainant and accused party will be informed of the pr

investigation and have the right to view all the document

statements.

©
P

Afb

of

NS
&)

o8

a;;i/@ dence and witness

Both parties also have the right to respond and sub’rﬁjx a final submission before

the investigator assesses the evidence and com&%es the investigation.

At the completion of the investigation, a fiéﬁ*report will be provided to the
complainant and accused party explaining‘the findings and the basis for those

findings.

&

Behaviour that constitutes ha Qs\’nent, discrimination or bullying may be
considered as either misconduct or serious misconduct depending upon the
seriousness of the behadq'sxrgr, persistence of the behaviour, and the impact on the

complainant.

with under

O

isciplinary policy and may result in disciplinary action, including

If an investigag’&xﬁnds substance to a complaint, the matter will then be dealt

the pos§{k’{ of dismissal, against the accused party.

Malicious, vexatious or false complaints are considered forms of serious
isConduct. This does not include complaints that are found to be lacking in

&ufﬁcient substance.
co@onfidentiality, Safety and Privacy
\Q:b The complainant and the accused party will be advised not to attempt to contact
,&Q/ each other about the complaint during the process of investigation.
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All parties to a complaint, including witnesses, shall be required to maintain
appropriate confidentiality.

It may be appropriate to take interim measures which ensure the complainant and
the accused party do not work together until the matter is resolved. This depends
on the nature of the complaint and the relationship between the complainant and
the accused party.

While the outcomes of an investigation will be provided to the complainant and r&{&’
the accused party, disciplinary outcomes are private and will only be provided to _~\
the person concerned. \/O

Roles and Responsibilities Afb{\

All Employees, Contractors and Volunteers /\9

Are responsible for upholding this policy by:

e ensuring they understand and comply with this@g@cy on their employment
or engagement in any services or projects wrs\/ ounties Manukau Health

e ensuring they do not use bullying, discriq%tory or harassing behavior

e refusing to condone, protect or cq{ with any person who harasses,
discriminates against or bullies ot{@)s

e speaking up when they are Squ;éCt to or witness to bullying, discriminatory
or harassing behaviours. should seek advice from a Contact Person
or other trusted peer.cor advisor and if appropriate, use an informal
approach to resolv%@ matter or, as appropriate, lay a formal complaint
to management oryR.

Managers S\OK

Managers areﬁ\s&nsible for fostering a positive, respectful culture in which
bullying, discrimination and harassment are less likely to occur.
Managi%?&-ﬂ uphold this policy by:

° @ suring employees know that harassment, discrimination and bullying are
Q} unacceptable and will not be tolerated
t} e taking appropriate corrective action to deal with unacceptable behaviour
E) e providing leadership and modelling appropriate and professional
C)Q/ behaviour in the workplace

e hearing employee concerns and responding promptly, sensitively and
confidentially to all situations where unacceptable behaviour is exhibited
or alleged to have occurred
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notifying Human Resources with any concerns about inappropriate
behaviour that have been raised with them.

Human Resources

The Human Resources team are available to:

The Complainant

help managers and employees know about and meet their obligations
under the relevant legislation and this policy

give advice, support and information if an employee believes sexual {&
harassment has occurred at any level of the organisation. Advice wiIIQrb
include options available and how the employee may want to proceed. \/O

&

~

Counties Manukau Health will ensure that any employee makin@n llegation of
harassment or bullying is treated fairly. Q’\/

An employee will not be subjected to discriminatory tr@@ent for making an

honest

allegation.

AP

A complainant is entitled to: Q\v

N

information on options available tQ“them

7/
appropriate personal supporg},

have a support person oR representative present at any discussions or
interviews - O

N\
have all possible stré’& taken to protect their privacy

access to Coufities Manukau Health’s confidential Employee Assistance
Programmé&@P)

Accused Party . \
R

Counti

nukau Health will ensure that any employee against whom an

aIIeg@ of harassment is made (the accused party) is treated fairly.
N

mg/a cc
SR

used party is entitled to:

know the name(s) of the complainant(s) and the details of the allegation,
including a copy of the written complaint, as soon as possible after the
allegation has been made. This ensures they have a fair opportunity to
respond to allegations.

have a support person or representative present during any discussions or
interviews (informal or formal) and
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e have all possible steps taken to protect their privacy.

e access Counties Manukau Health’s confidential Employee Assistance
Programme (EAP).

Contact/Support People

Introduction

Counties Manukau Health maintains a team of trained contact people to provide ){&
initial support and advice to employees in the area of harassment, discrimination 7,
and bullying prevention and response. This team will be managed by a Co- OA
ordinator who will be a member of the Human Resources Team. *

<

List of contacts $

A list of co-ordinator and designated contact people is available frgcb{\
e Human Resources Q
e Occupational Health & Safety Qf\/
e myHR on Paanui Q(Oq/
>
,\/

Role of the co-ordinator \v

O

The role of the Co-ordinator is to: S\
e ensure a pool of trained contact pecple is maintained
/7

e arrange training for new cor(t}et people and refresher training for existing
contact people

e facilitate promotion @% publicity of harassment, discrimination and
bullying policy wit MH

e be a resourc fo'Qcontact people — i.e. policy clarification, provision of
informatioﬁ\@mphlets etc.

. coIIatNQterly statistics reports and submit to General Manager Human
Reso s

K\
Role of th@bontact person”
EI}“@}ole of the contact person is to:
[ ]

Q listen non-judgmentally and impartially to anyone who wants to talk about
E}Q harassment, discrimination or bullying issues
) e provide information on workplace bullying, discrimination and harassment,
fbco discuss options, and assist enquirers in making informed decisions

e treat all enquiries with the strictest confidence except where there is risk
of violence, self-harm or criminal behaviour
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provide quarterly statistics reports to Co-ordinator (without identifying the

persons concerned).

Contact persons do not hold any special authority and are made up of people from
all levels of our organisation. They make themselves available voluntarily in
addition to their normal duties. Contact persons are not complaints officers,
advocates or counsellors.

Additional support people

&

An employee can, if they wish, involve support people of their choice (e.g. AQ}
kuia/kaumatua, matai, union or other representative) to support them at any ti@
in addition to, or instead of, the CMH nominated contact people.

O

o)
’»QA
S
ok
W

N

&

{\
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Associated Documents
Other documents relevant to this policy are listed below:
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NZ Legislation .

Employment Relations Act (2000)
Human Rights Act (1993)

Race Relations Act (1971)

Health and Safety at Work Act 2015

CMDH

B Organisational Policies o

Health, Safety and Environmental
Management

Discipline & Dismissal Policy

Discipline & Dismissal Procedure \/C
Incident Reporting

Family Violence, Elder/Adult Abus.e‘agd
Neglect Intervention

Manager's Guide: Addressi g@cerns or
Complaints of Harassmen‘b&' Ilying
Sexual Harassment Pﬁ/ tion and
Response

Other

Related Resources .

Worksafe NZ G%&mes 2014
Wave.org. n;-,Q

q/)
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Policy: Protected Disclosure

Page 1 of 10

Purpose

Scope

The purpose of this policy is to:

1. provide employees of Counties Manukau DHB with the names of
persons to whom they can disclose a serious wrongdoing and a
process under which disclosure can be made

2. advise employees disclosing serious wrongdoing of the protections AQ}
available to them (e.g. identity kept confidential, protection from cw@
and criminal liability)

3. ensure that all serious wrongdoings are investigated appropri Qyﬁnd
that specific action is taken to remedy any wrongdoing $

4. comply with the Protected Disclosures Act 2000, w
public sector organisations to have an internal proce
employees can disclose serious wrongdoing;

5. ensure that employees are aware of alternativ, ;%rl(ons/orgamsatlons

that they can disclose serious wrongdoing t

procedure is no

This document app

t appropriate.

lies to: g\O

2%

N

$NG

&

‘%.ures

1in which

en the internal

e all employees and former e&gfoyees of Counties Manukau DHB
e any person seconded t ’Q(;unties Manukau DHB

e any person engaged

Counties Manuk HB.

For the purposes & is document the terms ‘employee’ and ‘employees’
include all of bove.

An Explanation of “S%&le Wrongdoing”

Definition (rBProtected Disclosure

O

g{\)&-dlsclosure will be a ‘protected disclosure’ if:

ontracted under a contract for services to

the information is about serious wrongdoing in or by that
organisation; and

e the employee believes on reasonable grounds that the information is

true or likely to

be true; and

e the employee wishes to disclose the information so that the serious

wrongdoing can be investigated; and

e the employee wishes the disclosure to be protected.
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Protected Disclosure Policy
A protected disclosure can only relate to ‘serious wrongdoing’ as defined

below.

An Explanation of “Serious Wrongdoing” (continued)

What is a serious wrongdoing

A “serious wrongdoing” includes:

Page 2 of 10

Continued...

&

e an unlawful, corrupt, or irregular use of public funds or public AQ}

resources; or

©)

e an act, omission, or course of conduct that constitutes a serious ri& o
public health or public safety or the environment; or <

e an act, omission or course of conduct that constitutes a se '§risk to

the maintenance of law, including the prevention, in
detection of offences and the right to a fair trial; or,
e an act, omission, or course of conduct that constit
e an act, omission or course of conduct by a p
oppressive, improperly discriminatory or
constitutes gross mismanagement ,\:))

Example

e a situation where persons r
public finance, are co

N

Examples of serious wrongdoing\ :

pt
who use the ﬁnance%\&& unlawful way.

b

e any violent or a

\3@ tion and

S an offence; or

official that is
y negligent or that

nsible to, or who work in relation to,
“in relation to their use of the finance, or

ug'kv actions towards other persons that would
constitute an offehce

o somé&@lg that is not unlawful or offensive but which you may not

A serious w doing is not:
pprove of
Not sure?~ 0
A%

O
2
Q'Q

make a disclosure under this Policy.

Q&f you are not sure whether a matter is a serious wrongdoing, you may

The person responsible for your disclosure can determine whether or not
the matter is a serious wrongdoing.

co@ Continued...
o
\&
<
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An Explanation of “Serious Wrongdoing” (continued)

Making Disclosure

Before Making Disclosure

Internal (CM

Usual reporting lines first

Page 3 of 10

In general, Counties Manukau District Health Board employees should
use their normal management reporting lines to report serious

wrongdoings.

In most instances an employee will be able to achieve a satisfactory \Y

outcome by reporting the serious wrongdoing to their own m
General Manager of their service or hospital, or some other se

member.

When a disclosure may be warranted

However, there may be occasions when an employ@q/

e reports a serious wrongdoing through their

outcome leaves the serious wrongdoi

ana eqﬁxe
nigstaff

&

al management

corrected or creates a

reporting lines and they believe on re ‘@e‘ﬁ?le grounds that the

further serious wrongdoing; or

e believes on reasonable groun

wrongdoing thr

ough their no

v

1f they report the serious

may be retaliatory action ag nst them; or

e Dbelieves on reasonabl

| management reporting lines there

unds that their manager is involved in the

serious wrongdoing %‘15 closely associated with people involved in

the serious Wro

ing.

If any of the a % apply, the employee can use this internal procedure
for dlSClOSlllK n accordance with the Act (see below).

) Disclosure

e@}ess to Receiver

Sé\i’f a Counties Manukau DHB employee believes they have grounds for

making a protected disclosure of serious wrongdoing, as previously
defined, they should make that disclosure, in confidence, to:

Legal Adviser/Privacy Officer (Janet Anderson-Bidois)
Counties Manukau District Health Board Office

(Telephone : 2760044 Extn 7609)

Continued...
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Protected Disclosure Policy

Making Disclosure (continued)

Internal (CMDHB) Disclosure (continued)

Disclosure by letter

If the employee reports the serious wrongdoing by letter, they should
include details of how they can be contacted.

Unless the employee requests otherwise, they will be contacted discreetly xX_
within 5 working days to discuss how the matter should be handled. Afz’}&

Escalation \9

Where an employee believes on reasonable grounds either that the @&w
person is or may be involved in the serious wrong-doing, or is y
associated with the people involved in the serious wrongdoing, the
employee may make the disclosure to Counties Manukat@t%}ct Health
Board’s Chief Executive Officer.

If the employee believes on reasonable grounds th rﬁé Chief Executive
Officer is or may be involved in the serious Wr(%i%omg they may report

the matter to an ‘appropriate authority’ as out@ in “External
Disclosure” (see below). q:b
External Disclosure \V‘

O

An employee may be protecte;.iﬂ)y the Act when making disclosure to an
‘appropriate authority’ ou@d&: CMDHB where they believe on
reasonable grounds: v

Disclosure to an outside authori

e that CMDHB ’s\ngef Executive is or may be involved in the serious
wrongdoing;

e thatim @te reference to an ‘appropriate authority’ is justified by
the y of the matter or some other exceptional circumstances, or

o thergHhas been no action or recommended action on the matter to

. ich the disclosure relates within 20 working days of the employee
. (J\ aving made the disclosure in accordance with CMDHB'’s internal

g\\ procedure.
KOK

@ Continued...
O
8
O
O
<
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Protected Disclosure Policy

Making Disclosure (continued)

External Disclosure (continued)

Appropriate authority

The employee may choose the authority or authorities most relevant to
the nature of the serious wrongdoing he or she is disclosing. The Act
says ‘appropriate authority’, without limiting the meaning of that term,

includes: ’Q&
e The Commissioner of Police OQQ}

e The Controller and Auditor-General N

e The Director of the Serious Fraud Office Q/A

e The Inspector-General of Intelligence & Security $

¢ An Ombudsman Q}

e The Parliamentary Commissioner for the Environ \A

e The Police Complaints Authority Q’\,

e The Solicitor-General (Oq/

e The State Services Commissioner ,.))Q
e The Health & Disability Comm1sswnﬂ/
e the head of every public sector o&&?aﬂon (as defined under the

State Sector Act 1988)
e a private sector body which @}\prlses members of a particular
profession or calling and which has powers to discipline its members.

Note: The Act ssc%cally states that ‘appropriate authority’ does

not include a Minis f the Crown or a Member of Parliament.
N
Disclosure to ister of the Crown or Ombudsman

If an em s made a disclosure in accordance with the above
provisi d they believe on reasonable grounds that the person or
approptiate authority to whom the disclosure was made has decided

\rgot to investigate the matter; or

g\\ has decided to investigate the matter but has not made progress with
O the investigation within a reasonable time after the date on which the

Q disclosure was made to the person or appropriate authority; or
Qt} e has investigated the matter but has not taken any action in respect of
O the matter nor recommended the taking of action in respect of the
Q/E) matter, as the case may require;
fbc’) and the employee continues to believe on reasonable grounds that the
information disclosed is true or likely to be true, the employee can make
a disclosure to a Minister of the Crown or an Ombudsman.
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Making Disclosure (continued)

External Disclosure (continued)

Protection

CMDHB as an appropriate authority

Page 6 of 10

In some circumstances, CMDHB may be an appropriate authority, as
defined in the Act, which is able to receive protected disclosures relating _\'0
to serious wrongdoing in respect of other organisations. Any disclosuQ/O
of this nature that is received will be dealt with in accordance with tl&

relevant statutory r

equirements.

Disclosures that are not protected

This includes information prepared by or

giving or receiving

enable lawyers to conduct or advise

A disclosure is not

Protection provided

&
&O

6@

If an employee make

&Q/
@

An employee is not authorised to disclose informa\;@r)/protected by legal
professional privilege. (o

tigation.

Piawyers for the purpose of

o

ctides documents prepared to

legal advice. It %&'r\l

a protected dis¢losure if an employee makes an
allegation they know to be falsé0r they otherwise act in bad faith.
7/

&

rotected disclosure of information in

accordance with th@ ormation contained in this document, they will

have the followi

rotection:

1. Inthe u&lﬁgly event of retaliatory action by CMDHB against the
empﬁ‘q@e for making or referring the disclosure, the employee may
hax@grounds for a personal grievance action against CMDHB.

2, e employee will be immune (see “Immunity” below) from any

N

civil or criminal proceeding or any disciplinary proceeding by reason
of having made or referred that disclosure of information.

This protection overrides any enactment, rule of law, contract, oath or

practice, including the Privacy Act 1993 and codes made under that Act.

\)Q Immunity

R

The employee may not be immune from civil or criminal or disciplinary
proceedings if they were personally involved in the serious wrongdoing

they disclose.

However their cooperation in reporting the wrongdoing will be taken into
account in decisions on any action that may be taken against them.
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Protected Disclosure Policy

Protection (continued)

Confidentiality

As a general rule, the identity of an employee who makes a protected
disclosure must be kept confidential.

The person to whom a protected disclosure is made or referred must use
his or her best endeavours not to disclose information that might identify
the employee.

Exceptions

There are exceptions to the general rule of confidentiality above Wh@\/

are <
a) where the employee consents in writing to the disclosure ’Q{ﬁ?
identity; AQ}

b) the person who has acquired knowledge of the p];c\;@ted disclosure
reasonably believes that disclosure of 1dent1fy1% formation:

(1) is essential to the effective 1nv%@ ion of the allegations
in the protected disclosure; 01)9

(1) is essential to prevent se? rlsk to public health or
public safety or the e nment; or

(i) is essential having Srgg rd to the principles of natural
justice Q

/

Grounds for refusing 1dent1ﬁcat1ej

The above confident %rowswns can be cited by Counties Manukau
DHB as grounds forrefusing disclosure of information requested
pursuant to the ial Information Act 1982, if that disclosure might
identify a per{@s ho has made a protected disclosure.

N
<O .
Continued...
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Timing

Timeline
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The table below shows the time line for investigation and development of
an implementation plan by the Receiver of the information (usually the
Legal Adviser/Privacy Officer or the Chief Executive).

Day(s)

Action / Activity

A

1

N

Employee discloses information to the Receiver.

O

2

The Receiver will talk to you about the details of the @s
wrongdoing. $

3-14

The Receiver must carry out an 1nvest1gat10nQ%cordance
with the procedures set out in the pohcy.r\Q

15

4
e appropriate the

Investigation must be completed ang
are of the investigation

receiver will ensure the employee@
and outcome.
afe

15-18

The Receiver must have eted a plan of action (following
completion of the investigation) and the Receiver and persons
appointed by him or(émust begin implementing the plan.

20

f)ersons appointed by him or her must have
plan and must ensure that the
recommendations made in the plan are effectively being met.
Note f the Receiver has not taken this action within 20
working days of receiving the disclosure, then you may make
isclosure to an appropriate authority.

The Receiver
implemente

\\Q Continued...
NG
&Y
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Deciding Who to Disclose To

Decision chart
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The diagram below shows the options when deciding who to contact to
receive your disclosure.

You can disclose serious wrongdoing to
the Privacy Officer. The Privacy
Officer must complete investigation
within 20 working days of receiving the
complaint.

Or, if you think the CEO is involved in
the serious wrongdoing — or if you
disclosed the information to the Privacy
Officer and he or she has not completed
investigation within 20 working days of
receiving the complaint — then you can
tell an appropriate authority .

O
>

@@

Associated Docu ms\%

But, if you think the Privacy Officer is
involved in the serious wrongdoing —

thentell the CEO.

N

o)
’»QA
S
o
QO

{\

Othdﬁ]s(@you candisclose the
r

info on to a Minister of the
&Mn or an Ombudsman if:
set out in the above boxes); and

»you consider that the person has
has investigated the matter but has not

has investigated the matter but has not
taken any action or made any
recommendations; and

»>you still consider the serious

wrongdoing to be true.

>>you have made the same disclosure (as

decided not to investigate the matter, or

made pro gress within reasonable time, or

@;Q documents relevant to this policy are listed below:
N\

OQQ‘NZ Legislation

Employment Relations Act 2000
Health Information Privacy Code 1994
Official Information Act 1982
Privacy Act 1993

Protected Disclosures Act 2000
State Sector Act 1988

CMDHB 3
Organisational Policies

Discipline & Dismissal
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Policy: Discipline & Dismissal
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Policy: Discipline & Dismissal ..........cccceeeviiiiiiiniiiiieeniiieeeeee, 1
PUIPOSE .. 2
SCOPE -ttt e e e e e 2
POLICY .t 2
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Purpose

The purpose of this policy is to provide Managers with a clear framework
for managing disciplinary processes in a procedurally fair and legally
correct manner.

Counties Manukau DHB treats every individual employee with fairness
in regard to disciplinary matters.

6 Note: This policy must be read in conjunction with DISCIPLINE ’&’s’

& DIMISSAL PROCEDURE. OAQ}

\Y
Scope Q/\\

This policy is applicable to all employees of Counties Manu%l HB
and all Managers with authority to take disciplinary actic&ob o dismiss

staff.
S
A
Authority Q

The GM Human Resources and Gener;! l\r/[\magers have the authority to

Policy

terminate employment. General Ma s should however consult the
appropriate Human Resources Segﬁ1 Manager prior to taking any
action. (Refer to the Delegated é@ ority Policy.)

The CMDHB Delegated Aythority document details levels of authority
for the issuing of disciplinapy warnings.

It is possible for General Managers to sub-delegate authority for
disciplinary mattei Service Managers or RC Managers where
appropriate, but‘#is important that the Human Resources Service
Manager be first advised of the existence or likelihood of disciplinary
procedugg@ ing undertaken.

Use of disci%l{h&?y action
.{@mplinary action may be taken in cases of:

O ¢ misconduct
Q e serious misconduct

Qt} e poor performance
Q§> In instances of alleged serious misconduct the disciplinary process must
rz;’) be implemented immediately.
Q>Q/ If a Manager is unsure whether or not to use this policy as a result of
< employee behaviour, she/he should contact Human Resources.
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Pre-requisite

Adherence to process

Application of Discipline

Appropriateness & consistency

Disciplinary action should, where at all possible and appropriate, be
preceded by a counselling/performance improvement session with the
employee and the immediate manager (i.e. advice and / or training,
guidance on work standards and expected levels of performance and
conduct).

A counselling interview in itself may be advisory in nature and not N\~
necessarily followed by disciplinary action. $Q/A
This policy needs to be read in conjunction with the Disci fide &

Dismissal Process. This process must be adhered to w@ ealing with
staff on matters of performance and alleged miscor@x.

O
S
%

Disciplinary action should match th \nousness of the incident and/or
frequency of occurrence. Disciplitfary action must be warranted.

It is essential that disciplinary ,a%tions are applied consistently to all
employees. That is, an emptayee should not be treated more harshly than
another in similar circu nces. Any action must also be administered
fairly, and accordin&@the rules of ‘natural justice’.

Procedural fairness fg}&'\

When discilﬁl‘@lg or dismissing an employee, Managers should ensure

that the}&{@i the employee fairly. (See Procedural Fairness)
If hsgers do not do this, the disciplinary action or dismissal may at a
1 ate be found to be unjustified on the basis of procedural unfairness,

g{\&g‘én if there were good reasons for the action.

S
<
S

uCQary dismissal

Sometimes, in the case of serious misconduct on the employee’s part,
summary dismissal may be acceptable, but even in such cases the
principles of fairness must be applied.

If a Manager thinks that the behaviour of an employee may warrant
summary dismissal she / he should contact the appropriate Human
Resources Services Manager directly, and also discuss the matter with
their immediate Manager and General Manager.

X
X
Q0
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Grounds for Taking Disciplinary Action

General

Disciplinary action may be taken on the grounds of:

e misconduct
e serious misconduct, or
e poor performance

&

Misconduct AQ}

The following constitute misconduct generally however, depending on\/o
the specific behaviour and circumstances, may also constitute serio
misconduct. This list is for the purpose of illustration and is no
exhaustive.

e Absenteeism without reason and notification within thgrﬁne required.

e Breach of organisational policies, including but Q}mited to,
informed consent, patients’ code of rights, hea d safety, privacy,
human resources and service update require% S.

e Driving in a manner likely to endanger @or cause damage to

company property or vehicles; ’\/
e Being charged with a driving offt BQ?That may result in criminal
conviction. 6

e Failing to account for absenc@ on sick leave.
e Failing to perform duties to an acceptable standard.
e Failing to use time shets or other prescribed time records.

e Irresponsible or upac eptable behaviour including using obscene or
abusive langua@)vhich could cause offence.

e Misuse of company property for purposes other than those for which
it is inte .
o Posiﬁ@ risk by failing to use safety equipment appropriately, or
fai{ﬁg to abide by the safety rules and / or failing to report any
. ident where reporting is mandatory (this includes back strains,

- O'slipping).

N . . . .
Og\& Posting unauthorised material on company notice boards.
[ ]

Reporting to work in a condition that, in the opinion of the Manager,
makes the employee unable to carry out duties properly and safely.

e Smoking in any area officially designated as non-smoking, including
company pool vehicles.

COQ/ e The reckless or negligent introduction of computer viruses to
Q:Z} CMDHB information systems.
Q> e Other actions deemed by CMDHB to be similar in nature to the
above.
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Serious misconduct

K
&O

Page 5 of 11

Counties Manukau DHB has rules that are required of its staff in order to
provide a safe and acceptable working environment for others. The
following therefore constitute matters that may be considered serious
misconduct and may result in instant dismissal from Counties Manukau
DHB. This list is for the purpose of illustration and is not exhaustive.

e Acceptance or solicitation of gifts or payments while representing

Counties Manukau DHB, without proper authorisation.

e Assaulting or threatening another person while on Counties Manukau

DHB’s business.

X
X
Q0

e Harassment of a CMDHB staff member or member of the public. \/O

e Being in possession of, taking from Counties Manukau DHB’s @,
premises, or movement of any Counties Manukau DHB pr y or

property belonging to another employee, without prope

authorisation.

rQ

e Being unsafe to practise in a health service situat)@including non-
t

presentation of a current Annual Practising Cel@

.

e Breach of professional / clinical Code of Pr@r}ze or Code of Ethics.

¢ Bringing to, or consuming on the premi

r other workplace),

drugs, other than those prescribed by 6ﬁ,e s own doctor, or any
intoxicating liquor without propergﬁhority.
e Causing injury or endangerin t@afety of staff or the public.

e Conduct that could seriousl{@amage the reputation of an individual

or Counties Manukau DHB.
e Conviction of a crir%rg;}()ffence.
1ge

e Deliberately or ne

ntly committing any act which seriously

affects the qua,-]i\® f service or delivery of care, or results in wastage

and / or dam%”fze to property.

e Failure tﬁ@clare to Counties Manukau DHB, or being involved in
any actiyities that cause, a conflict of interest with duties as an
e ee of Counties Manukau DHB.

o sifying any Counties Manukau DHB records or documentation

(J\mcluding timesheets, or other time records, taxi, meal or other

g\\ vouchers, sick leave or ACC record.
[ ]

authorisation.

Gambling on Counties Manukau DHB’s premises without proper

e Having an unauthorised interest, whether financial, employment or
otherwise, with an organisation which does or might compete with
Counties Manukau DHB or one of its subsidiaries, or which may
cause a conflict of interest with the employee’s duties at Counties

Manukau DHB.

e Irresponsible or unauthorised use of fire prevention equipment, motor

vehicles or other company property.
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e Misuse of information obtained in the course of employment with
Counties Manukau DHB.

e Refusal or failure to obey any lawful and reasonable instruction,
including ‘walking off the job’ without authorisation, or refusal to
wear required protective clothing supplied by Counties Manukau
DHB.

e Sexual harassment of any person, while on Counties Manukau DHB
business or premises.

e The intentional introduction or dissemination of computer viruses @
using Counties Manukau DHB information systems. >
e The downloading, storing, dissemination and/or viewing of ®)

pornographic material using Counties Manukau DHB mformatlo.t\

systems. \&
e Unauthorised disclosure of information relating to Count@ anukau
DHB as a business, whether to the media or otherwise

e Other actions deemed by Counties Manukau DHB ¢te b s1m11ar in
nature to the above, including any misconduct reféried to under
Misconduct in this code which seriously affe e operations of
Counties Manukau DHB.

¢ Blatant breach of The Privacy Act. ,\:))Q

Poor performance v

where the employee has not ma propriate progress despite support

Poor performance can constitute §(@ds for taking disciplinary action
and assistance.

4

Often, however, this ca bé}ﬁanaged through performance improvement
processes that establis I&Ear expectations of staff and identify support
for staff in attainin m. This involves negotiation, agreed
expectations, ag timeframes, feedback and evaluation.

Warnings S\OK

Sequence \
C@@rally, in disciplinary situations the sequence of warnings is:

Ogi\l verbal

2. written
6@ 3. final written

E} However, each case must be assessed separately, and serious misconduct
c,)Q/ may result in instant dismissal after an appropriate investigation (i.e.
o there may be no warnings issued)

It may be appropriate to go straight to a written warning or final written
warning depending on the seriousness of the misconduct.
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For Warning Process refer to the Discipline & Dismissal Procedure

Suspension

Definition
Suspension is the removal of an employee from work while an allegation
of a serious nature in relation to that employee is investigated, or while a
decision is being made following a formal investigation meeting.
Suspension is NOT of itself a disciplinary action. It is a step to ascertain ,{&
if disciplinary action is to be taken. Qrb

W
Purpose

Suspension may be applied if the employee’s continued presen@@he
Workplace would pose potential risk, be likely to hinder an inyestigation,
or is such that work simply can not continue until the alle ion is
rebutted. i

Suspension may also be used to reduce tension in t Qrkplace and give
the employee some respite from the situation. q/

With or without pay er
4

Principles Q

O

Suspension will generally be on pay.

A suspension on pay is applied only@tzse General Manager of the
relevant service, in consultation with the Human Resources Service
Manager. Q

7/
A suspension without payé\applied only by the GM Human Resources.

v

Principles whichq’@@ be applied when considering implementation of a
suspension are

ies (e.g. unauthorised possession of company property,
misconduct / negligence, clinical or patient safety, violent

o the a%l 1on dlrectly impinges on the employee’s ability to carry out
\fg:ghawour)

gé\\ other alternatives to suspension have first been considered

the employee is given the opportunity to put forward his/her views
relating to the suspension and these are considered by the relevant
manager prior to any decision being made

e the suspension does not of itself predetermine the outcome of any
investigation or decision

e the suspension is necessary for a proper and fair investigation or
deliberation

e the suspension does not prejudice the employee’s ability to defend
themselves or prepare themselves for any disciplinary action

Document ID: A5704 CMH Revision No: 1.1

Service : N/A - Controlled document used across the Last Review Date : 14/02/2019
organisation

Document Owner: | Director - Human Resources Next Review Date: 14/06/2019

Approved by: Executive Leadership Team (ELT) Date First Issued: 19/12/2002

Counties Manukau Health

If you are not reading this document directly from the Document Directory this may not

be the most current version.



http://cmdhbdocuments.healthcare.huarahi.health.govt.nz/docsdir/

Page 8 of 11

Discipline & Dismissal

For Suspension Process refer to the Discipline & Dismissal Procesdure

Procedural Fairness

Timing

Informal preliminary meeting

Invitations to disciplinary meetings .,

When a suspected breach of disciplinary code occurs, it is important to
act PROMPTLY.

Action must be taken as close as practicably possible to the time the

event occurred, or comes to the attention of the delegated manager, to &&
ensure the employee does not conclude that the behaviour is condoned.  _\
This does not mean, however, that any less time should be spent \/O
investigating the facts and ensuring procedural fairness. Q/*

\

{\

>
In order to assess the situation adequately, an informa ﬁlminary
meeting with the employee concerned may be neceéag, prior to making
a decision as to whether or not to proceed throu h\/ disciplinary

process. Q

This preliminary meeting need not precipt ?Qany disciplinary action, but
may do so if there appear to be ground doing so. At this stage,
support people may attend, and the @h ger should maintain a written

record of the meeting. QS}
<

Once formal procedures.h@vé been deemed necessary, the Manager
should advise the employee in advance that they wish to speak to him /
her about a disciplinary matter and that they have the right to
representation s ald they wish. This should be confirmed in writing.
Sufficient Waq@ng should be given to allow the employee time to arrange
for a uni 1&1 other representative or support.

Informatio \(\

Theemployee should be given full details of the allegation and should
ays be warned in advance that it may lead to further disciplinary

Og\ action. This should be confirmed or conveyed in writing.

2
QQ
<
,b‘o
\&
KQ“

The employee should be given time to consider the allegations and meet
with their representative to prepare their response prior to the meeting.

Witnesses

At any discipline related meeting (formal or informal):

e the Manager should have another management representative in
attendance (usually their HR Service Manager)
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e the employee should have a representative and/or support person
present if they wish and should be advised of the attendance of an
additional management representative.

Meeting format

At any disciplinary meeting, the

Page 9 of 11

e Manager should state the alleged behaviour that is reported and seek

comment from the employee first

e employee must be given the opportunity to explain their version of ,&’s,

events

Q0

®)
. . . . . . \
Due consideration should be given to the explanations. This might éﬁ

done in an adjournment or in a follow-up interview with witne
others as necessary. Managers must investigate the facts full
without prejudice and without haste or delay. AQ}

Requirements for Improvement

Where steps for improvement are required, t

behaviour should be clearly stated, toget
which they should be achieved.

Q
v
q/Q

%fr ely,

ndards of necessary

hm{}@ith the timeframe within

Consideration should also be give @\th;ther the individual needs
assistance (eg: training) in order@ improve and meet the specified
standards. This should be formdlly arranged with the person(s) asked to
provide assistance, and the'pgéport of the employee’s progress should be

received formally. v

Maintaining written recor{@(\

A written record’g’l‘ould be kept of all discussions and warnings. The

following d«i@ should be included:

e (date Q‘IC of discussions

a\s\m ement of the problem

K °<Qference to previous current warnings
S{\} identification of any rule violated
e corrective action required of the employee

e proposed action by the employer failing corrective action

e time in which to improvement is required (where the problem is
ongoing rather than related to a single incident), up to a maximum of
six months (e.g. “we will review progress monthly for three months”)

Storage & handover of written records

During a disciplinary process the Manager is required to ensure that all

written records are securely stored.
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At the conclusion of a disciplinary process (to be determined between the
Manager and Human Resources), originals of all documents will be
managed within the guidelines of the Employee Records Policy.

Warning period

Generally warnings (verbal and written) will be for a period of up to
twelve months, although there may be instances where a warning is
issued for a longer period.

After the expiry of the warning period, subject to continued satisfactory ,&’s,
performance, the warning will be lifted and no further action can be taken AfZ}
specifically in relation to the incident, actions or omissions that resulted )

in the warning.

The record of the warning will however remain permanently ori‘$2/
employee’s personal file as part of their employment history wit

CMDHB. Arz>
Personal Grievances
Q’\/

General (OW/

All employees have a legal right to challep,%gnanager’s decision to
discipline or dismiss.

Clear, transparent and consistent pr@&e\s are essential.

N

HR involvement \QJ
It is important that managers &stablish and maintain contact with Human
Resources throughout tlg@.ysmplmary process to confirm procedures and
minimise the risk of S ssful personal grievances.

Associated Documents fz’}»\
Other doc%&% relevant to this policy are listed below:

NZ L@Tﬁtion e Employment Relations Act 2000
\\ e Professional / Clinical Codes of
\’Z} Practice and /or Codes of Ethics
o \(J e Privacy Act 1993
Og\ 'CMDHB Organisational Policies | ¢ Delegated Authority (Delegated
< Authority)
6@ e Employee Records (HR)
Q e Exit & Termination (HR)
0‘ e  Occupational Health policies
@E} e Leave (HR)

e Discipline & Dismissal Process
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Other related documents

e Individual Employment

Agreements

e Collective Employment
Agreements

e CMDHB Code of conduct /
Shared Expectations

X
Terms and abbreviations used in this document are described below: Qr&&
Term/Abbreviation Description . \9
Misconduct See page 4 N O,\\
Serious misconduct See page 5 @v

O

o)
’»QA
S
O
S
of
3
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Policy: CM Health Incident Reporting and Investigation

Purpose

The purpose of this policy is to outline the requirements for reporting, investigating and
managing the outcomes of incidents involving consumers, workers, contractors or visitors that
occur within all Counties Manukau Health (CM Health) workplaces (including buildings, grounds, X
vehicles and other locations where CM Health workers undertake their duties). Af&&'

The primary goal of the incident reporting and management systems is to assist CM He Tt'h/to
effectively manage the incident reporting and investigation process including adverse ?& and
serious harm, by ensuring incident management follows a structured process.

Objectives rb{\

1. To ensure that the appropriate process is undertaken for the mvestl@on of all incidents,
near miss and adverse events.

2. To ensure that there is immediate management of an incident @Ap required and that every
incident is appropriately prioritised, investigated and managedQ

3. To ensure transparency of approach when responding}f;b an incident that places the
consumer, visitor and worker central to the responses.JHhis includes the process of open
discussion and on-going communication with the @K\men visitor and worker and their

support person(s). S\
4. To create a “just culture” where it is safe to re@g(t incidents and where a systems approach
to incidents and investigation is used. &’

5. To identify opportunities to improve th§6dality and experience of care through ensuring the
Incident system is a planned and @ rdinated process that links to the quality and risk
management system. O

6. To minimise risk and preventffy&’ure incidents through development of appropriate action
plans, recommendations a view.

7. To meet statutory andfor regulatory requirements through informing workers of their
responsibilities in e@tlon to essential notification reporting and ensuring the correct
authority is notifi in‘an accurate and timely manner by the organisation.

8. Ensure integ% of feedback, complaints, consumer and worker feedback, credentialed
specialist%q\ llied health personnel feedback where appropriate.

N

{\ Note: This policy should be read in conjunction with the A Just Culture Policy, CMH
Q. Health and Safety Policy and the Open Disclosure with Patients Policy. For

E} Occupational Health and Safety (OHSS) incidents refer to the CM Health Workplace
C)@ Incident Reporting and Management Procedure. For rating tools and frameworks refer
Q:b to Health Quality & Safety Commission’s (HQSC) Severity Assessment Code (SAC) rating
Q> and triage tool for adverse event report https://www.hqgsc.govt.nz/our-
< programmes/adverse-events/publications-and-resources/publication/2937/
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Scope of Use

This policy applies to any incident resulting in harm, loss or damage, to any person, property or
environment, including near miss events occurring in any CM Health controlled site or location
deemed to be a CM Health “Place of Work”.

This policy is applicable to:
e Any consumer or visitor within CM Health places of work. ,{}\,

e All CM Health workers (full-time, part-time, casual and temporary), and associated personne >
(including contractors, students, visiting health professional etc.) working in, or contrac@

provide a service on any CM Health site.
e Any person undertaking work activity on a CM Health controlled site, e.g. sales rtag@tive,
stall holder.

Policy Arb{\
Incident Reporting Q
All CM Health workers described within the scope above or t r)épresentative (where
applicable) have a professional, moral and, where physical injury is i ed, legal responsibility to
report any incident. This includes clinical, corporate and envj ental incidents involving or
affecting (or where there is potential to affect) consumers, visﬁ?/r , workers and contractors.

1. Incidents should be reported promptly and accura@‘as soon as practicable, preferably on

the same working day. S\

2. The primary mode of reporting consumer, wé\rgérs and visitor incidents is through the
electronic organisational incident reporting system (IRS).

3. There is also a responsibility to notif rﬁq_gfant managers and/or senior clinical workers
where appropriate. {\y?\

. O
Notifiable Events X
Where a Notifiable Event has %&’ed, there are legal and contractual responsibilities to report
incidents to external parties{ A Notifiable event includes a Notifiable Injury or Incident (see
definitions). Any notifiab%\gent must be reported immediately to the OHSS or Duty Manager
(after hours). CM Health™will endeavour to report all such events to the respective regulatory
body in accordancew legislative requirements.

Incidents ir@bing consumers

All consumer“incidents resulting in serious injury or death (includes notifiable injury) as a
result &nical care processes or non-clinical care processes (All SAC 1 & 2 scores) are to be
noti{'@éo the Adverse Event Operational Group.

y consumer incidents (all SAC codes) involving non-clinical causes* are also to be reported to
C)QOHSS for further follow up to ensure all involved hazards are identified and mitigated.

Q>Q/ * Incidents involving consumers may involve non-clinical causes (for example: slipping on a wet
Q floor, faulty equipment, unsafe environment). This is in contrast to incidents that occur due to a
clinical care process (for example: medication error, wrong site surgery, delayed diagnosis).
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Incident Investigation

A ‘systems approach’ is to be used in the investigation of all incidents; this involves
determining what went wrong with the systems of work, systems of care and/or services, why
the incident occurred and what corrective action is needed to mitigate the risk of recurrence. It
is not intended to identify who was at fault or to assign blame.

Investigation of incidents involving consumers: X,

Consumer incidents occurring as a result of clinical processes of care are managed at 6&
appropriate organisational, service management and clinical levels as per the appropriate
consumer incident investigation procedure. &
Where harm involving a consumer has occurred as a result of a non-clinical pro §,OHSS will
also be involved in the investigation process and may lead the investigatior&@ appropriate
in accordance with OHSS Incident investigation procedure. Q

Significant incidents involving consumers subject to the Menta @ath Act may also be
investigated through the Mental Health Service Serious Incid eview Panel (SIRP) and
information provided to the Adverse Event Operational Group 5@ departmental procedures.

L

Investigation of incidents involving workers: \v
Worker incidents are investigated and followed u resolution by the worker’s manager with

support from the OHSS. All workplace hazards/iisks identified by the investigation are to be
mitigated in accordance with CM %e/alth procedures and recorded in the
Department/Service Hazard/Risk Registe?gJ

Any OHSS investigation will involv @1{; manager, affected workers and a health and safety
representative, as appropriate av@&ﬁl information regarding the findings and corrective actions
required will be recorded on the electronic Incident Reporting System (IRS). Notifiable Injuries
or Incidents may also be Ee\@ﬁ‘ded on the OHS Notifiable Event Investigation Form.

Non notifiable incide\hg\will be investigated by the appropriate manager and the findings,
corrective actio {Qﬁl feedback to workers will be recorded on the incident report. OSHH

will review tfgé@n ings and corrective action.

Investi@tion of incidents involving visitors and contractors:

In {i\ents involving all visitors are followed up to resolution by the appropriate department
anager with support from the OHSS and/or the contracts manager where the incident
@, involves a contractor.

Where incidents have occurred involving contractors, the contractor and contractor’s
employer will also be responsible for investigating and following up the incident, this will
include providing notification to CM Health and is to be recorded in the IRS. (Refer CM Health's
Health and Safety Manual).
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Responsibilities
Managers are responsible to ensure workers report incidents via the appropriate process and to
ensure investigations are completed in accordance with this policy and the appropriate CM
Health Incident reporting and Investigation procedure.

Workers are responsible for reporting any incident or near miss incident that occurred to
themselves or any service consumer in their care in accordance with CM Health Policy and
procedures. Workers are expected to participate as required in any incident investigation that
involves them or consumers in their care.

Definitions/Description o
Terms and abbreviations used in this document are described below: AV
Adverse Event Is an event with negative or unfavourable reactions \ksults

that are unintended, unexpected or unplanned (al ferred to

as incident or reportable event). An event whigh, results in in
unanticipated death or loss of function not r%@ to the natural
course of a consumer’s illness or condition.

Always Report & Review Events The Always Report and Review li fia/a subset of adverse
events that should be reported a naged in the same in
the same way as SAC 1 and éed events, irrespective of

whether or not there was ha;ﬁy he consumer. Always Report
and Review events are eventslithat can result in serious harm or
death but are pr@ible with strong clinical and
organisational syste Reporting Always Report and Review
events can highli@ weaknesses in how an organisation

manages fundar/n%ntal safety processes. The list is updated
regularly by HQSC and CMH (https://www.hgsc.govt.nz/our-

program dverse-events/publications-and-
resourqgs/‘publication/2937/)
Consumer A sperson who uses / receives care / treatment/ services
(é@n CM Health
Contributing factor L MA circumstance, action or influence which has contributed to an
incident or near miss.
Harm \\ Is illness and/or injury, physical and/or mental harm.
Hazard . (J\rb Anything with the potential to cause harm or loss to person,
g{\\ property or environment.
Incident O Any event that could have (near miss) or has resulted in harm,
Q} damage or loss, to any person, property or place (including
t} environment).
| ent Management A systematic process for identifying, notifying, prioritising,
@E} investigating and managing the outcomes of an incident and
fz§° acting to prevent recurrence.
\Q/ Just Culture Staff should feel safe and supported when reporting incidents of
,{Q/ patient harm in the knowledge that investigations seek to
identify system issues and not apportion individual blame.
Near miss / close call An event that could have resulted in harm or loss but did not.
Notifiable event Any events that arise from work that results in the death of a
person, a notifiable injury/illness or a notifiable incident.
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Risk

The possibility (likelihood) of suffering harm or loss from a
hazard.

Serious Incident Review Panel (SIRP) Is a process followed by Mental Health to review

serious incidents involving consumers under the Mental Health
Act.

Severity Assessment Code (SAC) Is a numerical rating which defines the severity of an adverse

event and as a consequence the required level of reporting and
review to be undertaken for the event.

System failure A fault, breakdown or dysfunction within process(es) orrZ)}&

Worker

Workplace

infrastructure.

Any person who carries out work in any capacity for CM {eafth
(full- time, part-time, casual and temporary), including aéiated
personnel (contractors, students, visiting health essional
etc.) working in, or contracted to provide a ser\[cg on any CM
Health site. o)

Is any place where work is carried out fc@)r on behalf of CM
Health whilst a person is deemed at work.

A

Associated Documents f))Q
,\/

Other documents relevant to this policy are listed below

AN

NZ Legislation /Standards Health and Safet@\Nork Act 2015
Health and Di %Qillty Services (Safety) Act 2001
Compulsory(ééfessment and Treatment (Mental Health)
Act 1992 7

CM Health Documents Poliey<U “A Just Culture

Poli\c\(:\ Health and Safety

| icy: Open Disclosure with Patients

,g.,\PoIicy: Serious Incident Review Panel (SIRP) Mental
(Q Health Services

Q Policy: Consumer related Complaint and Feedback

Q\O Management
\Q Policy: Code of Conduct

N
6@
>

KN
Other reliie{d?)cuments Health and Disability Sector Standards (2008)

Workplace Incident Management Procedure

Consumer Related Complaints and Feedback Management
Procedure:

Reporting and Managing Blood Body Fluid Exposure
Procedure

CM Health’s Health and Safety Manual
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@ Note: This procedure must be read in conjunction with thqu)mldent Reporting and
Investigation Policy v
N8

Purpose S\O

The purpose of this procedure is to identify the expectation&gﬁd practices associated with the

identification of, reporting, investigation and response,%’all incidents occurring at CM Health.
@,

Objectives v

Open Disclosure X
When a patient is harmed while receivi@ical treatment, it is important that the health
practitioner/team respond in a mg( that meets the patient’s needs and fulfils the professional, ethical

and legal responsibilities of health~practitioners.

It is expected that the senior@ian responsible for the care of the patient will disclose the situation that
has arisen in an open, hongst'and accountable manner. The disclosure is to be documented. For further
information, ‘The Open([iﬁs‘ osure Policy’ is available on Document Directory

Just Culture

N
A fair and just @%re means applying a systems approach to the investigation of patient harm. This
approach rgs\(o\gnises that all individuals are error prone and that the optimum way to improve patient
safety apd learn from adverse events, is through staff feeling safe to voice their concerns, report errors and
toin @tigate the underlying causes of such errors. A Just Culture policy means fair-minded treatment,
haling productive conversations, and creating effective structures that encourage people to reveal their
ors and help the organisation learn from them.

K For further information, ‘The Just Culture Policy’ is available on Document Directory

Scope of Use
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This procedure is applicable to all CM Health employees, (full-time, part-time and casual (temporary)
including contractors, visiting health professionals and students working in any CM Health facility.

Roles and Responsibilities

Frontline staff

e Itis the responsibility of all staff, described within the Policy Scope, to report all incidents they identify.
e Where there are multiple staff involved, only one incident log is made reflecting the experience of all
involved.

O
A’Z}
Clinical Nurse Director/Clinical Director Allied Health/ Professional Leads/CNM/Team \/O
Leader/Coordinators *

<

e Participate in SAC 1 or 2 investigations as required.

e Where advisory only, provide, where necessary input into the investigation process

e Where responsible for the monitoring and management of incidents complete folloW2up activities for
SAC 3, 4 and 5 reported incidents. Identify cause, resolution and follow up actigns. Close the incident.

e For SAC 1 and 2 incidents, participate in the organisational investigation pr%éggénder the lead of the
CQRM. Respond/implement action from investigations as required q/

Clinical Quality and Risk Managers Q

e Ensure (leading where appropriate) that investigations/Root C usaAnalysis (RCA’s) are timely,
unbiased and meet best practice standards and CM Health ﬁ?«%@

e Build staff capability in complaint and incident/adverse eyehtinvestigation and management,
including training for Root Cause Analysis (RCA), Lond éotocol (Mental Health cases) or equivalent
systematic method of review ,

e Comply with the requirements of the Feedback ral Adverse Events Process

e Monitor the trends in incidents relevant to the?rea of responsibility

\

Feedback Central Role ,'&O
e Monitor/support the practices associ&@in the Feedback Central Adverse Events Process

Adverse Events Operational Gré\@%ole

e AsinAppendix 1 receive.\?l\@ases, reports for approval and provide a forum where Adverse Events
are analysed and responges reviewed.
Where necessarygeia\\ﬁak events and issues to the Adverse Event Governance Group.

Adverse Events ernance Group

e Receivesr ts/issues from the AEOG escalating issues that require an organisational response.

CIinicaI&@aor/ General Manager

e TheGeneral Manager/Clinical Director/Midwifery Director is responsible for the successful
anagement and resolution of all incidents occurring within their area even if the responsibility has
\Q/ been delegated.
K®° They are responsible for:
o The incident management and resolution process within their services ensuring appropriate
involvement of patients and family.
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o Detailed investigation at a service level including staff interviews may be delegated to the

Service Manager, Clinical Nurse Director, Midwifery Director, Clinical Director Allied Health or
other professional leader

o Managing involvement of external clinical advisers if required.
o Ensuring that the incident is escalated to the Risk Register as appropriate
o Managing Treatment Injury Claims notified by Accident Compensation and Rehabilitation

Corporation (ACC) as delegated by the CMO

o Ensuring information is only released to appropriate people, taking into account relevant

legislation, and ensuring that appropriate members of the Executive Leadership Team are \’&
informed. o

o The Clinical Chiefs have an audit/monitoring/advisory function to ensure timelines are ad\f@ed

to and to assist with clinical content of reports.

A
Resources $

Adverse Event Checklist Arz><\
Feedback Central Adverse Events Process Q
Process map see Appendix 1 Qq/
SAC Rating and assessment tools ({)q/
Procedure ,\:))Q
Incident identification with immediate action and r ing
@ Incident reporting is not for staff to report on tlgi@mviour of other staff.
&
/7
Step Incident Identification Actio&s(’}’ Person(s)
Q responsible
J\O where relevant

1. An incident/accident '%\n'unplanned clinical or non-clinical event | All staff
that results in, or Q&we potential to result in, injury, damage or

loss: S\O

) CIinicaI.\én\event unrelated to the natural course of the
iIIn.ezz\)and differs from the expected outcome of patient

rmq_r}agement

OxProduct Fault: an event where a consumable product or

4 medical device has failed in its intended purpose
t}e e Health and Safety: An event relating to a hazard, work injury
Q'Q or serious harm, involving employees, contractors, sub-
6 contractors, students and volunteers.
C)Q/ 2. An incident may be minor SAC 4-5 (e.g. medication error with no
o) harm, piece of equipment goes missing, loss/unavailability of

clinical record), moderate SAC 3 (e.g. additional monitoring,
investigations or interventions as a result of incident, patient
reacts to medication which should have been withheld) or
serious/major SAC 1-2 (e.g. resulting in death or major serious

harm).
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Line managers are responsible for ensuring that staff understand
what constitutes a patient “incident” and how it differs from a
complication of care (an established consequence of an
intervention e.g. post-operative surgical site infection).

Line managers

The first step in managing incidents is recognising and identifying
them. Incidents may be identified by/from:

e direct observation or facilitated discussion
e clinical staff or patient during or following patient care

e patients or family/whaanau member expressing concerns or
complaints to a staff member

e the Clinical Quality and Risk Manager(s)/Coordinators
o ACCreports
e HDCreports

Ql
Q
@Q

Incident reporting system is not for situations asscy{?ga with
external agencies.
8 L)

e Coroner’s report
e clinical record audits

e morbidity/mortality reviews

Report incidents identified within a complai@?‘the Incident

Reporting system. S\

N

Note: Incid

instance as an incident, but also responded
(see associated Auckland DHB guidelin

&
/7

ent resulting in, or linked to a com

QT}ifnt, must be investigated and managed in the first
as per the Consumer Complaints Management Policy
onsumer Related Complaints and Feedback Policy.

X\
Step Immediate Actir(K(\ Person(s)
S\O responsible
\\(\ where relevant
N\
1. Take imyiédiate action to mitigate the harmful consequences of | All Staff and Line
thelincident. Managers
@h action would potentially include support for the person
Q"\involved, their family and/or the staff involved in the incident.
Qt) Take immediate action to make the local environment safe e.g.
Q. the removal of a hazardous substance. Call for assistance/advice
E}. as necessary.
On discovering an event, initiate preventive or corrective action
immediately to ensure person(s) safety and wellbeing. This may
include:
e Additional medical treatment
e Placing the patient in a safe environment
e Replacing faulty equipment
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e Withdrawal of a service in the interests of patient safety
2. In the event of serious harm to a staff member, where possible Line managers
the scene of the incident should be secured by the person in
charge of the workplace and notified accordingly according to
the CM Health and Safety Te Haumaru Oranga Policy
3. For all incidents resulting in harm or possible harm to a patient, Line Managers
the information about the event must be given to the person
involved and/or carer as soon as it is practicably possible (at
least within 24 hours of the event becoming known) in an open rg;
and honest manner. Called ‘Open disclosure’ refer to Open N
Disclosure with Patients - Policy for further details. \,O
4, In some situations, it is also appropriate to secure items such as Line ma@ﬁers or
the patient’s clinical record or the equipment used as it may be CQR
required for the review of the event. A
\>
™
Step Notification/Reporting Action ,\/Q Person(s)
q/Q responsible
(-\(O where relevant
1. Any employee of CM Health who identifies an inci ’Rp‘c’én and All staff
should notify it by completing the report in the dncidént
Reporting system. The staff member involv ‘{%ﬁe incident
completes the incident report, but any stq%fn mber who
becomes aware of the incident may alsp@mplete the reporting.
2. Complete reporting as soon as possib}e,\preferably before the
end of the working day/shift but @donger than 24 hours.
Notifications must be state an objective, factual and
professional manner. Ayoig-opinion and subjective comments.
Identification of staff jfolved by name should be avoided. If
unsure, seek advif@m the relevant Clinical Quality and Risk
Manager. ¢ O
3. Notify oth @x\ernal/external agencies as required: CQRM or delegated
o soclrement (Materials Management) other
. edsafe
Qé\\ HealthAlliance
e Occupational Health
d\ e Medication Safety Service
t}‘ e For SAC 1 events in addition to notification via the
Q.Q automated reporting system also notify the Clinical
E}. Chiefs and or other ELT members as necessary.

Step Prioritisation of Incidents Person(s)
responsible
where relevant

1. The person reporting the incident must make an initial All staff
assessment of the severity of the incident according to the
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Health Quality Safety Commission (HQSC) SAC rating system (see
SAC Rating and assessment tools)

The rating is determined by assessing the actual outcome or
consequence of the incident as known at the time of notification.

If an incident is complex and the manager reviewing the incident
is unclear what SAC should be assigned or the type of
investigation, they must escalate the case as follows:

Ascribe the highest relevant rating until clarified as to
appropriate level e.g. if not sureifa ‘2’ or ‘3’ logasa ‘2’

The relevant Clinical Quality and Risk Manager / Coordinator
If there is still a discrepancy or no clear SAC rating, the
Clinical Quality and Risk Manager/Coordinator will present
the case in the next Adverse Events Operational Group
meeting, asking for advice.

Cases requiring escalation will be documented on the ‘New Q
Cases’ list in the Adverse Events Operational Group (AEOG)Qq/

folder.
The final SAC rating must assigned on the closure of the(j ent,
which for those rated 3-5 this is to be within 20 wor, '@days and
for 1-2 rated incidents within 70 working days. "),

Line manager
CQRM

Some events require mandatory external noti&?ﬁovn regardless
of their risk rating. For specified incidents ri ing mandatory

external notification, see here. PRy

CQRM

N

/KU

Step

Responding to Incidents th cur within the Mental

Health Service’ Q
O

Person(s)
responsible
where relevant

The Mental Health a Gb\\adictions Services has adapted the CM
Health adverse e serious incident review process and
severity asses t code (SAC) to better support response and
learning wi\h@rmental health services. All reportable events go
toanA \e(se Event Committee that has been specifically

cony for Mental Health and Addictions Services. Events are
in ﬁ‘sﬂ?y triaged to determine the type of review required,

@ iminary SAC rating, and review team. The review team

\ typically includes representatives of those disciplines involved
and a staff member to lead outreach to the family/whaanau.
Once the final draft report outlining findings from the review is
complete, the report goes back to the Adverse Event Committee

L for sign off.

Step SAC 1 and 2 Incident Management Person(s)
responsible
where relevant

1. Refer to Feedback Central Adverse Events Process and Appendix
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1 for process map

STEP 1: Report event to HQSC
CQRM completes Adverse Event Brief: Part A and sends to HQSC
within 15 working days of notification of event to provider

CQRM

All SAC 1 and SAC 2 events investigation use a detailed
investigation in the form of a systemic review, such as a Root
Cause Analysis (RCA), London Protocol (Mental Health cases) or
equivalent systematic method of review.

On completion of the investigation report the service signs off on
the methods, findings and recommendations

The investigation report is sent within 50 working days of the
incident notification, to the AEOG for approval of findings and
recommendations.

On acceptance of the investigation report methods, findings and
recommendation(s) an Adverse Events Brief (AEB) Part B is sent

to HQSC within 70 working days of the original notification of \k

event to provider.

CQRM

N

AN
An individual with relevant training and/or support is to Iea?k
review. Members of AEOG can advise on process and % .
Investigation team members are selected by the dire e for
their expertise in the subject matter relating to th nt.
Divisions should consider including staff membets ottside the
immediate clinical area, where appropriate, \y;s other clinical
services, cultural advisors, facilities mana nt, pharmacy,

allied health and materials manageme[KtQ/

Staff members directly involved in the event (or their manager)
must not be included in the reviewteam.

Directorate leaders must ensun%am members are released
from their usual work to L:{Ef-take the review.

CQRM will regularly repo the lead Director about the

progress towards cor,q@}ztion of reviews.

A summary of the nts and recommendations will be sent as
AEB part B to within 70 working days of notification of

event to previder.
N

CQRM

,'\r‘b

S
é%i& Incident Management

\Rgfer to Appendix 1 for process map.

These incident reviews are undertaken at the ward or service level and responsibility

for their management must be assigned.
Review of these incidents must identify:
e System issues that need to be addressed

e Appropriate quality improvement action to prevent recurrence where

possible

Potentially relevant tools include barrier analysis, cause and effect diagrams, five

whys, flow diagrams and change analysis.

It will not be possible to formally investigate all SAC 3 and SAC 4 events. It may be
more efficient and just as appropriate to investigate multiple incidents as common

incident types and to develop a common action plan.
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3. The review, or decision to aggregate events, should be completed within 30 working
days and documented in the ‘outcome details’ section on the electronic reporting
database.

Step SAC 4- 5 Incident Management
4, Refer to Appendix 1 for process map.
These incident reviews are undertaken at the ward or service level by the Charge
Nurse manager, Team Leader or Manager. 00
Review of these incidents must identify: Q(
e System issues that need to be addressed O
e Appropriate quality improvement action to prevent recurrence wher@/*
possible
e Discuss at relevant meetings where there are concerns or opp%{umtles to
share learning’s
O
Q %
Step Staff support (n’\,

1. Ensure staff safety and support. Approaches mlght,b%%b\cre defusing, debriefing and

involving professional bodies.

2. The Employee Assistance Programme (EAP) is a?ﬂable to staff members for support
and debriefing.

3. Maaori staff may wish to access cultural port internally or from within their own
whaanau. For internal support and ad\& contact the Maaori Health Team at CM
Health.

X
(J\/

@ Note: Protected quality assurance acti iQ\(PQAA)
CM Health’s primary investigation in@an adverse incident, such as an RCA, is not a PQAA activity.

Staff members are to be infor out the use of information provided for any review they are
asked to be involved in. St%fa embers may be requested to write additional information as part of

the review process. Note(\

n be taken as review teams gather more information about an event.

N\
A

Step O
,@ico-legal involvement
1 “Where an event has resulted in a review by the Coroner, the RCA or equivalent

review may be submitted to the Coroner before the inquest. Consult with the
CMH DHB Legal Counsel.

For any event that may have medico-legal implications, (i.e. there is a significant
adverse outcome for the patient/client and criticism of clinicians is likely)
documentation other than a factual account in the clinical record and the standard
notifications should be made only with legal/professional advice.

Medical defence organisations and/or professional indemnity insurers require
notification of potential claims. This is the responsibility of the individual
professional involved.

Advice can also be sought from CM Health Legal Counsel. Legal advice must not
delay submission of the event via Incident Management System.
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Step
Recommendations

1. Implementations of recommendations from the reviews are required to develop
better systems to ensure improved practice. Recommendations should written with
the following consideration:

Strong

e Simplify the process and remove unnecessary steps

e Standardise equipment or process of care maps \

e Architectural/physical plant changes O\
Intermediate Y

e Increase staffing/decrease workload Q/*

e Checklist /cognitive aid $

e Enhanced documentation/communication {\
Weaker Afb

e Double checks Q

e Warning and labels Q’\/

e New policy/procedure/training q/
The AEOG will review the reports from SAC 1 and S@vestigations and decide
whether they should be accepted in conjunction QD e directorate. The
directorate will consider the allocation of apptopridte resources to implement the
agreed recommendations. N
The acceptance of the recommendation&i@corded in the minutes of the Adverse
Events Operational Group meetings. ,

2. Recommendations from SAC 1 and $A\C 2 reviews must include timeframes for
completion and must have an aégned person(s) responsible for the
implementation of recomme ions. The recommendations are added to the
CMH wide corrective actiof database for tracking of implementation.

U
2>
Step §U
Staff related{:?{d ack and Learning
1. Feedback t.be provided to relevant staff members on the results/outcomes of

investigaﬁQn for all events. This must occur in a timely manner.

o\
Fo S(&c 1 event, the feedback must be provided and undertaken by senior staff and
sed on the final investigation report.

The draft report must be provided to the relevant clinical team and feedback
presented at relevant staff meetings. Recommendations are to be agreed to by the
service prior to being submitted to the AEOG.

A 2. Directorates should provide ward staff members/clinical and management teams
regular reports on aggregated data and outcomes of reviews. Feedback should
include the changes made and the improvements achieved as a result of these
changes.

Step

Patient/responsible person (family whaanau member or other person)
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Feedback and Learning

Patients or whaanau members must be provided with an opportunity to discuss the
outcome of the investigation unless there are exceptional reasons for not doing so.
The decision to not meet/follow-up with the patient/whaanau is to be the exception
not the rule.

The meeting should be face to face if possible and may include the provision of the
report and other summary material. Provide the patient/whaanau with an
opportunity to meet again to discuss any questions they may have resulting from the
outcome meeting or reading the report.

Feedback should usually be made to the individual patient and/or responsible pers 3
(family/whaanau member or other person). This must occur formally for SAC 1 a\gg\
events. When discussion with the consumer is not possible or appropriate - as
when they have died or been significantly compromised - his or her next in,
designated contact person, or representative must be informed.

Cultural support and processes and/or emotional support must be %d@}dered when
arranging the feedback meeting for patients or families. Details t the incident
and any harm experienced and any other subsequent clinical ati/éns must be fully
documented in the patient’s clinical record.

If not previously, notified consumers must be advised |E’p0|nt that they may be
entitled to compensation through the ACC Treatmew@ury claims process.
Appropriate medical forms (ACC45 & ACC2152 séa rms) must be initiated.

Directorate leaders must be involved in decisi n who provides feedback to
patients and their families and on when an@ t information is to be provided (or
not). Details of staff members involved inthe event must not be included in any

feedback. Q

Step

Information storage/ fil}@

All information relategb@nudents is stored electronically in the Incident

Management Systepm\

References

Nil.

Deflnltlons/Descn@éﬁw\
Terms and abbrevi

Term/@ﬁrewatlon Description

ns used in this document are described below:

O

4

,\d)}erse Event Is an event with negative or unfavourable reactions or results that

are unintended, unexpected or unplanned (also referred to as
incident or reportable event). An event, which results in in
unanticipated death or loss of function, not related to the natural
course of a consumer’s iliness or condition.
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Always Report & Review
Events

The Always Report and Review list is a subset of adverse events
that should be reported and managed in the same in the same
way as SAC 1 and 2 rated events, irrespective of whether or not
there was harm to the consumer. Always Report and Review
events are events that can result in serious harm or death but are
preventable with strong clinical and organisational systems.
Reporting Always Report and Review events can highlight
weaknesses in how an organisation manages fundamental safety

processes. The list is updated regularly by the HQSC and CMH \),&'
(https://www.hgsc.govt.nz/assets/Reportable- AKO‘
Events/Publications/National Adverse Events Policy 2017/Always- O
report-and-review-list-2018-19-Final.pdf \\/

AEOG Adverse Events Operational Group \Q/\

Consumer A person who uses / receives care / treatment/ sen@s from
CM Health O

Contributing factor A circumstance, action or influence which has @Qthuted to an
incident or near miss. Q)

CQRM Clinical Quality and Risk Manager N \V

Harm Is illness and/or injury, physical and/qr,’{r\,e\ﬁtal harm.

Hazard Anything with the potential to cap%Q‘Elrm or loss to person,
property or environment. N,

HQSC Health Quality Safety Comrqﬁyior‘;

Incident Any event that could ha\@h\e‘ar miss) or has resulted in harm,

damage or loss, to an rson, property or place (including
environment). Q

Incident Management

A systematic prq\c§/s,s for identifying, notifying, prioritising,
investigatin fid managing the outcomes of an incident and acting
to prevengreturrence.

Just Culture

Staff s@m feel safe and supported when reporting incidents of
pat@? arm in the knowledge that investigations seek to identify
s(y@em issues and not apportion individual blame.

Near miss / close call ]

)\A\n event that could have resulted in harm or loss but did not.

Notifiable event (\\ Any events that arise from work that results in the death of a
A\ person, a notifiable injury/illness or a notifiable incident.
Risk . (\O The possibility (likelihood) of suffering harm or loss from a hazard.

Serious Incidé{\\ﬂ\éview
Panel (SIRF@

Is a process followed by Mental Health to review serious
incidents involving consumers under the Mental Health Act.

(SAC

Seve;gbéssessment Code

Is a numerical rating, which defines the severity of an adverse
event and as a consequence the required level of reporting and

O\ review to be undertaken for the event.
éy\s/tem failure A fault, breakdown or dysfunction within process/es or
v infrastructure.

Worker Any person who carries out work in any capacity for CM Health
(full- time, part-time, casual and temporary), including associated
personnel (contractors, students, visiting health professional etc.)
working in, or contracted to provide a service on any CM Health
site.
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Workplace

Is any place where work is carried out for or on behalf of CM
Health whilst a person is deemed at work.

Associated Documents

Other documents relevant to this procedure are listed below:

NZ Legislation / Standards

Health and Safety at Work Act 2015
Health and Disability Services (Safety) Act 2001

Compulsory Assessment and Treatment (Mental Health) Act 1992 ,{S,

(%

Privacy Act \
CM Health Documents Consumer Related Complaints and Feedback Policy O\‘

Complaints Resolution and Management and Patient Feedbaa?\/

Procedure <

Incident Reporting and Investigation - Policy $

Open Disclosure with Patients - Policy {\

A Just Culture - Policy AQ}
CM Health and Safety Te Haumaru Oranga P@\‘l_ijpv

Code of Conduct - Policy Q’\,

Media - Policy KA
Other related documents Health and Disability Sector Stand 2"008)

Workplace Incident Manage rocedure

Consumer Related Complaints and Feedback Management
Procedure: N

Reporting and Managi od Body Fluid Exposure Procedure
CM Health's Healthé‘Safety Manual

ADHB Incident Management - Guideline
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Open Disclosure

Within 24 hours Name of Manager/Clinician | Date Signature
Appropriate manager/clinician open
disclosure to family and invitation to
participate «
Patient/Family wish to participate Yes / No 2N\ h
3°
Q
Establish Investigation Team \\/
Title Name of Person and Title Date Sigl\a@?é
Team Leader A\
Clinical Opinionl N \\\
. . . . N
Clinical Opinion2 AQ
Other ,f\\,')
Other /\0 v
Other Q) v
Other A’))\“
Other ~ Vv
Other (\\Y‘
S\V
Staff Involved (‘0
Code Name e.g. Dr A | Name of Person and Title ,&’ Interview Interviewer
Midwife/RN 1. ?SJ Date
O\
O
N
Mo
N
O
O
2
O
(,\\(J
>
N
N2
J
LO
>\\)‘
\ )
<
D
.
\‘(/
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RCA Report

Date Sent

Date Approval
Received

Signature

Draft Report Agreed by Investigation

Team

Report sent to staff involved to
verify factual content and

recommendations

Final Report Agreed by Investigation

Team

Send Final Report to Corporate

Lawyer if required

Present Final Report at AEOG and

Obtain sign off

Offer meeting to Patient/Family to

discuss report

Send Final Report to
Patient/Family if appropriate

Final Documentation Requirements ~ |
(-\\‘( Date Signature
Update relevant organisational system to record and momtorg\
recommendation follow-up L
<
;00
.\fb
g{\\Q
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Adverse Event Operational Group (AEOG)
Processes Checklist

Key: Feedback Central -FC/ Clinical Quality Risk Manager -CQRM

Actions Person
Identified new incidents SAC 1 & 2 / Always Report & Review(ARR) CQRM X,
updated on new case register for AEOG agenda fg&
Workgroup/AEC/AE Operational Group/Pre AE meeting/New cases register ()A

N

Update new cases in RMPro file Specific Incidents Details
Reported to Adverse Events Operational Group- SAC rating & AEOG year

about the Reported Incident Severity levels click the ? button to the right of the

Specific Incident Type: |unexpe<led death E (2]
Is this a OHSS Health and Safety Issue?: No - not Occ Health issue z (2]
Reported to Adverse Events Operational Group?: |Yes - rated SAC 1 M)

Reported to AEOG - year: July2019-June2020 v e Qr\/

CQRMLS
\&2

A

Update new cases in RMPro file after approved by AEOG me
RMPro/Follow up List/ Meeting/ AEOG meeting new caser\/

‘ () Meeting 27/06/2019 Dizna Dowdle

AEOG meeting new case

FC

\
,o\

Remove case from new case register once in RM fo file
Refresh new case register for next AEOG meet/in*g date

X

FC

AEOG approved AEB A — submit online tWSC.

Send copy to Feedbackcentral@middiemore.co.nz
Update RMPro file RMPro/Follow upQ\b)AEB A sent to HQSC
Attach copy of AEB A form

Follow-up Type S\ Date of Follow-up Follow-up done by
) AEB A sent to HQSC \Q 25/06/2019 Elizma Patterson

AN

CQRM

to David Hu
Workgroup/A

AN Q/

eputy CMO
E Operational Group/AEB’s-HQSC/monthly AEB A report

Complete mon%l@eport for AEB As sent to HQSC (1 of the month). Send | FC

Final@@ort to AEOG meeting + outcome

O

o

7 agenda
\QJ Workgroup/AEC/AE Operational Group/Pre AE meeting/ AE Reports for sign off

orts presented to AEOG meeting for sign off saved in folder for AEOG CQRM

SAC rating confirmed RMPro/Follow up List

Reports approved by AEOG. Update RMPro file- Report approved /date/ FC
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Follow-up Type Date of Follow-up Follow-up done by Follow-up To/With

Acknowledgement 19/08/2019 Wayne Dawn

AEB A sent to HQSC 30/10/2019 Wayne Dawn

AE Report approved by AEOG 14/11/2019 Diana Dowdle AEOG meeting
AEOG approved AEB B —send to HQSC and copy to CQRM
Feedbackcentral@middlemore.co.nz
Update RMPro file /
Follow up list/ AEB B sent to HQSC / Attach copy of AEB B form

(O AE Report approved by AEOG 03/10/2019 Diana Dowdle AEOG

() AEB B sent to HQSC 04/10/2019 Pat Mead HQSC

\ Q/\\

Final Report

Approved Final Report (de-identified) & Action Plan— Send to Chairperson, /
of AEOG email Feedbackcentral@middlemore.co.nz A

oD

- - - v ;
Chairperson sign and date final report. Send back to CQRM for ¢ w Chair/
Save in Workgroup/AEC/AE Operational Group/AE Completed lncident s FC
Update RMPro file- Attach final signed report (PDF) an cbron plan FC
RMPro/Follow up List/ AE Report approved by AEOG

) AE Report approved by AEOG 03/10/2019
(Q/
Update RMPro file Specific Incidents Detail
Reported to Adverse Events Operational Group- &Qﬁ ting & Actual Incident severity
Reported to Adverse Events Operational Group?: |Yes - rated SAC 1 X LJ (2]
Reported to AEOG — year: |July2019-June2020 A\ v @
« del \YJ
Contributing Factors: |« m(?:i:terpretat' &}sults @ | Add/Rer
« unforeseen %
* Assess| parformed
Immediate Actions Taken: persgﬁﬂz.;e;}’;‘g;‘;i formed @ | Add/Rer
kment initiated
Reported Incident Seve\ veﬂtyl Severe/Death ﬂ Q
Actual Incident S?Kty Severity 1 - Severe/Death LJ o
I o o ofai:_
(\
Action Plan;x\\
Correctivee\*t—?on plan up loaded into Daptiv CQRM
N
Add to HAC draft version AEC/ HAC monthly report FC
bmdes to SAC 1 & 2 / Always Report & Review events. Excluding Mental
alth. Number of Falls
&)
‘O
10Document ID: A1136626 CMH Revision No: 1.0
Service: CMDHB Governance Last Review Date : 10/06/2020
Document Owner: Chief Medical Officer (CMO) - Executive Management Next Review Date: 10/06/2022
Approved by: Clinical Governance Group (CGG) Date First Issued: 10/07/2019
If you are not reading this document directly from the Document Directory this may not be the most current version



mailto:xxxxxxxxxxxxxxx@xxxxxxxxxx.xx.xx
mailto:xxxxxxxxxxxxxxx@xxxxxxxxxx.xx.xx

Procedure: Incident Reporting and Management

Appendix 1
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O
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> 2 P
"l i
CNM/Team Leader/SNI7CQRM

Incident occurs e Assesses incident & rating
Staff address immediate safety concerns e  Reallocates SAC rating where
Incident logged necessary

CQRM

e Reviews incident

e Follow-up as necessary with ward/service/
dept.

e New caseﬁ&d at
. A A

Risk Pro reporting and escalation to
whom ever is appropriate
e Family/whannau notified where

Notification of SAC 1 or 2 incidents is via .

If elevating to SAC 1 or 2 notify
direct report and, GM, CL and
CQRM

e Inform relevant committees

e Ensures appropriate investigation team is
formed and reporting is to be competed
for SAC1 -3 incidents

e Places SAC1 & 2 incidents on new case

relevant e.g.ICC, PI, Falls

register

2

/7

O\

>

o N

e Investigation is undertaken
with relevant personnel
participating

e Liaise with patient/whanau
as necessary through out
investigation

o O
NOTAPPROVED—A:pROVED_ﬁ@»A

e Report findings and
recommendations discussed at
AEOG meeting

e Relevant patient safety
committee submits 3 monthly
summary report to AEOG

AEOG meeting .

e Recommends amendment to
findings or recommendations
or requires further
information

CQRM

e Facilitates amendment or
follow-up queries completion

="

CQRM sends repert to
PI, Falls, I€C,
Safety,

>
e e

edication
G folder for next

AEOG met
* Rep cepted without amendment
. ating is confirmed and report is

CQRM

A AN

CQRM

e Finalised report sent to
investigation team, and other
relevant parties e.g. patient/

=

e Service review and sign
of of report and
recommendations

Lo

Draft report submitted to
CQRM, SM, Legal and others
as appropriate for review
examples are HDC complaint
associated or if there is a
significant org. impact

CQRM

e Action plan activities loaded to
DAPTIV

e Monitors progress against plan

. . off e Closes action when completed
:it,lt:r';lftfs;mended report for Escalates any issues from report to AEEC whaanau
© v M e Learning shared with others
6 Submits AEB B to HQSC and FBC within CMDHB where relevant
e Loads Report and AEB to Risk Pro file (Open book)
e Closes incident
-
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Abbreviation:
SAC = Severity Adverse Event
CNM = Charge Nurse Manager
GM = General Manager
CL= Clinical Leader
CQRM = Clinical Quality Risk Manager
AEOG - Adverse Events Operational Group
AEEC = Adverse Events Executive Committee
FBC = Feedback Central
HQSC = Health Quality Safety Commission
AEB = Adverse Events Brief
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Incident Reporting Process Map — Severity 3

\ 4

@,—

End of process

Staff member observes or is
part of an incident.

Note: one incident report to
be completed even if multiple
participants.

Allocate follow-up to area
where the incident occurred
or who is best suited to
resolve issue, this may not be
where YOU work or your
direct report.

\ 4

e Individual enters details
into Incident reporting
system

e Note: “File Owner” is
usually your direct report
or the name of the person
in charge of the area, the
name can be selected from
the drop down list

A

On closing incident
CNM to complete all
mandatory fields
including root causes,
date closing, name of
person closing

o)

2
LO

| \Q}\
\(J

Reported Severity 3
investigated by CNM
If SAC rating up or
downgraded plea
SM, CD, CND,

using the 'Fﬂv
¥
2

A

Follg@uith patient/whannau as
aS in step 4 above.

i. ,»Q\‘fb

CNM to call/speak to
patient or representative
re incident and
investigation process.

Ask if they would like to
contacted at conclusion of
investigation with findings/
actions

A

Update incident in
reporting system of
investigation findings/
recommendations and
action plan.

@ 6

e Discuss at Q&R
meeting to clarify

issues/concerns

and opportunities
to share learnings

[Abbreviations

GM = General Manager,

CL = Clinical Director

CND = Clinical Nurse Director

QR = Quality Facilitators
AE = Adverse Events

(CQRM = Clinical Quality and Risk Manager
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COUNTIES

. MANUKAU
Policy: Privacy — Protecting and respecting personal information Page 10f 13 HEALTH

Policy: Privacy — Protecting and respecting personal
information

Overview

The right to privacy refers to having control over your personal information. It is the ability to limit

who can collect this information, how this information is kept and what can be done with it. r§&
Counties Manukau Health (CM Health) recognises the importance of protecting personal N
information about our staff and patients in all business activities. Protecting an individual’s priva W
is about respecting a person’s rights and is fundamental to maintaining trust and freedom of @&
expression.

£
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Scope

Objective

Legislation and

Scope

2

N

As@%ted

\Q/
KQ’

uments

Page 2 of 13

All employees, contractors and volunteers who have access to
information about identifiable individuals (‘personal information’)
must comply with this policy and related procedures.

The objectives of this policy are to:

« Provide guidance and confirm our expectations as to the
management of personal information, including the collection;
storage; use of; retention and destruction, and how to deal with
complaints and potential breaches of privacy obligations. Q/A

o Outlining our compliance requirements with the Privacy P«xinciples

as defined in the Privacy Act 1993 and Health Infor

Code.

rr%@w Privacy

o

X
X
Q0

| ’4

The Privacy Act 1993 and related Health Infofqi)fion Privacy Code
a

provides the foundation for managing pwz);%
information (information relating to th€\heal

information and health
th or disability of a

person). The Act provides guidan evn.managing all personal

mation Privacy Code specifically
addresses the management oﬁQeaIth information. The Act and the
Code respectively provide cnginance guidance through 12 privacy
principles. Personal and héalth information relating to identifiable
individuals must be m@ndged according to the Act and Code, on which

information whereas the Health

this policy is bas%

The scope ofc.@ys policy covers all personal information as defined by
the Priv&r@%, and includes information relating to staff, patients,

visitors& d contractors.

I@policy applies to all persons working within CM Health, or using CM

<©

,Sl-lealth facilities — including staff, managers and contractors, volunteers
and independent practitioners who provide services under access
agreements, students, external personnel and Board members.

O All individuals are required to familiarise themselves with the contents
of this policy, the privacy principles and the Health Information Privacy

Code.

This policy is to be read in conjunction with the various policies,

procedures and guidelines to support the delivery of expectations,
referenced within this policy document. Additional procedures and
guidelines may be added and will be stored on the Privacy Intranet

site.
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Definitions

Compliance
with the Act
and Policy

N

The following definitions apply:

Personal
information

Privacy

Office of the
Privacy
Commissioner

Information about an identifiable individual; and

includes information relating to a death that is

maintained by the Registrar-General pursuant to

the Births, Deaths, Marriages, and Relationships X
Registration Act 1995, or any former Act (as defined by rz’}&
the Births, Deaths, Marriages, and Relationships Q
Registration Act 1995) Privacy Act 1993. Personal \/O
information includes images and may be a photo,é&?o
recording or audio recording, and includes im fa
pathology report or diagnostic image. {\

The common understanding of privacy‘is\& at:

e People need to be able to pr%qt/ formation about

themselves r\/

e People need to be abl @ strict who they share
their personal infom{gﬁbn with

The regulator w \%develop and promote a culture in

which persong@ health information is protected and

respected, ugh the administration of the Privacy Act

1993. The Privacy Act is New Zealand’s main privacy law.

It mo overns personal and health information about

individual people, though the Privacy Commissioner also
& a wider ability to consider developments or actions
A,'&} at affect personal privacy.

()
You are reag{@o adhere to the following policy requirements:

. AIIS@T dealing with personal information should comply with this policy, the
. acy principles; refer Appendix 1 and the associated procedures relating to
. (}privacy and information management. This should include all interactions
g{\\ with staff, patients and third parties.

« All affected individuals must observe the legal requirements concerning
access, disclosure, accuracy, retention and destruction and correction of
personal information.

« Personal information should only be accessed if this is required to execute
the tasks related to your job.

« For staff accessing their own family, friends and relatives, this should be
performed using the Staff Portal, with the appropriate approval.

« All breaches of privacy are to be reported through the Incident Reporting
process for assessment and if necessary investigation by the Privacy Officer.
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Patients

Staff Information

Q
O‘\

Have rights over information about themselves (health information). They
have the right to access information about themselves and the right to seek
correction of that information if they think it is inaccurate or misleading.

Expect their health information to be kept confidential.
Expect their health information to be treated as sensitive.

Expect their health information may have on-going use if a piece of clinical O
information becomes relevant to their care even a long time after it wa
initially collected

Expect their health information will be used for the purpose for whteh it was

initially collected and they will be told about that purpose.Afb{\

eIectronlc records are
lation to the handling
y any employee with access
ted to Managers, Human
payroll employees in accordance
ith the Privacy Act 1993.

All forms of employee records including hard cop
protected and correct procedures are carried yﬂ*fe
and management of employee records and fi
to employee information including but no
Resources, Recruitment and healthAlli

with the Employee Records Policy a@§

An employee’s personal infor is to be treated at all times as private
and confidential and only disclosed in accordance with the Privacy Act and
other relevant Iegislation(’},

Breach of employee omentiality regarding disclosure of any employee’s
personal informat'eg\or inappropriate use of that information may
constitute ser%misconduct and result in disciplinary action.

An empl S personal information may only be accessed by authorised
empl éas outlined in the Employee Records policy.

@ees have the right to access any information about, or regarding
, held by Counties Manukau Health in accordance with Principle 6 of the

(}rlvacy Act 1996. Such access follows procedures outlined in the Employee

Records Policy and may be subject to some restrictions in line with the
Privacy Act 1993.

Corporate Records

Where patient or staff identifiable information is stored within the Enterprise
Content Management system, that information must be secured and only be
accessible by authorised persons.

Refer to the Corporate Information Management Policy (Doc. A11532) for
further information.

&

Q0
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Non- Breaches of this Privacy Policy may be considered serious misconduct and the
Compliance staff members involved may be subject to disciplinary proceedings. Any privacy
breaches which also realise an interference with a person’s privacy may see CM
Health liable for fines and penalties and/or to pay compensation.
Change/New When a substantial change to a workflow is contemplated, whether due (for ,&’s,
Systems/ example) to the design of a new process, the introduction of a new IT system or rZ}
Processes — making systemic changes, the project team must evaluate whether a Prlvac&o
Privacy Impact Impact Assessment is required. This allows the project team to assess the
Assessments

potential risk of new or changed privacy risks to the organisation, the mitigations
proposed and how to manage any on-going residual risk. $

All Privacy Impact Assessments must be reviewed and endors
Officer and Deputy Chief Information Officer at a minimu or projects with
significant changes or high privacy risks, the Privacy Im ssessment will also
be reviewed and endorsed by the Privacy Committee,with all Privacy Impact
Assessments approved by the individual busines e'l/ct Sponsors or associated
Steering Committees, as appropriate. f')j

the Privacy

d off and approved by the relevant

All Privacy Impact Assessments must be x
ew and any necessary endorsement

business owner prior to submission f0|®/
from the Privacy Committee. Q/

The Privacy Impact AssessmeQE must be approved and finalised before

Go-Live. ?SJ

For regional projects roval needs to be provided by a CM Health staff
member, with the’é@propriate level of authority, with the Privacy Impact
Assessment re{@ ed and assessed by the Regional Privacy Advisory Group.

The Priva\'g@npact Assessment must be completed on the regional template.

N\

Thae:&(fice of the Privacy Commissioner’s website contains some useful guidance
d when a Privacy Impact Assessment is needed.

S{thtps://www.privacy.org.nz/

Where CM Health is working jointly with other agencies for a set purpose and the
sharing of personal information is required, the team needs to assess whether at a
minimum a Memorandum of Understanding (MOU) is required to formalise
governance processes for the protection of this information. The Privacy Officer

Sharing t)@
person:hQ
information

wi@ her

ncies must be notified when CM Health intends to enter into on-going information
\Q/ sharing arrangements with other/ multi-agencies.

Sensitive All personal information needs to be protected and respected, but certain records
information are considered to be more sensitive than others, including but not limited to
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mental health information; sexual orientation or data related thereto; certain
aspects of women’s health for example termination of pregnancy; etc. Staff need
to assess the sensitivity of the information in the context of the situation and the
individual and ensure that the information is safeguarded appropriately.

Document ID: A598070 CMH Revision No: 1.0
Division: Executive Management Last Review Date : 12/12/2016
Document Owner: | Risk and Privacy Manager -Strategic Development Next Review Date: 1/10/2018
Approved by: Clinical Governance Group (CGG) Date First Issued: 01/03/2004

Counties Manukau Health




Policy: Privacy — Protecting and respecting personal information Page 7 of 13

Unique identifiers CM Health assigns and uses the National Health Index number to identify
patients. Unique identifiers are also assigned to staff members to support
the identification of the individual. The unique identifiers are used to
support CM Health to carry out its function of patient care and staff
management, with disclosure aligned to purpose of collection.

XL
Roles and Protecting personal and health information across CM Health requires the fz;&’
Responsibilities support and vigilance from all staff. Some roles and responsibilities are(Q)
defined in Appendix 2.
\ QIA
Policy Updates All policy changes impacting privacy must be reviewed by t@Prlvacy
Committee before being submitted for approval at the&@ective
committees. Q
S
Associated The following associated documents and r%%r)fces are applicable:
Documents and ,-b
References f}
NZ Legislation Priva t 1993
H@\?ﬁformation Privacy Code 1994
cial Information Act 1982
K@Health Act 1956
’ Public Records Act 2005
?S’}' Vulnerable Children Act 2014
CM Health Q@%olicy All CMDHB health information related policies,

> procedures and guidelines
K((\

O
{g\(er Related Documents SouthNET — Privacy Intranet Site

\\
N0
&
O
o
6@
8
)
O
<
C)
o
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Appendix 1 - Privacy Act Principles
To protect and respect personal information, the following principles apply:

Note that the principles apply to personal information relating to staff, patients, visitors and
contractors

Principles

Principle 5: Principle 6: Principle 7: Sy Principle 12:
Access to

: Unigue
Storage . . Correction Use or . q .
information . identifiers
disclosure

Principles
1-4:
Collection

Principle 1 — Only collect personal information if you really need it QQ)[\/
Personal information must only be collected when: f{/b
« The collection is for a lawful purpose, connected with wha@r?;gency does, and

N

Principle 2 — Get it straight from the people concen@’é where possible

« Itis necessary to collect the information for that purp

Personal information must usually be coIIecte{\fkr\n the person the information is about. But
sometimes it is all right to collect informati@ om other people instead — for instance when:
N\

« Getting it from the person concer&@vould undermine the purpose of the collection

concerned authorises col n from someone else

AN

Principle 3 — Tell them w\l%t you’re going to do with it

o The person is unable to pro;?@he information at the time collection is necessary. The person

When an agency %\ts personal information from the person the information is about, it has to
take reasonablgﬁ@)s to make sure that person knows things like:

« Whyit i@gl/ng collected

\
. Vgo\hill get the information

.C)%hether the person has to give the information or whether this is voluntary

g

Q>Q/. What will happen if the information isn’t provided

<

Sometimes there are good reasons for not letting a person know about the collection, for example, if
it would undermine the purpose of the collection, or it’s just not possible to tell the person.
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Principle 4 — Collect it legally and fairly

Page 9 of 13

Personal information must not be collected by unlawful means or by means that are unfair or
unreasonably intrusive in the circumstances.

Principle 5 — Take care of it once you have got it

It's impossible to stop all mistakes. But agencies must ensure that there are reasonable safeguards in X,
place to prevent loss, misuse or disclosure of information. x>

Principle 6 —People can see their personal information if they want to

People usually have a right to ask for access to that personal information.

>
Q
\/O

A

However, sometimes agencies can refuse to give access to information, for instance because giving
the information would:

Endanger a person’s safety

Prevent detection and investigation of criminal offences

C
QA

A

« Involve an unwarranted breach of someone else’s privacy ’\:))Q

Principle 7 — They can correct it if it is wrong

People have a right to ask the agency to correct informatio a@
the agency does not want to correct the information, it

N

the agency to add their views to the record about whatthe correct information is.

Principle 8 - Make sure personal information is?ag/ect before you use it

ut them if they think it is wrong. If
not usually have to. But people can ask

Before it uses or discloses personal inform{@)?an agency must take reasonable steps to check that

information is accurate, complete, rele

Principle 9 — Get rid of it when yocs(g done with it

An agency that holds perso

, up-to-date and not misleading.

necessary for the purpo§g%for which the information may be lawfully used.

e
Principle 10 - Use ig&k e purpose you got it

information must not keep that information for longer than is

Agencies must {s ersonal information for the same purpose for which they collected that

informatio

t

Qther uses are occasionally permitted, for example because this is necessary to enforce

he law, r(@é use is directly related to the purpose for which the agency got the information.

Prin@le 11 - Only disclose it if you have a good reason

ncies can only disclose personal information in limited circumstances. An agency can disclose

Q\Q/information if it reasonably believes, for example that:

Disclosure is one of the purposes for which the agency got the information

Disclosure is necessary to prevent or lessen a serious threat to the life or health of the individual
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concerned or another individual

« Disclosure is necessary for court proceedings

o The person concerned authorised the disclosure

Page 10 of 13

« The information is going to be used in a form that does not identify the person concerned.

Principle 12 - Only assign unique identifiers where permitted

Some agencies give people a ‘unique identifier’ instead of their name. Examples are driver’s license ()

X
X
Q0

number; IRD numbers, bank client numbers and passport numbers. An agency cannot use the uni he’
identifier given to a person by another agency. People are not required to disclose their uniq eQ/&
identifier unless this is one of the purposes for which the unique identifier was set-up (or dicectly
related to those purposes).
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Appendix 2 - Roles and Responsibilities

Protecting personal information across CM Health requires the support and vigilance from all staff.
Some roles and responsibilities are defined below:

Individual ‘ Accountability

All Staff (includes « Understand and ensure compliance with the privacy principle

volunteers and requirements, managing personal information safely and with \,
contractors) integrity. Af2>

« Respect others’ information and be mindful when discussing persona\/o
information that this is appropriate and in the correct forum. *
<

« Be familiar with CM Health’s privacy policies and procedures.

Chief Information « Responsible for implementing security functions to enix@ectronic
Officer health information is adequately secured against Io%\ protected
against unlawful access, misuse and disclosure. q/
o\
Clinical Governance e Responsible for setting, maintaining and mc(zgt\xing privacy standards.
Group e Receives reports from the Privacy Corp\ e.
Corporate Records « Responsible for the management (\kt)rporate records, with
consideration for privacy and ity.

« Responsible for ensuring m( ation is stored securely and
appropriately with access:restncted to an as-needs basis.

v

Executive Leadership Responsible for: v
Team « Managing pr:n@?awareness within their respective directorates.
. ResponsMgﬂ’)r the governance and accountability of the District
ard in relation to privacy and the Government’s Chief Privacy
s expectations.

General Managers \Q}elr Service Managers:

‘/&/z

Are responsible for the identification and initial response to privacy

Q
g\\ breaches.
Og\

« Report all breaches or near misses through the formal incident

E}Q/ reporting process. Where allocated, investigate the cause of the
QQ breach and provide recommendations for remediation.
E} « Notification of the privacy breach or near miss to the Privacy Officer.
<&
fgl?man Resources « Manage and safeguard staff records, include appropriate storage; user
\Q/ access and use.
& | - .
« Responsible to manage the disciplinary process, where required as

defined by CM Health’s internal policies.

Document ID: A598070 CMH Revision No: 1.0

Division: Executive Management Last Review Date : 12/12/2016

Document Owner: | Risk and Privacy Manager -Strategic Development Next Review Date: 1/10/2018

Approved by: Clinical Governance Group (CGG) Date First Issued: 01/03/2004
Counties Manukau Health




Policy: Privacy — Protecting and respecting personal information

Page 12 of 13

Individual ‘ Accountability

Legal Team

Responsible for:

Information Committee.

Officer.

developments and case law.

o Supporting the Risk and Privacy Manager in their role as Privacy

« Providing legal advice on the interpretation and application of the
Privacy Act and Health Information Privacy Code.

« Providing legal representation on the Privacy Committee and Health

\Y
« Ensuring the DHB'’s policies and procedures comply with the Act ‘d\
Code and other relevant legislation, including any amendmen a%a

&

>
OA

Privacy Committee

N
O‘\
A\

The role of the Committee is to:

Privacy Strategy.

personal information is man

procedures.

X

« Review and provid

breach man{ ent.

and '&u

Tf@nmittee is responsible for:

1

N
b

Manukau Health;

Counties Manukau Health; and

across Counties Manukau Health.

« Direct and oversee the implementation of Coun

O
AO
'@Q&anukau Health’s

o Lead the development and implementapr'@{?policies, procedures,
guidelines and security measures thatﬂ.j/ o
information, including health infomq?ti n.

protect personal

+ Direct and oversee the imple @tion of measures to ensure that
d in accordance with all relevant
legislation as well as Countfes Manukau Health’s policies and

/7

vice in relation to privacy related reports
including sum '5{\ or trend reports relating to privacy KPIs or privacy

e Lead t)@elopment and implementation of privacy related training
ation across Counties Manukau Health

Supporting Counties Manukau Health to meet its legal obligations
under the Privacy Act 1993 and Health Information Privacy Code 1994,

» Promoting good privacy management practices across Counties

« Providing oversight of Counties Manukau Health’s privacy practices;

« Actively informing improvements on privacy management across

« Ensuring a consistent approach is taken to privacy related matters

Patient Information

Responsible for/ to:

Service . . .
« Perform user access reviews to ascertain appropriateness of access.
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Individual ‘ Accountability
« The release of patient information as per CM Health’s procedures.

« Escalate any technical patient information release issues or enquiries
to the Privacy Officer or Legal Team for further consultation, as

required.
Risk and Privacy « Chair of the Privacy Committee. é
Manager e . >
o Acts as the organisation’s Privacy Officer A
« Responsible for the privacy policy, strategy and programme of work. \/
« Protects and promotes privacy by encouraging compliance with\the
Privacy Act and related Health Information Privacy Code.
o Conduct privacy incident investigations as necessary, @pare
investigation summary reports. Q
« Analyse breach information to assess organisati@mpact, if
applicable. Responsible to communicate an 6% It on significant
breaches with the Chief Medical Officer an@tégal Team, as
appropriate. "))
« Responsible for reporting to Execut?' rDéadership Team, Clinical
Governance Group and Audit, R@a d Finance Committee.
o Oversee external and intern%&ommunication and information sharing
in the event of a privacy bréach or incident.
/7
« Manage external reIa@émship with Government Chief Privacy Officer
and the Office of t&?rivacy Commissioner.
NaN
N
Quality Managers/ e Support adk@%ce to policy and procedure

Patient Care Advisors . Provide{g&rts on breaches and near misses to Privacy Committee
and ofher relevant stakeholders.
O

N\
Research Committee/ \\ée\sponsible for the consideration of privacy and ethical aspects of

Office r\fb research and audit conducted at Counties Manukau Health.
. N : e - .
Service Managerbg\ « Responsible for the identification and initial response to privacy
< breaches.
6@ « Report all breaches or near misses through the formal incident
Q reporting process. Where allocated, investigate the cause of the
E}O breach and provide recommendations for remediation.
c)@ « Notification of the privacy breach or near miss to the Privacy Officer.
o N
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Incident Reporting Process Map — Severity 4-5

>

.
—5

Staff member observes Individual enters details

oris part of an incident. into Incident reporting

NB one incident report system

to be completed even if NB “File Owner” is usually

multiple participants. your direct report or the
Allocate to area where name of the person in
the incident occurred charge of the area, the
this may not be where name can be selected

YOU work. from the drop down list

Abbreviation \(_/
GM = General Manager, S{\
CL = Clinical Director O

CND = Clinical Nurse Director
CQRM = Clinical Quality and Risk h@ger

&

— O
e Reported Severity 4 and 5 b%g

issues are investigated and Q
resolved by CNM/Team Q)

Leader/Coordinator or ’\/

Head
e If upgraded please i Tk\%\

SM, CD, CND, CQ
using the ‘Follo¥-ups

fields
<

0 @ )
Y

May be discussed at
relevant meeting if
there are issues/
concerns or
opportunities to share
learnings

“II

End of process

Guiding Documents

On closing incident CNM to complete
all mandatory fields including root
causes, date closing, name of person
closing

Complaints Resolution and Management and Patient Feedback-

Procedure

Incident Reporting and Investigation - Policy
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Appendix 2 SAC rating and assessment

Severity Assessment Code (SAC) rating and triage tool for adverse event reporting

Rate severity of adverse events on ACTUAL outcome (near misses are rated SAC 4)

+ Complete adverse event brief: part A' with chief executive (or equivalent) sign-off
+ Send adverse event brief: part A to Cammission within 15 working days of notification |

of avent to provider &
; W Lo

J

= R i C pes
STEP 2: Review event and send e e Q STEP : Report event within organisation's reporting review and
= Select review methodology . O leaming system
=  Establish review team members & STEP 2 acconding to i review guidance
* Offer mvolved consumer and whanau the opportunity to share their story STEP 3: Share lessons leamed and actions taken; this includes sharing

with imolved consumer and their whanau

+ Develop recommendations and action plan with assigned responsitélities

Severe Major Moderate Minor d\ l/ Minimal
Death or parmanent savera loss of Parmanent major or temporary or p y Requiring Increased level of care N/ * Noinjury
= function severe loss of function major loss of function including: A = No Increased level of care or
= = ot related to the natural course * not refated to the natural coursa = not ralated to the natural course = review and evaluation length of stay
; of the fliness of the liness of the lliness = additional investigati » Includes near misses
=4 = differs from the immediate = differs from the immediate = differs from the iImmediate = rofarral to anoth
= expected outcome of the care expected outcome of the care expected outcome of the care
= managemant management management
E = can ba sensory, motor, * can be sensory, motor, * can ba sensory, motor,
= physiological, psychological or physiclogical, psychological or physiological, psychological or
(-] Intellectual Intellactual Intallectual \
= -
SAC1 SAC2 ‘ SAC3 ‘ ({ SAC4
T T T N T
Q/‘ .
STEP 1: Report event to Health Quality & Safety C ission ('Ce ission’) m K Is the event on the Always
b /7 Report and Review list?

= Share review with involved consumer and their whinau

E
H
2
-
H
3
=
5
£
8
&

+ Cansider indepandant consumer reprasentation in review process @fb
X

2 E M.incain an actions register, linked to organisational governance structures, to ensure review learnings are
5 _E K actioned and monitored for progress, including updates to involved consumers and whanau
bQ/ Published in June 2017 by the Health Quality & Safety Commission. Please send all relsted enquiries to; adverse.eventsihqsc govinz
-
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Procedure: Managing privacy breaches
Overview
A privacy breach is when we do not comply with one or more of the Information Privacy Principles as
defined in the Privacy Action 1993 or the Health Information Privacy Code 1994.

X
If we fail to comply with the principle of disclosure, this results in a breach — the disclosure of r&&*
personal information to the incorrect or unauthorised individual. Even with the best of intentions OA
breaches happen. Breaches occur through loss or leaking of personal information through N/

complacency, inadequate security, poor procedures or rare accidents. The ease of digital cop i@\
and transmission means that the data breaches can range from the loss of one person’s inqga ion
to hundreds of thousands of records. The cause of a breach can be accidental or throughthe
deliberate actions of others. Afb

It is vital for the protection of CM Health's reputation and its relationship with w&ople who
entrust their information to us that we do everything we can to prevent a bre®1 rom happening.
Should a breach occur, it is important to do everything we can to minimisgéh\e' harm that it might
cause and any likelihood of a reoccurrence. %Q

This procedure provides guidance to help staff prevent common ggt es that lead to privacy and
breaches and the steps to follow should a breach occur. O\

Contents , <
&
PUIPOSE wvveiiitiie ettt eetteee et e et earae e ?.. .................................................................................. 2
What is a privacy breach?..............c........... 00 ........................................................................................ 2
X
How do breaches happen?..........ccc....... rb .................................................................................................. 2
What is ‘breach notification’?......... ({Q ..................................................................................................... 2
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Purpose The purpose of this procedure is to specify how a breach of privacy in
relation to patient or staff information should be managed. This
procedure should be read in conjunction with ‘Policy: Privacy —
Protecting and respecting personal information’.
&

What is a privacy
breach?

How do breaches
happen?

)
2

What i @each
notification’?
<

fb‘o

>
A privacy breach is when CM Health does not comply with one or more ()A
of the Information Privacy Principles set out in section 6 of the Priva ?\/
Act 1993 (or Health Information Privacy Code 1994). A breach 05 Q,

privacy principle can occur with/ without causing harm to an i idual.

QO
Some of the most common breaches happen when &rgl
information of customers, patients, clients or em s is stolen, lost
or mistakenly disclosed. A breach may also be equence of faulty
business procedure or an operational break-@vﬁ.

Breaches happen in a number of waysfﬁgﬂe common examples

include: \v

e Lost or stolen laptops, remﬁqa e storage devices, or paper records
containing personal inf tion

e Computer hard disk drives being thrown away, recycled or returned
to leasing companié&Or serviced incorrectly, without the content
first being erase

e Databases sonal information being hacked or illegally accessed
by others@s side the agency or organisation

e Empl accessing or disclosing personal information outside their
auth\ isation

. SKQer documents taken from recycling or rubbish bins or not

\Qppropriately discarded

\o Personal information given to the wrong person by sending

g‘\\(J\ information to the wrong physical or email address

e Releasing personal information to a person who is fraudulently
pretending to be someone else

Breach notification is the practice of notifying affected individuals and
the Privacy Commissioner when their personal information has become
available to unauthorised individuals or organisations. This enables
those affected to take steps to prevent the misuse of their details.
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There are four key steps in dealing with a breach:
1. Contain the breach and make a first assessment

When a potential breach is identified, the service manager must be

notified. The service manager must initiate an investigation and notify

the Risk and Privacy Manager and their General Manager. Based on the \’/&
severity of the breach, other individuals may be called upon to assist in A

the investigation. \/O

Be sure to take each situation seriously and move immediatel t@ﬁ
investigate the potential breach. $

Refer to Appendix A for further details and checklist. AQ}

2. Evaluate the risks Q’\/Q

Consider the potential for harm to the indi 'ggf))/'co whom the data
relates, harm to the public’s trust in CM F@h and harm to our
reputation.

3. Notify affected people if ns&@\J?y\

The Risk and Privacy ManagQ@m consultation with Legal where
appropriate will decide,Q’r(the notification requirements and allocation
of responsibility fortHis:

Refer to Apper@ for escalation path calculation.
xQ
4. Prevg(érepeat

St QK-EX must be undertaken either simultaneously or in quick
@cession. Step 4 provides recommendations for longer-term solutions

\and prevention strategies. The decision on how to respond should be

('>’Z>

made on a case-by-case basis.
All breaches must be reported in the Incident Management System.

Refer to Appendix C for some key steps to logging an incident.

A near miss is an identified action that would have led to a privacy
breach but did not because the information was not disclosed. It is
expected that near misses will be dealt with in a similar way to potential

Document ID: A321063 CMH Revision No: 2.0

Division: Executive Management Last Review Date : 1/03/2018

Document Owner: | Risk and Privacy Manager -Strategic Development Next Review Date: 28/02/2021

Approved by: Clinical Governance Group (CGG) Date First Issued: 01/04/2014
Counties Manukau District Health Board




Procedure: Managing privacy breaches Page 4 of 19 RAOAUNNUTKlAE[j
HEALTH
breaches.
e Make an initial assessment of how the near miss occurred
e Evaluate the risks
e Establish the cause and extent of the near miss
e Consider who could have been affected by the near miss
e Consider what harm could have been caused xX_
e Prevent a repeat. ,8\,
N

Disciplinary
action

A

A breach by a staff member may constitute serious misconduct, *
particularly where the breach has occurred because the staff\r'g@er
has failed to comply with CM Health’s policies for handling pe

information. This may result in a disciplinary process wnh@opnate
consequences (including dismissal where the urcumstank justify it.)

Associated
Documents and
References

o
A\
g\(J

AN

The following associated documents and ref%}% s are applicable:

QS

NZ Legislation Prlvacvq;t 1993
Heal%formahon Privacy Code 1994
@lal Information Act 1982
S‘Nealth Act 1956
’K Public Records Act 2005
()}' Vulnerable Children Act 2014

v

CM Health Bo olicy Policy: Privacy — Protecting and
X respecting personal information’.
((\rz} All CMDHB health information policies,
Q procedures and guidelines
S\O Policy: A Just Culture

O

Other Related Documents Paanui — Privacy Intranet Site

O‘\

References
QJ

This procedure has been adapted from:

e The Office of the Privacy Commissioner’s ‘Data Safety Toolkit:
Preventing and Dealing with Data Breaches’, May 2014.

e Reporting privacy breaches — Government Chief Privacy Officer —
Department of Internal Affairs
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Appendix A — Four key steps on how to respond to breaches

CHECKLIST OF STEPS

STEP 1: Contain the breach and make a first assessment

&

Once you have discovered a Immediately contain the breach >
potential breach, you should N
quickly take common sense
steps to stop the situation
becoming worse:

While you diagnose what went wrong, stop the unauthorised @)
practice, try and get back the records, consider disabling the sy téﬂﬁ
that was breached, cancel or change the computer access codes

and try to fix any weaknesses in the physical or electroni urity.

N
Service manager to lead the investigation AQ’}\

The service manager is responsible to carry o %e early
investigation and make the first recommen@mns. Independence
and objectivity should be front of mind j ft}w selection of who leads
the investigation. The severity of the h may warrant a team of
individuals being involved. This wi gbdecided upon in consultation
with the Risk and Privacy Manager, General Manager or Director of
the specific area and Legal, g%\ropriate.

C
Decide whether to put m together that could include people

from other areas /K

This might incll§dg}éople from other agencies or other District
those from outside who have the expertise to deal

Health Boar§
with the.s@ tion (for example IT analysts, risk advisors etc.)
X\

Decég@:?\o needs to know within CM Health
@ﬂ up a list of those that need to be told. Allocate responsibility
Q\\for communication, deciding on the milestones and affected

\\ parties/ stakeholders that should be included. The Risk and Privacy
. \rb Manager, based on the severity of the breach, may notify the Chief
gi\\g Medical Officer and Chief Executive Officer. Consider whether

insurers need to be informed, as well as internal auditors, Quality
and Risk Managers and Legal Advisors. In conjunction with the Risk

E}Q/ and Privacy Manager, consider whether the Privacy Commissioner
0{\ should be advised of the breach.
E} Notify the police if the breach appears to involve theft or other
C,)@ criminal activity. Be careful not to destroy evidence that may be
\Q:b needed by CM Health or the police in finding the cause of the
<
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problem or which might allow you

to fix the issue

the Risk and Privacy Manager.

Log the breach into the Incident Management System.

A summary of all privacy incidents logged into the Incident
Management System will be provided to the Privacy Committee by
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STEP 2: Evaluate the risks
Once you have discovered that | Find out what kind of personal information is involved
b hh d

a breac .as oceurred, you The more sensitive the information, the higher the risk of harm to
should quickly take common . . o

the people affected. Health information, driver’s licence numbers
sense steps to stop the i . ; ,
damage becoming worse: and credit card details can all cause harm on their own but if used

8 & ' together it could be used for identify theft. A combination of ’{S’

personal information is typically more sensitive than a single piece Qrb
of personal information. N

A

ﬁte may

ers who
on holiday

What might that personal information show?

For example, a list of customers on a newspaper delive
not be sensitive. But the same information about c
have requested that their deliveries be stopped ”ﬁk
would be useful information to criminals. r\/

A\

A\
Is the personal information easy to get@

If the information is not password s

d or encrypted, then there
is a more real risk of it being misuga;i.

N

o
Try to find out what ca{éthe breach and if there is a risk of more
breaches.

What caused the breach?

s
X

What is the ex(?&’of the breach?

Try and id Qy the size of the breach including the number and
nature &f the likely recipients as well as how many people’s

per information has been lost. It is also important to identify
the risk of the information being circulated further. Find out if the

S\ each is the result of a systemic problem or an isolated incident.
N

Assess whether harm could result from the breach

Consider this from the point of view of the people affected taking
into account the reasonable expectations of the individual.

Types of harm to the individual could include:

e Identity theft
e Financial loss

%9 e Loss of business or employment opportunities
rbc’) e Significant humiliation
Q>Q/ e Loss of dignity
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Types of harm for CM Health:

e Loss of trust

e Loss of assets

e Financial exposure, e.g. fines and penalties

e |Legal proceedings

Types of harm for the public: \),&'

e Risk to public health Qré

e Risk to public safety \/O

\

Is the information in the hands of people whose intention @}
unknown or possibly malicious? $

For example, was the information taken by or give unknown
recipient or one suspected of illegal activity? W@t}k recipient a
trusted, known person or organisation that co‘b\/ e expected to

return the information?
34)

STEP 3: Notify affected people if necessary ,))Q\O

Being open and transparent
with individuals about how
personal information is being

handled is a fundamental
of privacy.

rule

'6 individuals affected by the

Notification can be a key step_t
breach and show that CM is doing the right thing. If a breach
creates a risk of harm to 6@ individual, those affected should usually
be notified. Prompt n iezation can help lessen the damage by
taking steps to proteet themselves and regain control of that

information. ()}'

But do not @R\people unless you are sure of the people whose
informatiga)has been compromised by the breach. More damage
can be’g%‘ne if the wrong people are notified in error.

\(A)Q@to notify

\\|t is not always necessary to notify breaches if there is no risk of
harm, notification can be overkill and on occasion, notification can
do more harm than good. Each incident needs to be considered on a
case-by-case basis. CM Health will also inform the Office of the
Privacy Commissioner of material privacy breaches so that it is also
aware of the breach and can handle any related enquiries or
complaints.

Consider:

< e What is the risk of harm to people whose information has been
rbc’) breached?
Q>Q/ e Is there a risk of identity theft or fraud?
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e Is there a risk of physical harm?
e Isthere a risk of humiliation or loss of dignity, damage to the
individual’s reputation or relationships, for example when the
information lost includes mental health, medical or disciplinary
records?
e What is the person’s ability to avoid or minimise possible harm?
e What are the legal and contractual obligations?
O

By now, you should have as complete a set of facts as possible and >
completed your risk assessment in order to determine whether YQ/O
notify individuals. Notification should occur as soon as reasonahly
possible. But if law enforcement authorities are involved, chéck

with those authorities on when to notify so that their in igation
is not compromised. Q
\>
R\

How to notify

Q
It is always best to notify affected individ @r}ectly — by phone,
letter, and email or in person. Direct no%c ion is more sincere and
personal. Indirect notification — web i@ formation, posted notices,
media — should generally occur wm{;@direct notification could cause
further harm, is prohibitively cc%ly or the contact information is not
known. Using multiple met f notification may also be
appropriate. It is also impartant to consider whether notification
might reveal the value Fihe missing information. For particularly
vulnerable people, consider notifying them through or with a

LN

support person.
N

\
Who shoul tify

co om the service in which the breach has occurred however
{ere will be situations where it will be more appropriate for the
\\grvice which has the most significant relationship with the
individual to notify them. Where there has been a serious breach,
notification may need to come from the relevant General Manager,
Chief Operating Officer or the Chief Executive Officer.

Notifig’ﬁ% to individuals affected by a breach should generally

This will be determined by the Risk and Privacy Manager, in
consultation with Legal as appropriate.

What to say
Breach notification should generally contain:

e Information about the incident, including when it happened

e A description of the personal information that has been
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disclosed and what has not been disclosed

e What CM Health is doing to control or reduce the harm

o What CM Health is doing to help people and what steps they can
take to protect themselves

e Contact information for enquiries and complaints

e Offers of assistance when necessary

e Whether CM Health has notified the Office of the Privacy X,
Commissioner r&&*
e Information about the individual’s right to complain to the Q

Privacy Commissioner and contact information for the Privacy\,
Commissioner. %)

A letter of apology should follow notification as this provides
written confirmation of the breach, actions taken to %ﬁte harm or
mitigate the risk, process improvements to prevem& ure harm
and the contact details of the Office of the Pri @ Commissioner
should they wish to lodge a complaint. )\/

Refer to Appendix D for Notification/ e{é}éy template.

Notifying third parties f\/b

Consider whether any of th%&\\mng groups of organisations
should also be informed:

e Office of the anacy&@fmmlssmner

e healthAlliance  fér IT related incidents for example — notifying
them on th %'f of computers
e Other DI%{ Health Board, particularly those in the Northern
Reglono
e Polj
. rers
{Professional or other regulatory bodies

So Third party contractors or other parties who might be affected

e Internal business units not previously advised of the privacy
breach for example Communications, Legal, other members of
senior management

e The Board and the Ministry of Health

e Union or other employee representatives

One agency that should be notified of any serious breaches is the
Office of the Privacy Commissioner. This will help the Privacy
Commissioner respond to inquiries made by the public and to

c,)e complaints that might be received. The Privacy Commissioner may

o) also be able to provide advice or guidance to your agency that may
Q>Q/ be helpful in responding to the breach. Notification helps to show
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that CM Health is being responsible and taking the matter seriously.
All communication/ notification to the Office of the Privacy
Commissioner will be through the Risk and Privacy Manager.

STEP 4: Prevent a repeat

Do not assume that there is nothing that can be fixed or done to

prevent future mistakes. There’s a system failure behind many \’s’
errors and now is a good opportunity to learn from the mistake. Qrb
There are a number of steps CM Health can take to minimise or O
prevent breaches. *

After a breach, CM Health needs to take the time to inv&s@te the
cause of the breach and make changes to the preventi@plan and
how it is being applied. This may require corrective a@tions to be
formalised and implemented. Q

The amount of effort should reflect the si r@j ce of the breach,
and whether it happened as a result of %k&emic problem or an
isolated event. It could include:

e A security audit of both physicghand technical security

e A review of policies and p ocedures

e A review of employeetraining practices

e Areview of any serviéelivery partners caught up in the breach

The resulting corrgii‘(/e action plan should be assessed by the
service manag$o nsure the adequacy and effectiveness of the
mitigation.

" Q

Document ID: A321063 CMH Revision No: 2.0

Division: Executive Management Last Review Date : 1/03/2018

Document Owner: | Risk and Privacy Manager -Strategic Development Next Review Date: 28/02/2021

Approved by: Clinical Governance Group (CGG) Date First Issued: 01/04/2014
Counties Manukau District Health Board




KQ“

Procedure: Managing privacy breaches

Appendix B — Reporting and Escalation Matrix
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Criteria Detail Rating | Scoring
Single individual 10
Number of 2-10 individuals 20
individual
affected 11-50 individuals 40
51 or more individuals 60
\\/
Minor sensitivity (e.g. name, employment position) 10 &Q\\
Sensitivity of the <X
information More sensitivity (e.g. remuneration, contact details) 20 {\
(select the O
highest level of Sensitive (e.g. financial, biometric) SOA
sensitivity (\\)
involved Highly sensitive (e.g. health, criminal records, information about %
) . 0
people at risk, closed records, contact details for vulnerable people) Q
aA)
No potential or actual harm to the individual(s) Q\<) 0
D2\
. ) . o 7
Potential for financial loss to the individual(s) ,\/ 20
\»-N
) . . A\
Potential for identity theft O 25
(08
Actual unwarranted intrusion into the individu:g{@sonal life 20
Potential or Potential for loss of business, employmen;&olrlother opportunities
o 25
actual harm to for the individual(s) (J
individual(s) C\
Potential for hurt, humiliation or r@utational damage to the 30
You can select individual(s) -\
several types of ,A\,
harm potential Individual denied accesﬁ&rrection of or statement of correction 30
and/ or actual not included with the( ormation without good reason
harm. If an actual
harm occurred, Actual financia I@to the individual(s) 40
do not select the \
corresponding Potential @hysmal harm to the individual(s) 50
potential harm.)
(ﬁ@dentlty theft 50
Hual loss of business, employment of other opportunities for the
N 50
66 individual(s)
§ Actual hurt, humiliation or reputational damage to the individual(s) 60
5) Actual physical harm to the individual(s) 100
No potential or actual harm to CM Health 0

Q:Qtentlal or
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Criteria Detail Rating | Scoring
actual harm to Potential for loss of business opportunity for CM Health 10
CM Health
Potential for financial loss to CM Health 20
Potential for reputational damage to CM Health 20
Potential for loss of trust in CM Health or wider public sector 20 rb
Loss of business opportunity for CM Health 20 \/O
Financial loss to CM Health 40 *
A<
\ N
Reputational damage to CM Health 40 *

Loss of trust in CM Health or wider public sector

More than one type of harm to CM Health

No media interest occurring or likely to occur

!
Potential for Some media interest occurring or likely to occur f)}) 20
media attention
Widespread media interest occurring or likely to occur, avvg\/y 50
Health, GCPO, OPC and others may be asked to com
Inadvertent information handling error (e.g. emajlox letter sent to
incorrect recipient, information provided to th( ng person over 10
the telephone. 7
Xo
Patient lists/ file left in an unsecure | n (lost/ misplaced) 20
: S
Information used by CM Health purpose not related to 20
collection, and an exceptlon\\'ss not apply
Failure to provide acc personal information within statutory or
extended timefr. ailure to correct or attach a statement of 30
correction to pe information
Privacy breach
source Theft or IO/Z fproperty containing personal information (e.g. USB 40
StICk d ents, laptop or other such mobile device)
atlon collected by unlawful, unfair or unreasonably intrusive 50
ns
<\
é@ Unauthorised access of systems or information (e.g. staff member
Q accessing information not for work purposes and contrary to agency 50
E}Q policies/ procedures.
cg@ Systemic system or business process issue (e.g. insufficient security
fb controls, asking for and receiving information not necessary for 60
purpose, not responding to requests, withholding information
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Criteria Detail Rating | Scoring
without good reason, retaining information received through an
information matching programme)
Cyber security incident (e.g. hacking) 60
Information recovered, destroyed and not access by an 1
unauthorised individual 6{’&’
Individual provided access to their information, or information ()A
S 10
corrected/ statement of correction included \/
<\
. . @‘\
Information not recovered but encrypted and unlikely to be 20
Status of the accessible
privacy breach NS
Information recovered/ destroyed/ no physical copy disclosed, and SOArbs
accessed by an unauthorised individual(s)
[4 4
Systemic or business process issue fixed, but information was Q\go
accessed by an unauthorised individual(s) '\/
(2
\%
Information not recovered and accessible Q 60
X
’
<
K
Ny
&8
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PRIVACY BREACH IMPACT RATINGS
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Rating Level | Descriptor Escalation and
range Reporting
Small number of people affected, with little or no
potential or actual harm to the individual(s).
0-170 5 &Y
Little or no indication of systemic problems within CM fb.
Health. A
Privacy Officer and Legal \/O
Small number of people affected, with minor potential *
or actual harm to the individual(s). @
171-220 4 $
Little or no indication of systemic problems within CM
Health. {\
\O
Either the information is not sensitive/ highly sensitive QN
and the potential or actual harm to the individual(s) is
more than minor, or the information is sensitive/ @4-5 rating, including:
highly sensitive and the potential or actual harm to the ( 5}
221-270 3 individual(s) is minor. ihical Governance Group (c/o
Q) Chief Medical Officer),
Individuals may stop using, or be reluctant to usam{rb Communications Team and CEO
service. The incident may get media attentionQr cadse
reputational risk. (\\
N

Breach of sensitive or highly sensitive i
with serious potential or actual harq the
individual(s). .

undermine agency system

that could impac;'ii
measurable and’a ‘going negative impact on
individuals @or agencies. On-going media

coverage.
[AQ)

rmation,

The incident may imply a s&c failure that could

e incident may cause

long term loss of tru @d confidence in CM Health
ébce delivery. There could be

As with 3-5 rating, including:

Audit, Risk and Finance

serious potential or actual harm to the

\Ki

going.

Sector. On-going media coverage.

B@f sensitive or highly sensitive information,
t

dividual(s). It is likely that more than one type of
harm has occurred, and that harm is likely to be on-

There may be a systemic failure that could undermine
CM Health'’s systems. If public, will significantly affect
the reputation of and trust and confidence in the State

Committee with communication
to the CEO and Chair.

Document ID: A321063 CMH Revision No: 2.0
Division: Executive Management Last Review Date : 1/03/2018
Document Owner: | Risk and Privacy Manager -Strategic Development Next Review Date: 28/02/2021
Approved by: Clinical Governance Group (CGG) Date First Issued: 01/04/2014

Counties Manukau District Health Board




Procedure: Managing privacy breaches Page 16 of 19 RAOAUNNUTKl/flj

HEALTH

Appendix C - Guideline for logging a breach within the Incident Management System

e Allincidents need to be logged into the system - Incident Management System - login here.
e Inthe ‘General Incident Type’ select ‘Safety/ Security/ Conduct.

Incident Reporting System

| Task | Browse | Reports | Logout

Quick Submit Form

If you require assistance to complete this form call ext: 2853 during business hours (08:00 to 17:00)

B General Incident Informatian

General Incident Type:  SAFETY/SECURITY /CONDUCT -

Was equi®

Incident Date: = T — Q =

| @ @himm)

Inddent Time (24hr dlodk):

Department/Unit/Ward:  <Please spedfy>
Service:  <Please spedify>

Group:  <Please spedfy>

Division: ~ <Please specify> Q
1s a Different Dept/Ward Involved?: ‘|QI Remove
4

-

Spedfic Location: v
File Owner:  Kerry Bakkerus (Risk and Privacy Mar —CMSEQ (7]
Entered Date: |18/10/2015 — D (ddfmmfyyyy)

o200

CRIERE IR

]

Entered Time: [10:31 ~ A | @ Ghine)
Entered By: |KerryEakkerus ‘/ |0
Site Location: | S .0

NY
e In the ‘Specific Incident Type’ select ‘Breach of Privacy'g\o

<

4
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ent Form - Windows Internet Explorer i~
£] hittp://mmhincrp0l/rmproweb/Riskweb3.dIl/FrmlncQuickEntry 5 ) -|¢,| X

View Favorites Tools Help

53] | @ onineIncidentForm x| @& Privacy, Security and Trust. || & -

Incident Reporting System

- | Task | Browse | Reports | Logout

ions

Quick Submit Form

7 = Specific Location: - 9 &
> File Onner:  Kerry Bakkerus (Risk and Privacy Mgr - CMDHE] v @ \'
Entered Date: | 18/10/2015 | @ (adimmpyyyy) fb
Entered Time: |10:31 | @ himm)
EnteredBy: [Kerry Bakkerus le

Site Location: R ]

Reported Date
18/10/2016

Phone

B Specific Incident Details

Specific Incident Type: ~ breach of privacy - N
s this 2 O ERR. e ‘
Immediate Actions Taken: ‘ IM
Contributing Factors: ‘ r\mmdmﬁmoue]
Reported Incident Severity:  <Please specify> .lﬁ
Actual Incident Severity:  <Please spedify> r\bv aQ

Shert Description of Events (NG NAMES): ?:\/ © | Add/Edit

: O
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\Q/
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Appendix D — Notification Template

N T

cou | E S
MANUKAU

HEALTH

Private Bag 93311
Otahuhu 1640
Auckland, New Zealand é’&l

Telephone 64-9-276-00004
(Insert date here) O

Private & Confidential

(Insert addressee) $

Insert address [physical/ email] {\
N

Breach of Privacy ((99

e Information about the incident, including when it happened ,{/))Q

Dear Addressee

e A description of the personal information that has been disclqu and what has not been
disclosed \\

e What CM Health is going to control or reduce the har S\

e What CM Health is doing to help people and what s/téps they can take to protect themselves

e Contact information for enquiries and complai%\,

e Offers of assistance when necessary ?‘

e Whether CM Health has notified the Offiee.of the Privacy Commissioner

e Information about the individual’s rightto complain to the Privacy Commissioner and contact
information for the Privacy Comr@loner.

We want you to know that pri\/%\cQs taken very seriously at Counties Manukau Health and that this
inadvertent incident has been\‘(a\ unfortunate aberration which we will take the greatest care not to
repeat. We sincerely ap ise for any distress caused to you. Please contact me if you would like
to meet, or if there ié\a urther information or assistance that we can provide.

You have the rigl@) raise a complaint with the Office of the Privacy Commissioner, through the
following o%t}'@j\s:

. Lod@ur complaint online (https://www.privacy.org.nz/your-rights/complaint-form/)
. D@vnload the complaint form to complete, then:
@viail: Office of the Privacy Commissioner, PO Box 10094, Wellington 6143
“0r“-Fax: 04 474 7595
-Email: enquiries@privacy.org.nz
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Storage and Security of Electronic and Paper Clinical Records Procedure

Procedure: Storage and Security of Electronic and Paper
Clinical Records

Abstract

Reasonable safeguards should be put in place to protect personal information

against loss, misuse, or unauthorised access, use, modification or disclosure. This X
procedure outlines the processes that staff should follow to ensure the security

the electronic and paper clinical records at all times. NS

Procedure: $

Physical Security of Paper Clinical Records: Afb
The health information must be protected while in use, stora@ or in transit.
Security of Clinical Records when they are stored in@ations other than the
Clinical Records Department:

The person receiving the paper clinical record(@ﬁ)esponmble for the security of
the record while they are stored in locatlons than the Clinical Records

Department.
" O

<
Ward clerks who receive the pape{@ﬁnical records into the Ward and
up-date the iPMS Tracking System are responsible for the security of
the record whilst it is on the ward.

Example:

Patient Care Assistants receive the clinical records at the
Superclinic are respensible for the security of the record whilst it is in
the Module. f(\?}

Those clinical@ds which are stored in areas that only allow staff “swipe card”
access or that(dannot be accessed by the public when left unattended do not have
to be loc way.

\»ggfj those clinical records which are held in areas where they could be
iﬁs d by the public when left unattended must be locked away to minimise the
of unauthorised access.

E}Q/
N
Important: All requests for copies of clinical records from other health
care providers must be processed through the Clinical
Records Department. CM Health staff, who receive such

\Q/ requests directly, must refer the requester to the Clinical
Records Department.

Document ID: A7366 CMH Revision No:: 1.2

Service : N/A - Controlled document used across the organisation Last Updated: 27/03/2019

Document Owner: Risk and Privacy Manager - Strategy and Infrastructure Next Review Date: 27/03/2021

Approved By: Health Information Committee (HIC) Date First Issued: 1 March 2004
If you are not reading this document directly from the Document Directory this may not be the most current version



http://cmdhbdocuments.healthcare.huarahi.health.govt.nz/docsdir/

&

Page 2 of 5

Storage and Security of Electronic and Paper Clinical Records Procedure

AN

AN

Important: Staff must not remove clinical records from any of the
CM Health premises without authorisation from the
Clinical Records Dept or staff responsible for the
clinical records in outlying units. If authorisation to
remove clinical records from the CM Health premises
has been obtained, the records must be kept secure eg
in a locked bag or case. It is not appropriate to leave
clinical records in an unattended car, even if that car

staff working in the community are an exception and \/O
if they do need to leave clinical records in the car, they A
should be locked in the car boot and not visible to &QJ
passers by.

(N

N
All third party requests for health information held in electronk&rppaper clinical
records must be referred to the Release of Information OffjcEryin the Clinical
Records Department. Staff who receive such requests di@ must refer the
requester to the Clinical Records Department. (O’\,

Tracking the Location of the Paper Clinical B\(&f ds:

To ensure that the location of the paper recor?
information will be tracked using the iP

own at all times, the following
cking System:

e Name of person who has requeste is using the clinical records

e Reason for Use (eg audit, “to vigw")

e Normal storage location o tlfgxrecords

e The current location of therecords

e Date of dispatch '\O

e Date of receipt

(
K(Q
O
Important\Qtaff who dispatch the records to another location are

. rz} responsible for up-dating iPMS Tracking System.

Lo
g\\g Those staff who receive the records are responsible
O for up-dating the iPMS Tracking System.

&

is locked, as that is not sufficiently secure. Clinical be

N

0 tional Security:

R

C,)
\éb

Who may Access the Clinical Record:

Staff of CM Health, authorised students accommodated within CM Health, and
staff of approved health providers associated with CM Health may access the
clinical records (including the electronic record) of patients for whom they are
providing ongoing care and treatment. This includes administrative tasks such as
booking patients for appointments etc.
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Procedure: (continued)

Records must not be accessed or used other than for an authorised purpose
related to the care and treatment of patients under the staff member’s care in that
staff member’s role at CM Health.
&
Confidentiality: AQ}
The “misuse of confidential information, failure to respect the confidentialit &P
patient information” is not permitted and is defined in the CM Health Co %f
Conduct as serious misconduct.

Each employee is required to sign an Employee Confidentiality Ageement on
commencement of employment. AQ}

aN
Aﬁ Warning: All incidents of failure to respect patiean/\)
confidentiality are considered to be s ﬁg s
misconduct, and may result in dis@ary action
which may include dismissal. ">

v
N

Many staff have ready access to all patiéQt health information via the electronic
records such as Concerto and PiMS. @ftaining access to this information to
provide ongoing care and treatmentsor for administrative purposes is acceptable
use of the information. Howeyer; staff may not look up their own results,
appointments, referrals etc on\%“e electronic or paper record without following the
procedures outlined in “H,(-)&\Patients Gain Access to their own Personal Health
Information”. ’0\}

Staff may use othe@cepted methods of obtaining this information, for example,
telephoning * @‘ies” or the Manukau Superclinic Call Centre.

Staff must ne&%r look up the results or health information of their relatives or
friends.. ess to information about family members or friends can only be

obtxc@\by following the procedures outlined in “How Relatives/Friends Obtain
P@ al Health Information about a Patient”.

N
Z,
Qt)

<
C,)
o
\&
<
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Procedure: (continued)

Warning: Itis considered misuse and unauthorised access if
staff look up their own or family members/friends
results, appointments, referrals etc on the electronic

or paper clinical record. The usual processes must be {}\,
followed: for access to a staff member’s own Arb
information, he/she must follow the “How patients @)

gain access to their own personal health A\/

information”procedure, and for access to a family &,
member or friend’s information, the staff member
must follow the “How Relatives/Friends obtain (>
Personal Health Information about a Patienthb
procedure.

/A
|4

Staff should avoid collecting health information fj (Qatients in public waiting
areas where members of the public or unauthoriSY/ ersonnel could overhear the
discussion. v

Health information must be made anon n@s for health education purposes, eg
for Grand Round presentations, and ﬁqé\'ous information should be used when

training staff to use the systems.

X
Technical Security: ?SJ
Use of Passwords for El nic Clinical Records:

The security of passw;aé%} or electronic identifier is the responsibility of the
individual staff me@er. All authorised staff will be held responsible for any use
of their electr '@ﬁdentity and signature. Any security breach or compromise of
an electronic%ntiﬁer must be reported immediately.

All users,should use a “strong” password that cannot be easily guessed or

1denti @. Never use names of family members, pets, birth dates or common or
g@c passwords such as “password” or “letmein”. Strong passwords should be
atleast 7 characters long and should have a combination of letters and numbers.

Warning: Itis not a defence against performance management
proceedings, that an individual’s password was
known to others. All notified security breaches of

\Q/ electronic health information will be performance
< managed.
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Storage and Security of Electronic and Paper Clinical Records Procedure

Warning:

Health information about patients must not be sent
electronically to external health care providers unless
a secure e-mail system is in place or the document is
protected by secure password.

Related Documents:

O
NZ Legislation Privacy Act 1993 AQ}
Health Information Privacy Code 1994 N
Official Information Act 1982 Q/A
Health Act 1956 $
Public Records Act 2005 o
CMDHB Clinical |03 Sharing Health Information with Providers of Care N"
Board Policies and | 04 Documentation in the Clinical Record q/g
Procedures 05 Storage and Security of Clinical Records Q
06 How Patients Access Their Own Information
07 How Parents and Guardians Request Persqn ealth Information
08 Altering Personal Health Information at fhe atient's Request
09 Checking for accuracy and authorlsmmmes into the clinical record
10 Correcting inaccuracies in the clini@‘r\ecord
11 Disclosing Anonymous Health rmation
12 Employee Initiated Unanticipa(&f Disclosure
13 Third Party requests 7
14 Disclosure of Health Infdemation to Relatives, Friends
Inpatient coding throu,qh\tl\&‘dlscharge summary
Release of Informatlo(l“hom Decision Support Services
Retention and Destfuctlon of Personal Health Information
&7
Quality Health NZ Informatio‘xK@\anagement (Acute Care, 2001, Version 2)
Standards R \(\
Other CMDHB HR.th‘cies — Code of Conduct
Policies and ks\ﬁe icies — Security of Information on Computer Equipment
Procedures (‘%\\
Other related TSouthnet — Privacy and Legal Intranet site.
documents E}QJ
(\
60
=
\&
<
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Procedure: Sharing Health Information with Providers of Health
Care Services to CM Health Patients -

Purpose

One of the purposes for collecting personal health information from patients, and
using it, is to provide ongoing care and treatment. This includes sharing relevant X
health information with other providers of health care services who are involvedAfb
in the in the patient’s treatment. When a patient is referred to CM Health by a ()
General Practitioner (GP), midwife or other provider of health services, it i

important that the outcome of the referral is documented in the patient’s ¢hitical
record and communicated back to the referrer.

This procedure outlines the processes that staff should follow t;)‘@}re health

information is appropriately shared with general practitioner -wives and

other health care providers who have referred patients for w@ment at CM Health

or are involved in the patient’s treatment. ,\/Q

Procedure Q)Q(O
v

A Important: Patients should be made aware th *tReTr health information will be
shared with other health profes% s who are providing ongoing
care and treatment, including {t@'r GP.
N\

/7
Sharing of Health Information for In-]éﬁents:
Av-N

\S
A Important: Disclosing patient information to the patient’s GP or other health
care provider is 'eéﬁtted, as sharing information with other health
care professi(,)}@s is one of the purposes for which it is collected.
\\
Electronic DiSQQrge Summary:
e AnEl c‘f&ﬁc Discharge Summary (EDS) must be completed on the day a
patie®1 discharged from hospital, a copy of the EDS must be sent to the
Qémng health care provider, eg GP, midwife etc.

o the referrer is not the patient’s usual GP, a copy should be sent to the usual

Q} GP, unless the patient specifically asks that his/her usual GP not receive the
t} information.

0{\ e Ifearly, post-discharge monitoring by the referrer is required, the health care

a} provider should telephone the referrer prior to sending out the EDS, so that
C’JQ/ formal transfer of responsibility is established at that point.
o
\&
<
<
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Other In-patient Documentation:

Page 2 of 3

Other types of health information which are collected during a patient’s in-patient
stay which may be shared with other health care providers include:

e Operation notes

e Ward round notes

e Ward reviews
e Ward referrals

e Test results and x-ray reports.

®)
Copies of the above reports will be sent to the GP at the request of the autl@who
must dictate these instructions to the transcriptionist.

Sharing Health Information for Out-patients:

Related Documents:

X
X
Q0

&Q/

All GPs, mid-wives etc who refer patients for outpatient treatm ust receive
information about their patients from CM Health clinicians, i the form of
dictated/typed letters or reports:

e Clinic letters or reports dictated immediately af@@ach outpatient visit,

including on discharge from the clinic.
e Clinic letters or reports dictated immedia

r\ffter each outpatient procedure

e Result letters, if significant results are@med after the clinic which the GP
needs to be made aware of

e Administration letters dictated ig é(kgniﬁcant changes in management are
required between out-patient Xisits

o If the referrer is not the pa
GP, unless the patient

information.

&

“

t’s usual GP, a copy should be sent to the usual
ifically asks that his/her usual GP not receive the

NZ Legislation \U
\\
N

AN
&
Q‘\

Privacy Act 1993
Health Information Privacy Code 1994

Official Information Act 1982
Health Act 1956
Archives Act 1952

Document ID: A7365 CMH Revision No: 1.2
Service: Clinical Governance Last Review Date : 15/04/2019
Document Owner: | Patient Information Service Manager Next Review Date: 15/04/2022
Approved by: Health Information Committee (HIC) Date First Issued: 03/03/2004

If you are not reading this document directly from the Document Directory this may not be the most current version.



http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes
http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes
http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes
http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes
http://www.legislation.govt.nz/browse_vw.asp?content-set=pal_statutes
http://cmdhbdocuments.healthcare.huarahi.health.govt.nz/docsdir/

Page 3 of 3

Sharing Health Information with Providers of Health Care Services to CM Health Patients -

CMDHB 'Cl'inical Correcting & Altering Personal Health Information at the Patient's
Board Policies and Request - Procedure
Procedures
Checking for accuracy and authorising entries into the clinical record
Procedure
Correcting inaccuracies in the clinical record Procedure
Disclosing Anonymous Health Information Procedure
Documentation in the Clinical Record - Procedure
D
Disclosure of Health Information to Relatives, Friends Procedure Ara
Employee Initiated Unanticipated Disclosure Procedure O
How Parents and Guardians Request Personal Health Information
Procedure $
How Patients Access Their Own Information Procedure
Inpatient Coding through the Discharge Summary P@s dure
Release of Information from Decision Support Services Policy
o
Retention and Destruction of Personal He@ formation Policy
Safe Management and Privacy of Per: on, ealth Information Policy
Storage and Security of Clinical K}} ds
Third Party Requests Procedq;g
Quality Health NZ Information Manageme Cute Care, 2001, Version 2)
Standards 1%
Oth'er' CMDHB HR Policies — Code @bonduct
Policies and N\
Procedures IS Policies — S\ecﬁritv of Information on Computer Equipment
Other related SouthNE'b&Pfivacy and Legal Intranet site.
documents X

73

. QA‘
\
>

&

S\O

\
| \Q}\

&
&Q
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Audit Policy

Policy: Clinical Audit

Purpose

Counties Manukau Health is committed to improving the quality of services being
offered to users. Clinical audit is an important activity because it provides findings
which demonstrate whether or not the organisation is practicing effectively.

The purpose of this policy is to outline how audits should be co-ordinated,&’d&,
monitored and evaluated; it also aims to ensure that authorisation processesi%
robust, and that duplication is minimised. O

Y
@ Note: This policy must be read in conjunction with reIevar%l@J\QB

audit Procedures and Guidelines.

N\
Scope Arb

This policy applies to clinical audits performed by Cougties Manukau Health (CM
Health) staff. This includes audit activities where ealth staff members are

subjects of the audit. As audits may vary subst %E in scale and implications,
some judgement must be exercised in conside;@v ich audits require registration
— for example, audits which review and haven’-T( cations only for the practice of an
individual clinician who is undertaking anqudi’ of their own practice for individual
professional development purposes ne ot be registered, whereas audits which
review and have implications for futyre ice provided by a team should generally
be registered to support ongoing éanisational learning and quality assurance.
Advice on this point should be t from the relevant Clinical Leader, Service

Manager or a member of the %Search Office if required.

9

Policy OQ?\

Governance The CM Health ’(s}rch Committee (RC) is responsible for ensuring adherence to
the policy for its conducted at CM Health or on behalf of CM Health. The RC is
a subcommittee of the CM Health Clinical Governance Group.

The CM th Research Office (CM Health RO) is responsible for registering audit
activitiés'where this is requested. The research office further ensures that all audit
activilies have the necessary approvals in place and comply with CM Health
.@I}mes, as well as any appropriate external regulatory and approval requirements.

CMDHB Og\ udits should have a clearly defined purpose that is useful in improving clinical
Approval practice and that is in line with organisational priorities. Audit projects should not
< result in duplication of effort. The impact of an audit on the service’s ability to

a} perform its operations should be clearly identified.

Q‘ Any clinical audit carried out within CM Health facilities must be facilitated by a CM
a} Health clinician. Patient/client rights with regards to privacy should be safeguarded
c,)Q/ with appropriate authorisation for release of patient information.

\Q/rb Costs of carrying out the audit should be accurately identified and should not
'{Q/ overburden CM Health resources. There is a balance between resources used,

and the expected outcomes of the audit.

Clinical auditors who register audits with the Research Office should discuss audit
proposals with the relevant Clinical Leader and Service Manager, and prior to
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Audit Policy
commencing obtain formal approval from them.
All audits registered with the CM Health Research Office may be audited by the RC
or a person appointed by the RC to ensure compliance with this policy.
Registration All audits must be registered with the Research Office to obtain a registration

with the CMH number. Registration should occur after the feasibility of the proposed audit has
Research Office been discussed with the relevant Clinical Leader and Service Manager.

&
Ethical Review Audit activity does not require ethics committee review, unless it reache

threshold of more-than-minimal risk (refer to procedures). Ethics committee regigw
may be beneficial if the audit is intended for publication.
A

Requirements  Where the Coordinating Investigator is a non-CMDHB auditor and T&audit team

for Non-CMDHB does not include a CMDHB employee, an audit Facilitator must Q‘dentified. If an

Research appropriate audit facilitator has not been identified and conﬁ ed, the relevant

Partners Manager is responsible for appointing a CMDHB employ s an audit facilitator.
Audit Facilitators are responsible for ensuring t@dit meets CMDHB
requirements.

All non-CMDHB staff involved in CMDHB a must sign a confidentiality
agreement and submit this to the RO before audit commences. A separate
confidentiality agreement must be signed for new audit study.

¥
Study Conduct All audits conducted at CMDHB must;
e Be conducted according to t{lg/highest ethical and scientific standards and

comply with the appropgi&’fé local, national, and international guidelines and
processes. O

e Respect and prote EE rights and well being of the participants involved in
audit, as specifi%' the Code of Health and Disability Services Consumers’
Rights (1 996)>0

e Have app iate approvals (clinical leader and service manager or delegated
managefs for registration with the RO).

e E that the audit data and records are accurate, complete, securely
\ti d for the relevant retention period and will be available for future review
- J@r audit by internal or external parties.

g.\\g Comply with all other relevant CMDHB Policies, Procedures and Guidelines.

O All adverse events occurring in audit conducted at CMDHB must be reviewed by

Q} the Coordinating Investigator who is required to:
t} e Make a decision based on the level of risk and potential harm and take
0{\ appropriate actions to protect all patients and auditors;
a} e Meet the regulatory HDEC and SCOTT reporting requirements;

o Report all suspected unexpected serious adverse reactions (SUSAR) to the
Research Committee; and

e Report all adverse events that meet the criteria for CMDHB Incident

Reporting.

Resource The resources associated with audit involving CMDHB must be clearly identified by
Usage the auditor.
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Where the resource usage relates to a cost incurred (including use of a service),
this cost must be covered. Where a CMDHB Department is willing to cover the
costs associated with the audit, this must be approved by the relevant manager or
an appropriate delegate. Where resource usage relates to use of staff time, this
must be approved by the appropriate Manager.

All audit involving CMDHB must be consistent with the provisions of the Treaty of
Waitangi and as such meets the rights, needs and interests of Maaori.

It is the responsibility of the Coordinating Investigator to ensure that any ot@
cultural consultation appropriate to their audit is undertaken if required. Q)

All CMDHB employees involved in auditing are required to report any\% e of
suspected audit Fraud / Misconduct in line with CMDHB policies on ulture
(v1 15 Feb 2010) and Fraud Monitoring and Management (v1 JuIy 2

Afb

A clinical audit asks ‘are we following best practic 7@)@ ‘what is happening to
patients as a result’. Audit is a measurement of current practice against an agreed
standard. Audit does not seek to establish or d@‘éwhat best practice is. It does
NOT involve new treatment/practice, nor ¢ groups or placebo groups, or
allocating patients to different treatment groups;

AN

“Research is concerned with discovering the right thing to do; audit with ensuring

that it is done right.” Smith, R. Audjp & Research. BMJ 1992; 305: 905-6
AN

V4
“Research is about obtaining.new knowledge and finding out what treatments are
the most effective. CImm?N dit is about quality and finding out if best practice is
being practised. Reseatch tells us what we should be doing. Clinical audit tells us
whether we are in@%\at we should be doing and how well we are doing it.”

X Neéalthcare Quality Improvement Partnership, UK, 2012
~Q

“‘Audit is theﬁrbcess of reviewing the delivery of health care to identify deficiencies
so that tg@ ay be remedied.”"K. Crombie 1997

N

be multidisciplinary, involves a cycle of continuous improvement of care
sed on explicit and measurable indicators of quality. These indicators include a
" service user perspective...The principle of all clinical audit activity is that it leads to
improvements in clinical practice, resulting in improved outcomes for patients.”
Ministry of Health Working Party; Towards Clinical Excellence — An Introduction to
Clinical Audit, Peer Review and Other Clinical Practice Improvement Activities
2002

“T?E\systematic peer evaluation of an aspect of patient care. The process, which

79 “Clinical audit is the quantitative assessment of the quality of care being provided
fbc’) compared to agreed, documented evidence-based criteria or to the performance of
< other providers...Its aim is both to stimulate quality improvement interventions and
to assess their impact.” U.K. National Clinical audit Advisory Group, Department of
Health 2009
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Other documents relevant to this policy are listed below:

NZ Legislation

Privacy Act 1993, The Health Information Privacy
Code 1994, The Official Information Act 1982,

CM Health Clinical

Clinical Audit Procedures

Board Policies and Research Policy 9
Procedures Research Approval and Study Closure AQ*
Procedures
Disclosure of Health Information How aV%rd
Party Requests Health Information _About a
Patient &‘0 '
Other related Ministry of Health Working Qarty; Towards
documents Clinical Excellence — An Intr @ction to Clinical

Audit, Peer Review and r Clinical Practice
Improvement Activities 200:

o
S
%

o

x.
K
NG
&E
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Policy: Auditing Access to Electronic Patient Records

Purpose

The purpose of this policy is to ensure a consistent approach to auditing and
monitoring of electronic patient records systems and to outline the expected
processes for follow up where unusual or unauthorised access is detected.

Scope
&
This policy is applicable to all staff who are involved in the auditing of electronic
systems or in any subsequent follow up action. This group may include sta@
involved in auditing of clinical records (including the Quality Coordinator, Patien
Information Services), service managers, HR managers, Privacy OﬁiC@\ IT
business managers and General Managers.

This policy does not apply to access that has been properly Q(ranged in
accordance with the Staff Portal policy. Afb

Policy

Staff Requirements

CMDHB staff are only permitted to access clinical mfo@on systems and patient
related information for the purposes of treating pati der their care or carrying
out their duties as CMDHB employees. The CMDHB Safe Management and
Privacy of Personal Health Information Policy stat€s:

Personal health information is obtalrﬁesé*)and used for the purpose of
providing ongoing care and treatment e patients of CMDHB.

If a person wishes to obtain or use gcsonal health information for a purpose other
than that provided for in the poli e policy states that that person must first
seek the advice of their serw anager or the Privacy Officer.

The Storage and Securitw{v Iectronlc and Paper Clinical Records Procedure
states:

All incidents of fail, to respect patient confidentiality are considered to be
serious miscon and will be formally performance managed.

This policy als8\states that it is considered misuse and unauthorised access if staff

look up e(J wn family members’ / friends’ results, appointments, referrals etc in
the e ohic or paper record without following the appropriate procedures for
requ or information, including the processes set out in the Staff Portal policy.

QQhe CMDHB Employment Privacy Agreement, signed by all staff, reinforces the
a} above policies and further states that employees shall not:

c,)Q/ Use or attempt to use any of the information specified above for the

> employee’s own personal benefit, or for the benefit of any other person or
Q>Q/ organization, or in any manner whatsoever, other than in accordance with
Q the employee’s duties and consistent with the obligation of confidentiality

expected for a person in the employee’s position.
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CMDHB Requirements

Audit Expectations S\O

Breaches of any of the above obligations will be considered to be serious
misconduct. Employees under no circumstances should look at information
of patients who are not in their direct clinical care.

CMDHB and the other Auckland Region DHBs have a “zero tolerance” approach to
misuse of health information. Auditing of electronic systems is an essential aspect
of the security required to maintain public confidence in our ability to keep health
information safe.

CMDHB is required to work within the provisions of the Health Information P
Code 1994. Rule 5 of the Code requires health agencies to use such r|ty
safeguards as are reasonable in the circumstances to protect health information
against unauthorised use, access or disclosure. be

3

Auditing of electronic system access plays a key role in @ting misuse and
deterring others from accessing information they are not@ﬂtled to view. The
Interim Regional Information Sharing Guideline als ra,sablishes the follow
expectations in relation to information shared across Dé@

It is recommended that 6 months of access (@vsactions are audited for each
user on an annual basis. The audit sho ocus on the user’s access to
particular documents or records that do\not fit the usual pattern of access
for the individual user, taking into aco‘\ nt the users surname, job role and
location of work.

’&,
Further expectations are also s t in relation to audit of designated records such
as those of celebrities, pO|ItICI and staff members within the organisation.

fb

&

Systems \(\

O

It is expect \that monthly audit reports should be produced for electronic
systems A@kre relevant, such as:

o T e (community laboratory results)
. €c ir
QConcerto

Co Any “break glass” access where this functionality exists

e Any other additional electronic systems implemented by CMDHB and

A

X
>
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Content of Reports
Where possible, reports should specifically identify the following events:

1. First name and surname of accessing staff member matches first name and
surname of patient.

Surname of accessing staff member matches surname of patient.

Staff member has accessed records outside the service area within which he or
she is employed.
O
Afb
Manual Checking \/O

Manual checking of specific patient records and employee access logs sho Iso
occur. This includes checking of access to celebrity, high profile, politicia staff

member clinical records as well as routine assessment of individual ployee

access logs. Afb

Manual checking processes should include:

e consideration of usual patterns of access, Qq/

¢ identification of access occurring outside the normal r}fneters of use; and

e access that appears inconsistent with the user’s (e.g. an obstetric service
staff member accessing the results of a male m health client.)

Manual checking should occur in accordan@ th the schedule outlined in the
associated Patient Electronic Record Audit ocol.

/

Cross-Agency Auditing &
Where audit logs are provide other agencies (e.g. other Auckland region
DHBs) then similar checks (Will be made to identify potentially inappropriate
requests made by CMD taff members to access information held by those

other agencies.
K(Q

Follow up of Au esults

Unusual A §s to Third Party Information
y

If unu@al or unexpected results are identified which indicate that there may have
f}.access to another individual’'s information, and access cannot be understood
%reference to the role of the staff member and the general information available
Qﬁbout the patient then the “follow up process” should be followed (see appendix A).

O

< An explanation should be sought directly from the staff member concerned. The

fbc’) Quality Coordinator, Patient Information Service, should notify the staff member’s

\Q/ service manager and a letter seeking further explanation should be sent to the
\Q/ employee by the service manager, and copied to the Privacy Officer and relevant

HR Manager for their information. It is important to remember that this is not a
disciplinary process, although disciplinary action may follow if an adequate
explanation is not provided by the employee.
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Explanation from Staff

Once a response is received from the staff member this should be carefully
considered by the service manager. The service manager may need to seek
further details or information regarding the nature of the access. If the response
provides a valid and reasonable explanation for the access that occurred then no
further action will be taken. If the staff member does not provide a reasonable
explanation for the use that has occurred then the matter should be referred to the
relevant HR manager for further action in accordance with the CMDHB discipline
and dismissal policy.

Staff who wish to access their own information or results must make their requéests
through the usual DHB channels. They are not permitted to access theis~gwn
information directly through CMDHB systems, unless access to such @ ation
has been arranged in accordance with the Staff Portal policy. Although.oUtside the
limits of acceptable use, access to a staff member’s own results rdlnarlly be
regarded as an education matter, resulting in a reminder that su';& access is not
acceptable and provision of information about the Staff Port,a@epeated access
following a reminder being given may result in a more@r al process being
followed, in accordance with Appendix A. (O
QO
>

\Vq/

Process QS/\

If a complaint or concern relating to,a{ccess to patient information arises the
relevant service manager, general ager, clinical director or privacy officer can
request an audit of the patient reoggagr the employee access log from the Quality
Co-Ordinator, Patient Informatiq\ ervice.

If any issues are identified ['ﬁ@the audit these should be dealt with in accordance
with the process outline@ih this document for dealing with “unusual results”

detected during routin its.
Such investigatio will' be carried out as a part of, and in conjunction with, the
usual complalnts\ﬁo icy.

’Z>

Reporting Og{\\

Rep of results
<%)nonthly audit report will be compiled by the Quality Coordinator, Patient

Information Service, outlining all instances of inappropriate access to clinical
systems at CMDHB. This report will be provided to the Privacy Officer and
relevant Human Resource Managers. Each incident in the report should be
accompanied by a recommendation regarding the action that should be taken.
Such recommendations will be in line with this policy.

&

Q0
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Summary reports will also be distributed by the Quality Coordinator, Patient
Information Service. This summary report will outline:

the number of exception reports identified for each service;
the number of exception reports resulting in a “please explain” letter; and

the number of exception reports resulting in referral to HR for disciplinary
consideration.

This report will be circulated to the Health Information Committee and the MACS,
for their month end reports. It will also be copied to the General Manager Clinical AQ}
Support Services, Service Manager, Patient Information and the Privacy Officers. O

&

Associated Documents
Other documents relevant to this policy are listed beIoerZ>

NZ Legislation | Privacy Act 1993 \D
Health Information Privacy C96q®94
CMDHB Clinical | Safe Management and Priv&\&}@t&, Personal Health

Board Policies Information

Storage and Securitysaf Clinical Records
Code of Conduct \Y
Discipline andeismissal Policy

Staff Portal ﬁo%fcv — Use of Eclair for Accessing
Own/Au{h()rised Other’s test results

NZ Standards Newﬁ%ﬁland Standard 8153:2002 Health Records
Organisational @@e‘
Procedures x|\
Other relate G Code of Health and Disability Services Consumers’ Rights
documegt(%& Employment Privacy Agreement signed by all staff

O
-

AN
&
Q‘\
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Appendix A — Follow Up Process Flowchart
Unexplained Access to Clinical Information

Quality Co-ordinator, Patient Information
Service, identifies unexplained user access.

A

is required.

If preliminary inquiries fail to identify a
legitimate reason for user access, the
Quality Coordinator notifies the relevant
Service Manager that further investigation

A

If the Service Manager cannot identify an appropriate reason for
access, taking into account the staff member’s role, then he/she
sends a letter to the individual concerned requesting clarification of \ "{r
the circumstances around access to the relevant clinical informa‘r'@m
A copy of the letter is sent to the relevant HR Manager and t@/
Privacy Officer.

24);

A

QO

The Service Manager considers the f\/)
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M

s@g 1mate, a letter is sent
to the/staff member thanking

t}@&,m for their assistance.

response. ,\\V
g\ \J
y A » KQ/ y
If access appears If it is unclear if aécess was If there does not appear
legitimate, a letter appropriate, the’Service to be a reasonable
is sent to the staff Manage unéertakes a explanation for the
member thanking review f\@e circumstances access, the Service
him/her for his/her ofac W1th the relevant Manager refers it to the
assistance. H& anager. HR Manager.
«O
o [
\\V y y
Ifit is (e}mmed that access If it appears that access is not

in accordance with CMDHB
policies and procedures, the
HR Manager institutes further
appropriate action under the
Discipline and Dismissal
Policy and relevant processes.

A

The Service Manager notifies the Quality Coordinator
of the outcome of the investigation.
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Background/Overview

Purpose

&

Scope of Use

Policy

The purpose of this policy is to set out the CMDHB definition of fraud, its

attitude towards fraud, and its procedures for investigating and dealing

with fraud. It is intended to emphasise the responsibility of staff for
reducing opportunities for fraud, and provide guidance on repor$

fraud and documentation of fraud investigation.

\/O

listed in the Associated DocumentsA sectior}\Q

Note: This policy must be read in conjunction with th&@ues

A

This policy is applicable to all CMDHB empl fé (full time, part time and
casual, temporary or seconded), Board m bers contractors, visiting
health professionals and students wor@§ in any CMDHB facility. For the

purposes of this policy, the terms “efqployee and employees, and staff and

staff members” include all the groups listed above.
7/

&

Definition of fraud:

Fraud is an intenti or reckless act by one or more people involving the

use of deceptio obtain a benefit or that causes loss. Fraud includes

any act int r@d to facilitate a fraud. The definition of fraud
encompaéés, but is not limited to the following behaviours:

\fsa se accounting and/or the making of a false or misleading
(J statement or claim, with a view to personal gain or gain for another

g\ erson.
o‘\ ;

Knowingly retaining a payment or benefit to which the employee

knows he/she is not entitled.

= Assisting with or condoning fraud or dishonesty against CMDHB by

another employee or external party.

= Theft or unauthorised personal use of CMDHB assets.

= Placing of a contract, or arranging the placing of a contract, with a
particular supplier with a view to direct or indirect personal gain.

= Submitting a false timesheet, leave form or expense claim.
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= Accepting and retaining a salary overpayment or leave balance to
which the employee knows he/she is not entitled, and deliberately
failing to report the overpayment or excess leave.

= Lying about credentials or qualifications.

= Using an official position to secure unwarranted benefits, privileges

or profit.
= Disclosing confidential information to outside parties with a view to X_
personal gain or gain for another person. f&\»
A

= Accepting or offering bribes or inducements.

= Forgery or unauthorised alteration of any document belongi éﬁ
the DHB with a view to personal gain or gain for another p or
which causes loss to any person including CMDHB.

= |ssuing false or misleading invoices. fb
= Stealing records, equipment or any item belong?o the DHB.
= Unauthorised personal use of the CMDHB v SO

= Granting a contract, or facilitating or pr@wg the granting of a
contract, to a particular person or co ith a view to direct or

r other assets.

indirect personal gain, or which c oss to any person including
CMDHB. Q\
CMDHB’s attitude towards fraud QS/\

CMDHB regards fraud and fraudulent behaviour as totally unacceptable.
Any employee who suspects@ny fraudulent activity involving CMDHB in
any way must report it ta their GM in the first instance, unless they
suspect their GM’s in@ment, in which case it must be reported to the

CFO. o)

All allegati r@f fraud will be taken seriously and properly and fully
investig > Any matter that suggests fraud on the part of any employee
will be roperly and fully investigated and, if substantiated, may result in
disciplinary action against the applicable employee(s). Any substantiated
%e\gatlons of fraud may be reported to the police and/or the Serious
@raud Office and/or the Office of the Auditor-General for further
investigation and possible prosecution.

E}Q/

0{\ Wherever possible and practical, recovery of the lost money or other
Q/&) property will be pursued.
’bcj If a staff member is asked to provide a reference for an employee who was

Q>Q/ dismissed in connection with fraud , he/she must seek advice from the

< DHB legal adviser before any reference (whether written or verbal) is

provided.
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The CMDHB attitude to fraud described above, and the processes outlined
in this policy regarding reporting of fraud, is an approach that CMDHB will
apply consistently. The principles will apply to all allegations of fraud .
This includes situations where the fraud or alleged fraud has been
committed against CMDHB by an organisation, or an individual associated
with such an organisation, that is contracted to or funded by CMDHB.

Staff responsibilities X_
CMDHB employees must exhibit the highest standards of honesty and f&&*
integrity in their dealings with patients, suppliers, contractors, other OA
health service providers and their fellow employees. They must seek t

best possible value for the taxpayers’ dollars. They must not seek rQ/

accept unauthorised personal benefits.

Staff must take reasonable steps to safeguard CMDHB funQ%d assets
against fraudulent, unauthorised use and misappropri @ Staff
members must report suspected fraud and/or break sininternal
control systems to their managers. Q(O

>

Each RC Manager / Service Manager/Givaal Manager is responsible for
ensuring controls are implemented an@wonitored that safeguard against
fraudulent activity in their areas ofésponsibility.

<

Managers need to ensure em%o’yees are informed of, and conform to,
applicable policies and pr res and receive appropriate training in
internal control. Q

O
It is also manage s responsibility to identify weakness in internal
control system(@d follow these up with corrective action.

Management responsibilities

Manage y call on the support of the Regional Internal Audit Service if
they réq e assistance to evaluate or improve internal control systems.

Internal oIs

@MDHB is committed to the development and maintenance of effective
internal control systems to prevent and detect fraud. Examples of internal
{\t} controls include, but are not limited to:

a} = Segregation of duties: at least 2 people, acting independently,
< must be involved in the approval or purchasing, finance, payroll,
rbc’) work related expenses, and human resources transactions.
<

= Performance of thorough background checks when recruiting
employees including checking criminal records, checking
references and verifying qualifications.
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= Documentation of financial transactions so that they can be
traced through an adequate paper trail.

= |mplementation of systems and procedures for verifying
timesheets and leave forms, and the overpayment requirements
detailed in the Overpayment policy.

= (Credit card use limitations and checks, as detailed in the Credit
Card Usage policy and procedure.

= Requirements that no staff member may approve their own time

sheet, leave application or expense claim, nor may they purchase N
an asset for their own use, without their manager’s approval. \_,

Detection and Investigation - Recommended Process $®

The table below sets out the recommended process to properlfsnd fully
investigate any allegation of fraud. The actions must be taQ S soon as
possible. The use of the process below is recommend ensure that
any alleged fraud is properly and fully investigated a ery individual
suggested to be involved in any fraud is dealt wit%{r\jair, proportionate
and consistent manner. %Q

Staff are also entitled to report suspectedifratid in accordance with the
Protected Disclosures Policy. O\

Fraud may also be reported direct@zto The Ministry of Health (Health
Integrity Line) at any time. In.any investigation process, the relevant

Human Resources Manager and the DHB Legal Adviser must be involved in
planning and implementation of the investigation process. This will ensure

that appropriate em@@ ent obligations and all legal requirements are
considered. o)

When fraud issalleged, all concerns must be thoroughly documented by
the persp whom the report is made. Thorough and complete records
of the ’k{h‘owing steps taken must also be made. Documentation is the
re.s@@bility of everyone involved in the detection and investigation

KS‘Q\GGSS.

AN
If the staff m r suspects | They should report it to: The means by which the allegation
fraud by: Q will be investigated and documented
Q‘ (including involvement of the Police
b. land/or Serious Fraud Office and/or
COQ/ the Auditor-General) will be decided
by:
A contractor, a supplier or an |Their General Manager. The CFO after consultation with the
employee of a supplier (The GM must report the allegation promptly to  |Regional Internal Audit Manager.
the CFO)
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Another staff member (other
than their General Manager or
the Chief Executive or the
Chief Financial Officer or the
Chief Operating Officer)

Their General Manager.
(The GM must report the allegation promptly to
the CFO)

The CFO after consultation with the
Regional Internal Audit Manager. HR
advice should also be sought.

A General Manager

The Chief Executive.

(The Chief Executive must report the allegation
promptly to the CFO, the Regional Internal Audit
Manager and the Chair of the Board)

The CEO after consultation with the
CFO and the Regional Internal Audit
Manager. HR advice should also be
sought.

The Chief Executive and/or
the Chief Financial Officer
and/or the Chief Operating
Officer

The Chair of the Board.

(The Chair must report the allegation promptly to
the Regional Internal Audit Manager and the
External Auditor. If there are prima facie
indications that the allegation may have substance
the Chair must also report it to the Minister of
Health)

The Chair after consultation with the
Regional Internal Audit Manager and
the External Auditor. HR advice should
also be sought.

&

The Chair of the Board and/or
another board member

The Chief Executive

(The Chief Executive must report the allegation
promptly to the Manager of the Regional Internal
IAudit Service and the External Auditor. If there are
prima facie indications that the allegation may
have substance the Chief Executive must also
report it to the Minister of Health )

The Minister of Health
Office of the Audit&

Q
Qv

Qd/or the

eral

r\/b

,()(9/

7

The person to whom the allegation of Sd is made should consider

whether it is appropriate to refer i
external agency.

Notification of alleged fraud
CMDHB will not hesitat

<

&

v

n%gstlgation of the alleged fraud to an

report alleged fraud to the police and/or the

Serious Fraud Offic ‘a\@ or the Office of the Auditor-General for further

investigation a
be made to:

ng&@s ible prosecution. In addition, the notification must

= The%@ﬁt and Finance Committee (of the outcome).
= \'(he external auditor (of the outcome).

SN
Q‘\
2
Refere@ s

O

<
fb‘o

&
>

insurance claim).

Definitions/Description

Associated Documents

é} he insurer (of any investigation, if CMDHB may need to make an

Document ID: A5709 CMH Revision No: 4.0

Division : Human Resources Last Review Date : 11/10/2018
Document Owner: | Chief legal advisor Next Review Date: 11/10/2021
Approved by: Executive Leadership Team (ELT) Date First Issued: 02/08/2007

Counties Manukau Health




&

Policy: Fraud — Monitoring and Management

Page 6 of 6

Other documents relevant to this policy are listed below:

NZ Legislation

Crimes Act 1961
Secret Commissions Act 1910
Protected Disclosures Act 2000

CMDHSB Clinical Board
Policies

Complaints Process and Resolution - Policy

Complaints Process and Resolution -

Organisational
Procedures

Procedure
Corporate Policies and Procedures
= Credit Card Usage \5

Employee Travel and Conference
Attendance

&

Entertainment {\
be

Petty Cash

Work Related Expensesr\/g

Media (O/\/Q

Human Resources Pq@es and Procedures
Conflict of Inte Jst

Discipli S&J Dismissal

Exit and Te

Ové(%ayment

rmination

7/
xProtected Disclosures
W~"Recruitment

Definitions

Other related - O G-206: Auditor General’s statement on the
documents ’0 auditor’s responsibility to consider fraud in an
(& : o
audit of a financial report.
K® .
S\O Report of the Controller and Auditor General:
\(\ Central Government — Results of the 2003-2004
X N\ Audits.
N

{_ Terms and abbreviations used in this document are described below:

E}Q/

{\ Term/Abbreviation Description
O Fraud An intentional act by one or more people involving
Q,t} the use of deception to obtain an unjust or illegal
fbc’) advantage.
\&
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